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Considera-se, neste trabalho, o problema da codiagnosticabilidade de sistemas
discretos de eventos em rede com estrutura de temporizacao (NDESWTS) sujeitos
a atrasos e perdas de observagoes de eventos entre os locais de medicao e diagnosti-
cadores locais e, para esse proposito, apresenta-se um novo modelo com temporizagao
que representa o comportamento dinamico da planta com base no conhecimento
prévio do tempo minimo de disparo para cada transicao e dos atrasos maximos nos
canais de comunicacao que conectam LM e DL. Em seguida, converte-se o modelo
temporizado em um nao temporizado e adiciona-se possiveis perdas intermitentes de
pacotes na rede de comunicacao. Com base nesse modelo nao temporizado, condi¢oes
necessarias e suficientes para a codiagnosabilidade de NDESW'TS sao apresentadas
e dois testes para sua verificacao sao propostos: um utilizando diagnosticadores e
outro que utiliza verificadores. Um outro tépico de pesquisa abordado neste tra-
balho é o célculo da T-codiagnosticabilidade (tempo maximo para diagnosticar uma
ocorréncia de falha) e K-codiagnosticabilidade (niimero méximo de eventos para di-

agnosticar uma ocorréncia de falha) também usando diagnosticadores e verificadores.
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We address, in this work, the problem of codiagnosability of networked discrete
event systems with timing structure (NDESWTS) subject to delays and loss of ob-
servations of events between the measurement sites (MS) and local diagnosers (LD).
To this end, we first introduce a new timed model that represents the dynamic be-
havior of the plant based on the, a priori, knowledge of the minimal firing time for
each transition of the plant and on the maximal delays in the communication chan-
nels that connect MS and LD. We then convert this timed model into an equivalent
untimed one, and add possible intermittent packet loss in the communication net-
work. Based on this untimed model, we present necessary and sufficient conditions
for NDESWTS codiagnosability and propose two tests for its verification: one that
deploys diagnosers and another one that uses verifiers. Another topic addressed
in this work is the computation of 7-codiagnosability (maximal time to diagnose a
failure occurrence) and K-codiagnosability (maximal number of event occurrences
necessary to diagnose a failure). To this end, we propose two tests: (i) one test
based on a diagnoser-like that does not require usual assumptions on language live-
ness and nonexistence of unobservable cycles and (i7) another one based on the
extended verifier that shows not only the ambiguous paths but also those paths that

lead to language diagnosis.
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Chapter 1

Introduction

In recent years, new challenges to make production processes more efficient, au-
tonomous and customizable have led to a new industrial revolution. A new concept
of industry, called Industry 4.0 |1,12], has emerged and is currently adopted to de-
nominate the current trend of automation and data exchange in manufacturing tech-
nologies by creating a “smart factory” [3]. One of the fundamentals of Industry 4.0
is the Cyber-Physical systems (CPS) [4H7]. CPS can be regarded as a mechanism
that is controlled or monitored by computer-based algorithms, tightly integrated
with the Internet and its users. Examples of CPS include smart grid, autonomous
automobile systems, process control systems, robotics systems and manufacturing
systems.

An important class of Cyber-Physical systems is called Discrete Event Systems
(DES) [8-12], which are event-driven dynamic systems, with discrete state spaces.
Such systems arise in a variety of contexts ranging from computer operation systems
to the control and monitoring of large scale complex processes. Several problems
in the literature have been solved by using DES modeling tools; among them, we
mention: supervisory control [8,/11]/13], opacity [14}/15], detectability [16], prognosis
[17], failure diagnosis [18-22], and many other topics.

In order to supply the demand for interconnected devices, communication net-
works are more widely used in engineering systems [23,24], since devices are usu-
ally positioned far away from each other in a distributed system. Although there
are benefits, the use of communication networks have introduced problems such as

communication delays and loss of information [2526]. Time delays come from com-



putation time required for coding physical signals, communication processing and
network traffic time, while losses of information come mainly from the limited mem-
ory in the devices, network traffic congestion in the network and drop out packets.
In order to deal with these problems, some relevant theoretical approaches have
been considered in the literature, regarding supervisory control [27-H39] and failure
diagnosis [40-43] of networked discrete event systems.

We address, in this thesis, the problem of failure diagnosis of DES subject to
delays and losses in the transmission of observed events from measurement sites
(MS) to local diagnosers (LD). Such a failure diagnosis problem is referred, in the
literature to as codiagnosability of networked discrete event systems [42,43]. In ad-
dition, we revisit the codiagnosability of discrete event system problem in order to
provide some contributions as follows. The verification of diagnosability of discrete
event systems by using diagnoser proposed by SAMPATH et al. [19] and the veri-
fication of decentralized diagnosability (codiagnosability) of discrete event systems
by using diagnoser DEBOUK et al. [21] have some drawbacks, since the authors as-
sume language liveness and nonexistence of unobservable cycles of states connected
with unobservable events only. To overcome these limitations, we propose a new
algorithm to check codiagnosability by changing the diagnoser structure so as to
consider both observable and unobservable events, therefore, removing the assump-
tions imposed in [19,21]. Regarding codiagnosability verification of discrete event
systems by using verifiers [44-47], MOREIRA et al. |[47] proposed a verifier whose
language stops just before the language becomes diagnosable. As a consequence, the
event that removes the ambiguity is not shown in the verifier. We propose here an
algorithm to extend the verifier automaton proposed in [47] to show the complete
paths that lead to the failure diagnosis. As an application of these algorithms, we
compute by means of weighted automaton formalism [48,49] the maximum time
that the diagnosis system takes to detect the failure occurrence (7-codiagnosability)
and the maximum number of events that occur after the failure occurrence until the

diagnosis system becomes sure of the failure occurrence (K-codiagnosability).



1.1 Failure Diagnosis and Computation of 7- and
K-Codiagnosability

Failure detection and isolation has received a lot of attention in recent years and has
become a well-established area of research [18-22,44-47,[50-56]. A failure is defined
to be any deviation of a system from its normal or intended behavior. Diagnosis
is the process of detecting an abnormality in the system behavior and isolating
the cause or the source of this abnormality. Failures in industrial systems could
arise from several sources such as design errors, equipment malfunctions, operator
mistakes, and so on. In the design of a failure diagnosis system for DES, the first
step is to check whether the language generated by an automaton is diagnosable,
i.e., whether the system is able to diagnose the failure occurrence in a finite number
of events occurrences.

Several approaches have been proposed in the DES literature to check this prop-
erty using diagnoser or verifier. A diagnoser is an automaton whose states are sets
formed with the states of the automaton that models the plant together with la-
bels that indicate if the trace occurred so far possesses or not the fault event. An
advantage of diagnosers is that they can be used for both on-line and off-line pur-
poses. Verifiers have been proposed in [44-47], and are, widely speaking, obtained
by performing a parallel composition between the failure system behavior and the
system behavior without failure. The disadvantage of verifiers is that they are suit-
able only off-line verification purposes. It is well known that diagnosers have, in
the worst case, exponential complexity in the plant state-space as opposed to veri-
fiers that have polynomial computational complexity in the number of the states of
the automaton that generates the language [44-47]. However, it has been recently
conjectured in [57], based on experimental evidences, that the diagnosers built in ac-

0-7710g k+0.63) "on the average, where k (resp. n)

cordance with |19] have state size O(n
is the number of events (resp. states) of the plant automaton. This result is encour-
aging in the sense that it makes diagnosers a viable tool for diagnosability analysis as
well. However, diagnosability analysis using diagnosers still requires the search for

cycles which has computation complexity worse than exponential [58], as opposed to

diagnosability analysis using verifiers that requires the search for strongly connected



components, which is linear in the number of automaton transitions [59}60].

Although the diagnosis of a failure is an important issue regarding safety of in-
dustrial automation systems, it is also important to know how long the diagnosis
system takes to detect the failure occurrence (7-codiagnosability), or, in the context
of discrete event system models, how many events must occur after the occurrence
of the failure event in order for the diagnosis system to be sure of its occurrence
(K-codiagnosability). In order to address these concerns, we need to analyze the
diagnoser characteristics. Notice that the diagnoser proposed by [19] provides infor-
mation on the failure occurrence based solely on observable events, i.e., those events
whose occurrence can be recorded by sensors. Therefore, when diagnosers are used
offline to predict the time spent to diagnose the failure, it is not possible to take
into account the time interval between occurrences of observable events that have
unobservable events in-between. Another aspect regarding diagnosis is that liveness
and nonexistence of unobservable cycles in the plant automaton are actually as-
sumed for both diagnosability and codiagnosability verification using SAMPATH et
al.’s and DEBOUK et al.’s diagnosers. For this reason, K-diagnosability was defined
by [19] and [22] as the number of observable events that must occur after the failure
occurrence in order for the diagnoser to be sure about the failure occurrence. We
remove here all of these assumptions and propose a diagnoser-based test that also
takes into account unobservable events and does not require the search for cycles,
but for strongly connected components.

In this thesis, we change the diagnoser structure so as to consider both ob-
servable and unobservable events. The main advantages of the approach proposed
here are as follows: (i) diagnosability verification becomes a particular case of co-
diagnosability verification as opposed to [19] and [21], which requires two different
tests for diagnosability and codiagnosability; (i) it does not require the usual as-
sumptions on language liveness and non-existence of cycles of states connected with
unobservable events [19}21,54]; (i) it is based on the search for strongly connected
components, as opposed to cycles in the usual tests using diagnosers [19,21,54] ; (iv)
we can address 7-codiagnosability by adding weights associated with transitions of
the automaton, forming, therefore, the so-called weighted automaton. It is worth re-

marking that weighted automata have only been employed for performance measure



in the context of supervisory control of discrete event system. Thus, the approach
proposed here reduces to the step counting by replacing all transition weights with
unity weight, and therefore, K-codiagnosability analysis becomes a particular case
of 7-codiagnosability.

We now present a brief comparison between the methods proposed here to com-
pute 7- and K-codiagnosability and those found in the literature.

QIU and KUMAR proposed in [45] an algorithm to compute the maximum delay
of codiagnosability using a verifier, also proposed in [45]. However, the proposed
approach cannot be extended to 7-codiagnosability since the value of K is computed
by adding 1 to the longest trace of the verifier deployed in [45] because the next event,
1.e., the event that removes the ambiguity is not shown in the verifier; therefore it is
not possible to take into account its time in the computation of 7-codiagnosability.

TOMOLA et al. [61] proposed an algorithm for the computation of the delay
bound for robust disjunctive decentralized diagnosis based on the algorithm for
the computation of the delay bound in the non-robust case using the verifier au-
tomaton proposed in [47]. Like the strategy developed in [45], the extension to
T-diagnosability is not straightforward.

YOO and GARCIA [62] proposed an algorithm to compute K-diagnosability
(referred there to as fault detection delay) using a verifier similar to Fj-verifier
proposed in [46], which can have cycles, but those cycles have zero weight. As in
the previous papers, it is not clear how to extend the approach proposed in [62] to
K- and 7-codiagnosability.

VIANA et al. [63] proposed an algorithm to compute 7-diagnosability, which is
a particular case using of the diagnoser developed in this work for codiagnosability,
and compute the maximum time for failure diagnosis by using a max-plus matrix
representation for the time-weighted automata [49]. The computational complexity
of the approach proposed in [63] is, however, worse than both methods presented
here.

More recently K- and 7-diagnosability were addressed by BASILE et al. [64] for
labeled Timed Petri nets, using the centralized diagnoser proposed in [19]. As a
consequence: (i) it is, in the worst case, exponential in the cardinality of the state

space of the system model; (7i) it requires the usual assumptions on language liveness



and nonexistence of unobservable cycles of states connected with unobservable events
only; (4ii) it is based on the search for cycles, and; (iv) K-diagnosability is defined
taking into account observable events only [22].

An important work on 7- and K-codiagnosability was presented by CASSEZ [65],
in which the author approaches the decentralized failure diagnosis problem for dis-
crete event systems modeled by finite automata (FA) and, timed systems modeled
by timed automata (TA) [66]. For FA (resp. TA), he computes the maximum num-
ber of steps (resp. the maximum delay), both denoted as A, that are necessary for
the detection of the failure occurrence. As far as 7-codiagnosability is concerned,
the approach presented here is also different from [65,/67,68]. In [67], Wonham’s
timed discrete event model [69] is deployed, and a sixth order polynomial algorithm
in the size of the state space of the automaton that models the plant was proposed
to verify and compute the maximum delay for failure diagnosis, whereas in [65],68|,
diagnosability is defined using Alur & Dill timed automaton model [66,70]. Here, we
approach 7-codiagnosability by using weighted automata, which cannot be included
in the class of timed automata, although they carry information on the maximum
time between event occurrences, which makes them suitable to be used as a per-
formance index. Therefore, in this regard, the work developed here and CASSEZ’s
work are incomparable. Regarding K-codiagnosability analysis, the computational
complexity of the algorithm proposed by CASSEZ in [65] depends on the complexity
of the verifier automaton used, and on the complexity of performing the search for
the longest failure trace, which is quadratic in the number of transitions of the veri-
fier, since binary search is used. Here, we propose a polynomial time algorithm based
on an extension of the verifier automaton presented in [47], which has the smallest
computational complexity among all verifiers presented in the literature [71], and
whose search algorithm is linear in the number of transitions of the verifier; there-
fore, the algorithm proposed here to compute K-codiagnosability is more efficient
than that proposed in [65]. A comparison between the computational complexity of
the algorithm proposed in [65] and the algorithm proposed in this thesis is presented
in Chapter [3



1.2 Discrete Event Systems Subject to Commu-
nication Delays and Losses

Most of the works in the area of failure diagnosis of DES assume that all informa-
tion is sent to the diagnoser in a seamless and immediate manner [19,21]. However,
due to the complexity of the plants, diagnosers are often implemented in a dis-
tributed way and, consequently, with the development of network technology, it has
become more and more common in industry, communication system implementa-
tions by using shared communication networks [34]. In diagnosis systems based on
communication networks, the intense data traffic in communication channels, or the
long distance between measurement sites and diagnosers, may delay the information
communicated through the channel. Thus, the diagnoser can observe events with
some delay after its occurrence, and also, when multiple communication channels
are deployed, in order different from their occurrence in the plant; thus, being led
to make wrong decisions regarding failure occurrence. In addition, in the sending of
information, losses may occur.

The problem of failure diagnosis of DES with delays in communication networks
was first addressed by DEBOUK et al. [40] and QIU and KUMAR [41]. However,
the problem addressed in this work is different from [40,/41]. First, the problem of
decentralized failure diagnosis proposed in [40] is subject to communication delays
between local diagnosers and the coordinator, under Protocols 1 and 2 of [21]. A
key feature of Protocol 1 studied in [21] is the following: under the assumption that
all communicated messages are received in the correct order by the coordinator, the
coordinator is capable of tracking the state of the system as well as a centralized
diagnoser, even though it does not have any knowledge of dynamics of the system.
Protocol 2 studied in [21] is the following: if the system has no failure ambiguous
traces (Definition 18 in |21]), and if the communicated messages are received in
the correct order by the coordinator, the coordinator can identify exactly the same
failure types as the centralized diagnoser even when the communication between
local sites and the coordination is not continuous. In [40], it is assumed that the
events received by the coordinator can be observed in a different order from the

original order of occurrence; however, no delay between the measurement sites and



the diagnoser. Here we consider Protocol 3 of [21], since we deal with communication
delays between the measurement sites and the local diagnosers. Finite delays in the
communication between local diagnosers and coordinator are not assumed here since
they do not affect the diagnosis decision. The problem proposed in this work is also
different from the so-called distributed diagnosis scheme proposed in [41], where
each local diagnoser can exchange information with the other local diagnosers to
infer the failure event occurrence. In addition, in [41] the communication delay
between two local diagnosers is considered equal, and it is assumed that there is no
delay between the measurement sites and diagnosers. The problem of DES subject
to unreliable observations of events was addressed in [54] and [61] (in the context
of failure diagnosis) without considering communication networks. In this work, we
model the loss of observation based on the technique proposed by CARVALHO et
al. in [54]

In [42,43], the definition of network codiagnosability of DES subject to event
communication delays was introduced, where the concept of step [33,[35] was used
to measure communication delays, i.e., k € N steps accounts for the occurrence of,
at most, k events until the information of the event executed by the plant arrives
at the local diagnoser. In this thesis, we propose a new approach called networked
discrete event systems with timing structure (NDESWTS) by adding two parameters
to the automaton that models the system behavior as follows: (i) the maximal
time communication delays between the distributed measurement sites in the plant
and the local diagnosers; (i) a minimal time function that is associated with each
plant automaton transition, which corresponds to the minimal time the system must
remain in the state before the transition can fire. Regarding the modeling of the
observation of the events by a local diagnoser subject to delay and losses, NUNES et
al. [42,/43] carried out it in two steps as follows: in first step, an automaton that
model the effects of the delays is proposed; in the second step, the automaton that
models the observation of the events by a local diagnoser is computed by performing
the parallel composition between the automaton obtained in the previous step and
the automaton that models the plant. In this thesis, we propose an algorithm
to consider the models the observation of the events by a local diagnoser subject

to delay and losses without this intermediate step. To this end, we convert the



new timed model that represents the dynamic system behavior of the plant into
an untimed one, and add possible intermittent packet loss in the communication
network. We check codiagnosability of NDESWTS proposed here by developing two
algorithms: one based on diagnosers and another based on verifiers.

We remark that the Timed Discrete Event System (TDES) model proposed by
BRANDIN and WONHAM in [69], that introduces one additional event called tick
to represent “tick of global clock”, could also be used. The authors in [72-74]
have addressed untimed model to deal with communication delays by introducing
tick events in the plant to represent a clock cycle. The main limitation of that
approach is when the system has far apart temporal characteristics since due to
the fast system behavior, the tick will be associated with a small time interval,
and, as consequence, the corresponding untimed model may have a large number
of states to represent slow dynamics in the model. Regarding models to represent
time information, timed automata [65,66},68,70] could also be an option to model
the time information. Timed automata provide a way to model the behavior of
real-time systems over time by using state-transition graphs with timing constraints
using finitely many real-valued clocks. However, the cost to obtain the behavior of
real-time systems over time makes this formalism more complicated to model and
analyze. Indeed, the construction of region graph to recognize untimed language of
timed automata is O(|L| fact(|X]) 2XI KX1)| where L is the number of locations
(states), X is the number of clocks, K is the large constant used in timed automata,
and fact(]X|) denotes the factorial of the cardinality of X [65]. Thus, the adoption
of this formalism implies unnecessary computational effort to the goal of this work.

It is important to remark that the problem of communication delays has also
been addressed in the context of supervisory control of DES by [27,[30}132,33,35],
for the monolithic case, and by PARK and CHO [31], and [34] for the decentralized
and distributed case. In the aforementioned works, it is assumed that there is only
one communication channel between the plant and supervisor, and, thus, no change
in the order of event observations by the supervisor occurs. Since codiagnosability
is not time critical, i.e., the diagnoser can detect the fault after an arbitrarily large
number of event occurrences, bounded communication delays that cannot change the

order of event observation are not important in the context of failure diagnosis. We



here consider decentralized diagnosis of NDESW'TS assuming that communication
delays can be large enough that it can modify the order of observation of the events
received by the local diagnosers. Still in the context of supervisory control, TRI-
PAKIS [28] and SADID et al. [29] assume that communication delays may change
the order of event observation. One important restriction of these approaches is that
the same delay upper bound is assumed for all communication channels. In addi-
tion, SADID et al. restricts the problem to those systems whose automaton models
have no loops of communication events (events that are subject to communication

delays) in the original system. None of these assumptions are made here.

1.3 Contributions of the Thesis

In this thesis, we address the problem of codiagnosability of networked discrete event
systems with timing structure (NDESWTS) subject to delays and losses of observa-
tions of events between the measurement sites (MS) and local diagnosers (LD). We
introduce a new timed model that represents the dynamic system behavior of the
plant based on the, a priori, knowledge of the minimal firing time for each transition
of the plant and on the maximal delays in the event observation after it is recorded
in the MS. In order to avoid using the concept of step 33,42, /43] or the TDES [69],
we model the consequences of communication delays of the observations received
by the local diagnoser by directly applying the time information. To this end, we
convert this timed model in an untimed one, and add possible intermittent packet
loss in the communication network. Based on this untimed model, we present nec-
essary and sufficient conditions for NDESWTS codiagnosability and propose two
tests for its verification: one that deploys diagnosers and another one that uses
verifiers. NDESW'TS model proposed here is sufficiently general to address prob-
lems of other research areas such as supervisory control of networked discrete event
systems [38},39].

In order to establish a comparison between the approach presented here and
others previously presented in the literature, we shown in Figure the main dif-
ferences between the approach presented here and previous works regarding the

location of the communication channels subject to delays, the number of commu-
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Location of communication channels subject to delays

Communication between Communication between Communication between
Plant and Diagnosers/Agents Agents Coordinator and Diagnosers

This work
[27,30-32,33-37,38,39,42,43,72,74]

[28,29.41,73] [40]

Number of communication channels and communication delay bounds

Several communication channels Several communication channels . PR
with different delay bounds with the same delay bound Single communication channel
Events may be observed in a Events may be observed in a Events are observed in the
different order of their occurrences different order of their occurrences same order of their occurrences
Lhis work [28,29,40,41,73]
4, 27,30-32,33-37,72,74
[38,39,42,43] =D HLES [27,30-32,33-37,72,74]

Formalism used to measure communication delays

Timing Structure Step approach TDES approach Unbounded delay

This work [29-39,42,43] [72-74] [27,28]

Figure 1.1: Comparison among different networked DES in the literature regarding
the location of the communication channels subject to delays, the number of com-
munication channels of communication delays (and delay effects), and the formalism

used to measure communication delays.

nication channels and communication delays bounds, and the formalism used to
measure communication delays.

Another research topic addressed in this work is the computation of 7-
codiagnosability (maximal time to diagnose a failure occurrence) and K-
codiagnosability (maximal number of events to diagnose a failure occurrence). To
this end, we propose two tests: (i) one test based on a diagnoser-like automaton
that does not require usual assumptions on language liveness and nonexistence of
unobservable cycles and (i7) another one based on the extended verifier that shows

not only the ambiguous paths but also those paths that lead to language diagnosis.
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1.4 Thesis Organization

The organization of this doctoral thesis is summarized as follows. In Chapter |2 we
present a review of DES theory and a brief introduction on failure diagnosis of DES.
In Chapter [3| we revisit the codiagnosability of discrete event systems problem
and propose two new verification algorithms: (i) the first algorithm based on a
diagnoser-like automaton that does not require the usual assumptions on language
liveness and nonexistence of cycles of states connected with unobservable events; (i)
and an extended verifier developed to show not only the ambiguous paths but also
those paths that lead to language diagnosis. As an application, we address 7- and K-
codiagnosability problems. In Chapter [4] we address the failure diagnosis problem
of networked discrete event systems with timing structure (NDESWTS), and, to
this end, we formally define NDESWTS and propose an equivalent untimed model.
Subsequently, we present necessary and sufficient conditions for codiagnosability
of NDESWTS and propose two tests to its verification: the first one based on
diagnosers, and a second one, based on verifiers. Finally, in Chapter [5| we conclude

the thesis and point out potential future directions.
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Chapter 2

Fundamentals of Discrete Event

Systems and Failure Diagnosis

In this chapter, we present the necessary background on Discrete Event Systems
(DES), and on failure diagnosis of DES. The theoretical foundations of DES pre-
sented in Section [2.1| are based on [11].

The structure of the chapter is as follows. In Section 2.1 the main formalisms
for DES are presented. In Section [2.2 we present a model for DES subject to in-
termittent loss of observations. The main concepts associated with failure diagnosis

are presented in Section Finally, we draw some conclusions in Section [2.4]

2.1 Discrete Event Systems

In recent years, the growth of computer technology has led to the propagation of
a class of highly complex dynamical systems, with the distinct attribute that their
behavior is determined by the asynchronous occurrence of certain events. Such
systems are called Discrete Event Systems (DES).

DES are dynamical systems with discrete state-spaces and event-triggered dy-
namics. An event may be identified with a specific taken action, or may be viewed as
a spontaneous occurrence dictated by nature or, still, the result of several conditions
which are all suddenly met. Examples of events are the beginning and ending of a
task, the arrival of a client to a queue or the reception of a message in a communi-

cation system. The occurrence of an event causes, in general, an internal change in
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the system, which may or may not manifest itself to an external observer. In addi-
tion, a change can be caused by the occurrence of an event internal to the system
itself, such as the termination of an activity or timing. In any case, these changes
are characterized by being abrupt and instantaneous, i.e., by perceiving an event
occurrence, the system reacts immediately, accommodating itself to a new situation
where it remains until a new event occurs. In this way, the simple passing of time
is not enough to ensure that the system evolves; for this, it is necessary that events
occur. The system behavior in the DES framework is, therefore, by sequences of
events. All sequences of the events that can be generated by a given DES describe
the language of this system, which is defined over a set of events (alphabet) of the

system. Thus, we start the review of DES theory with the concept of language.

2.1.1 Languages

One formal way to study the logical behavior of a DES is based on the theories
of language and automata. The starting point is the fact that any DES has an
associated event set . We will assume that X is finite. The event set X is the
“alphabet” and the sequences are the “words” of a language. In the literature, the
sequences of a language are also called traces or strings; however, the term trace will
be used throughout this thesis. The length of a trace s is the number of events it
contains and will be denoted by |s|. The word that does not contain events is called

the empty trace, and is denoted by ¢, i.e., |e| = 0.

Definition 2.1 (Language) A language defined over an event set ¥ is a set of
traces with finite length formed by events of X.

Example 2.1 Let ¥ = {a,b,c} be a set of events. As an example, we may then
define, over X3, the language L1 = {e,a} consists of only two traces; or the language

Ly = {a,bb,ac} that contains three traces.

Let us denote by ¥* the set of all finite traces formed with events X, including
the empty trace €. X* is also referred to as the Kleene-closure of 3. Notice that the
set 3* is countable, but infinite, since it contain traces of arbitrarily long length.

For example, if ¥ = {a,b, c} then:
¥ ={e,a,b,c,aa,ab,ac,ba,bb, be, ca, cb, cc, aaa, . . .}.
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The basic process of forming a language is concatenation. The concatenation of
two traces of events results in a trace formed with the events of first one immediately
followed by the events of the second one. For instance, trace abc formed from events
in ¥ = {a,b,c}, can be formed by the concatenation of trace ab with event ¢, and
trace ab is obtained from the concatenation of events a and b. The empty trace is
the identity element of concatenation, i.e., se¢ = £s = s, for every trace s.

Before presenting the operations on languages, we need to define some termi-
nology about traces. Let us consider a trace s arbitrarily partitioned as s = tuw,
where t,u,v € ¥. We say that ¢, u and v are subtrace of s, in particular, subtrace
t is a prefix of s, whereas subtrace v is a suffix of s. Notice that, € and s are both

subtrace, prefixes and suffixes of s.

2.1.2 Operations on Languages

The usual set operations, such as union, intersection, difference, and complement
with respect to X%, are applicable to languages since languages are sets. In addition,
the following operations can be defined for languages: concatenation, Kleene-closure,

prefix-closure, post-language and natural projection.

Concatenation

Let L,, L, C ¥*, then the concatenation between two languages is the set of the
concatenations of all traces in L, with all traces in L;. Formal definition is provided

as follows.

LoLy = {s =545, € X" : (84 € L) N (sp € Ly)}. (2.1)

Kleene-closure

The Kleene-closure of a language is the set of all possible traces formed by the
concatenation of all traces of this language. Formally, if L C ¥* then Kleene-closure
is defined as:

L*:={¢}ULULLULLL.. (2.2)
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Prefix-closure

Another important operation is the prefix closure of a language L, which consists of
all prefixes of all traces in L. A trace t € ¥* is prefix of a trace s € X* if there exists
a trace v € X* such that tv = s, and thus, both s and ¢ are prefixes of s. Formally,

we can define prefix-closure as follows.
L:={se¥":(3tex)[st € L]}. (2.3)

L is said to be prefix-closed if L = L. Thus language L is prefix-closed if all prefixes

of every trace in L are also an element of L.

Post-language

Let L C ¥* and s € L. Then the post-language of L after s, denoted by L/s, is the
language

L/s:={te X" :steL}. (2.4)

By definition, L/s =0 if s ¢ L.

Projection

Another type of operation performed on traces and languages is the so-called natural
projection, or simply projection, denoted by P. This operation takes a trace formed
from the larger event set ¥ and erases the events in it that do not belong to the

smaller event set >;. Formally, the projection P : ¥* — ¥ can be defined as follows.

P(e) :=¢, (2.5)

e, ifee X,
P(e) = (2.6)

g, otherwise,

P(se):= P(s)P(e), s€ X", e € X. (2.7)

We will also be working with the corresponding inverse map, P~1 : X% — 257

defined as the following.
PHt):={s € X" : P(s) =t}. (2.8)
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The projection P and its inverse P! are extended to languages by simply ap-

plying them to all the traces in the language. For L C »*,

P(L)={te % (3sc L)[P(s) =t]}. (2.9)
For L, C ¥,
P YLy : {se X :(3tecL)[P(s)=t]}. (2.10)

In order to illustrate the concepts of this subsection, consider the following ex-

ample.

Example 2.2 Let us consider again the set of events ¥ = {a,b,c} and lan-
guages L1 = {e,a} and language Lo = {a,bb,ac}. Since L = {e,a} and
Ly, = {e,a,b,bbac}, L = L, and Ly # Ly. Consequently, L, is prefiz-closed
and Ly 1s not prefix-closed. In addition, we can see that:
L} ={e,a,aa,aaaq, ...}

LiLy = {a,bb,ac, aa, abb, aac}

LyLy = {a,bb,ac, aa, bba, aca}

Ly/a ={e,c}

If we define projection P : ¥* — X% such that X5 = {a,b}, then:

P(abc) = {ab}

P e) = {e}*

Pl (ab) = {c}*{a}{c} {b}{c}"
P(L2) = {a,bb}

P7H(Ly) = {{e}" {c} {a}{c}"}

2.1.3 Automata

Automata are devices that are capable of representing a language by using a state
transition structure, i.e., by specifying which events can occur at each state of the
system. They are an intuitive and natural description of a discrete event system.
The modeling formalism of automata is a framework for representing and manipu-
lating languages and solving problems that pertain to the logical behavior of DES.

Automata are a useful model for many kinds of hardware and software: (i) software
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for designing and checking behavior of digital circuits; (7i) the lexical analyzer of a
typical compiler; (iii) software for scanning large bodies of text; (iv) software for
verifying systems such as communication protocols or protocols for secure exchange
of information. In addition, in the literature, automaton model is a classical tool to
deal with the problem we will address in this thesis, the so-called failure diagnosis

problem. Mathematically, we can define Deterministic automaton as follows.

Definition 2.2 A deterministic finite-state automaton G is a siz-tuple
G=(X,% f, T, zo, Xpn), (2.11)

where X is the set of states, Y is the set of events, f : X x ¥ — X is the partial
transition function such that f(x,0) = z, means that there is a transition labeled by
event o that takes G from state x to state z. I' : X — 2% is the set of active events,
that is, Vo € X, I'(z) = {o € ¥ : f(z,0)!}, with ! meaning that f(x,0) is defined,

xo 1S the initial state and X, is the set of marked states.

Regarding the set of marked states, proper selection of which states to mark is
a modeling issue that depends on the problem of interest. By designating certain
states as marked, we may, for instance, be recording that the system, upon entering
these states, has completed some operation or task. Notice that Definition does
not impose that the set of states X must be finite. However, in this thesis, we deal
with finite set of states X only; thus, the term finite-state deterministic automaton
will be replaced with automaton for short.

To understand exactly dynamic evolution of an automaton, assume that an au-
tomaton is in state x, when an event o occurs. Then, automaton G moves to the
state x,.1 instantaneously. This dynamic is characterized by the state transition
function as follows: x,.1 = f(z,,0) such that o € I'(z,). It is convenient to rep-
resent graphically an automaton whose state set X is finite by means of its state
transition diagram. The state transition diagram of an automaton is a directed
graph whose nodes represent states and the arcs (labeled) between nodes are used
to represent the transition function f : If f(z,,0) = 2,41, then an arc labeled
by ¢ is drawn from x, to x,+1. A special notation is used to identify the initial
and marked states. The initial state is identified by an arrow pointing into it and

marked states are differentiated by means of a double circle or box. From the state
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transition diagram of an automaton, it is possible to infer some information about

its elements, as shown in following example.

Example 2.3 Consider the state transition diagram of automaton G depicted in
Figure [2.1.  From this picture, it can be concluded that the set of states of Gy is
X = {mo, x1, 22}, the initial state is xo and the set of marked states is X,, = {xo, x2}.
Notice that the sets of active events for each state of Gy are I'(xzo) = {a,c},
[(x1) = {a,b} and T'(z2) = {a,b,c}. The transition function is given as follows:
f(xo,a) = xo, f(xo,c) = x2, f(x2,0) = x9, f(22,a) = f(x2,¢) = x1, f(x1,b) = 19

and f(x1,a) = xq.

Figure 2.1: Automaton G; of Example [2.3

For the sake of convenience, the transition function f of an automaton is extended
from domain X x 3 to domain X x ¥* as follows: f(x,e) = z and f(z,s0) =
f(f(z,s),0), Vx € X, s € ¥* and 0 € ¥ such that f(x,s) = z and f(z,0) are both
defined. Thus, we can define the languages generated and marked by an automaton

as follows.

Definition 2.3 (Generated and marked languages) The language generated by au-
tomaton G is defined as L(G) := {s € ¥* : f(zo,s)!} and the language marked by
automaton G is defined as L,,,(G) := {s € L(G) : f(zo,s) € X}

The language L(G) contains the traces that can be followed along the state
transition diagram of G, starting at the initial state; the trace corresponding to a
path is the concatenation of the event labels of the transitions composing the path.
The second language represented by G, L,,(G), is the subset of L(G) consisting only

of the traces s for which f(zg,s) € X,,, that is, these traces correspond to paths
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that end at a marked state in the state transition diagram. Languages L(G) and

L,,(G) satisty the following inclusion relation.

L(G) € Ln(G) C L(G), (2.12)

2.1.4 Operations on Automata

In order to examine DES modeled by automata, we need to define a set of opera-
tions that appropriately modify their state transition diagram based on well-defined
criteria. The operations that modify a single automaton are called unary operations

and are defined as follows.

Unary operations

e Accessible Part

A state x € X of an automaton G is accessible if 3s € ¥* such that f(xg,s) = x.
Otherwise, x is a non-accessible state. The accessible part operation removes all

non-accessible states of an automaton G, and is defined as follows.

AC(G) = (XacvE7faC7Fa67x0>Xac,m)a (213>

where Xac == {il? e X : (38 S E)[f(iﬁo,s) = 33]}7 Xac,m = Xm ﬂ)(aca fac =

f’XacXE‘}Xac7 a’nd Fac = F’Xac‘)Xac7 Where faC = f‘XacXE‘)Xac a’nd Fac = 1—\|)(ac‘>)(ac

means that f and I' are restricted to X, respectively. Notice that, the Ac operation

does not change the languages generated and marked by the automaton.
e Coaccessible Part

A state x € X of an automaton G is coaccessible if s € ¥* such that f(z,s) €
Xn. Otherwise, x is a non-coaccessible state. The coaccessible part operation

excludes all non-coaccessible states of an automaton G, and is defined as follows:

COAC(G> = (XCOCLC7 27 fcoac; Fac; wO,coaa Xm>7 (214>

where Xcoac = {ZL‘ € X : (35 € E)[f(fﬁ,S) € Xm]}> fcoac = f
Fcoac =T

XeoacXE—=Xcoac) a’nd

Neone—sXeone- Notice that, the CoAc operation can affect the language

generated by the original automaton, but it does not change the marked language.
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e Trim operation

An automaton that is both accessible and coaccessible is said to be Trim. We

define the Trim operation as follows.

Trim(G) := Ac[CoAc(G)] = CoAc[Ac(G)] (2.15)

Example 2.4 Consider automaton G depicted in Figure[2.3(a). To obtain Ac(G),
it suffices to delete state 3 and the transition attached to it; the resulting automaton
is depicted in Figure [2.9(b). In order to obtain CoAc(G), we need to identify the
states of G' that are not coaccessible to the marked state 2, which is state 4. We,
then, delete this state and the transition attached to it, to obtain CoAc(G) depicted
in Figure[2.9(c). Finally, Trim(G) is shown in Figure[2.9(d). Notice that the order

which the operations Ac and CoAc are taken does not change the final result.

Figure 2.2: Automaton G (a); Ac(G) (b); CoAc(G) (c), and; Trim(G) (d).

Composition operations

Discrete event models of complex dynamic systems are rarely built in a monolithic
manner. Instead, a modular approach is used where models of individual compo-
nents are built first, followed by the composition of these models in order to obtain
the model of the overall system. The synchronization, or coupling, between compo-

nents can be captured by the use of common events between system components.
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Namely, if components A and B share event ¢, then event ¢ should only occur if
both A and B execute it. The process of composing individual automata (that
model interacting system components) in a manner that captures the synchroniza-
tion constraints imposed by their common events is formalized by the product and

parallel composition operations as follows.
e Product

The product operation can be viewed as the composition that computes the
intersection between languages generated (and marked) by two or more automata.
Namely, an event occurs in the product composition if and only if it occurs in both
automata. When there is no event in common between the active event sets of the
initial states of two automata, the resulting product between these automata will
be an automaton where the generated language is €. The product of G; and Gj is

given by.

G X Gy := Ac( Xy x X2, X1 U X9, fixe, Tixa, (o1, To2), X1 X Xm2), (2.16)

where fi.s is defined as:

(fi(z1,0), fa(ze,0)), if o€ i(zy) NTo(2),

undefined, otherwise.

flx?((xh xQ)v 0) -

According to Equation (2.16)), it can be easily verified that L(G; x Gs) = L(G1)N
L(Gg) and Lm<G1 X GQ) = Lm(Gl) N Lm(Gg) [11]

e Parallel composition

Parallel composition is often called synchronous composition and product is
sometimes called completely synchronous composition. Composition by product
is restrictive as it only allows transitions on common events. In general, when mod-
eling systems composed of interacting components, the event set of each component
includes private events that pertain to its own internal behavior and common events
that are shared with other automata and capture the coupling among the respective

system components. The standard way of building models of entire systems from

22



models of individual system components is by parallel composition, which is defined

as follows:
G1]|Ga = Ac(Xy x Xo, X1 U Xy, fi2, L2, (o1, To2), Xint X Xin2), (2.17)

where fy)2 is defined as:

(

<f1($170),f2<$2,0)), lfO' € Fl(ﬂfl)mFQ(Ig)
F(21,32),0) = (fi(z1,0),22), if o€ T'y(x1) \ X2
(I’l,fg(l'Q,U))? if o € Fg(l‘g)\zl
| undefined, otherwise.

According to Equation (2.17), we can verify that L(G1||G2) = P '[L(G1)] N
Py HL(Gy)] and Ly, (G1||G2) = Py Ly (GNP Ly (Go)], where Py @ (2,UY,)* —
¥f fori=1,2, [11].

Example 2.5 Consider automata Gy and Gy depicted in Figures and (2.3, re-
spectively. The automata obtained by the product and parallel composition of G,
and Gy are shown in Figures and [2.5], respectively. In this example, we can see
that the parallel composition is an operation more generic than product composition:
notice that L(Gy x Gg) = a* C L(G1||G2), which is due to the fact that the compo-
sition by product only allows transitions on common events while private events can

be executed whenever possible in the parallel composition.

b a
A
@@

Figure 2.3: Automaton G5 of Example [2.5]

2.1.5 Nondeterministic Automata

A nondeterministic automaton, denoted by G,q, is a six-tuple G,y =
(X, an,fnd,Fnd,Xo,Xm), Where End = 2 U {5}, fnd X X an — 2X, that iS,
fra(z,0) € X, T'yq is defined in a similar way as I', and the initial state may, itself,

be a set of states, that is, Xq C X.
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Figure 2.4: Automaton G; x G5 of Example [2.5]

@,
b

Figure 2.5: Automaton G||Gs of Example [2.5]

In order to illustrate a nondeterministic automaton, consider the following ex-

ample.

Example 2.6 Consider the nondeterministic automaton, Gpa = (X, Xnd, fnds Lnd,
Xo, Xm), shown in Figure . Notice that, G,q has two initial states xo, and xo,,
and the transition function assumes values in 2%, for x € X, for instance, fnq(xo,,
a) = {xo,,x1}. Notice, in addition, that fnq(xo,,e) = x1. These types of configu-
ration suggest uncertainty in the dynamic evolution of the system, as follows: (i)
when event a occurs, it is not possible to be sure if the system has moved either to
state xg, or xy1, and; (ii) transition ¢ is silent in the sense that the system evolution

from state xo, to x1 cannot take place.

Remark 2.1 The nondeterministic automata to be considered in this thesis do not
have transitions labeled by the empty trace €, thus ¥, = X. Under this condi-
tion, the transition function, is extended to ¥* as follows: for B € 2%, we first

set foa(B,0) = Ugepioer, y(x) fna(®,0), and, then, for u € ¥* and 0 € ¥, we set
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Figure 2.6: Automaton G,4 of Example [2.6]

fra(B,uo) = fralfua(B,w),c]. The languages generated and marked by a nondeter-
ministic automaton are defined as follows: L(Gpnq) = {s € X*: (3x € xo)[fnalz, 5)!]}
and Ly, (Gna) = {s € ¥* : (3z € xo)[fna(z,s) N X,, # 0]}. Throughout the paper
we will denote both, deterministic and nondeterministic automata, by G; the context

will make clear which one is being considered.

2.1.6 Deterministic Automata With Unobservable Events

In this subsection, we will consider the case of partially-observed DES, i.e., when
some events cannot have their occurrences seen by an outside observer. This lack
of observability can be due to the absence of a sensor to record the occurrence
of the event or to the fact that the event occurs at a remote location but is not
communicated to the site being modeled. In this case, some form of state estimation
becomes necessary when analyzing the behavior of the system. To this end, the set
of events ¥ is partitioned into the set of observable events X, and set of unobservable
events >,,. The corresponding automaton will be deterministic, and is referred to
as deterministic automaton with unobservable events.

The dynamic behavior of a deterministic automaton with unobservable events GG
can be described by another deterministic automaton called observer, here denoted
as Obs(G, 3,). The procedure for the construction of Obs(G, ¥,) requires the notion
of unobservable reach of a state x € X with respect to a set X,,, which is defined

as:

UR(z, %) = {y € X : (3t € X,)[(f(, 1) = y)I}. (2.18)

From Equation (2.18]), it is clear that € UR(x,3,,). The definition of unob-

servable reach can be extended to a set of states B C X as follows.

25



UR(B, %) = UzepUR(z, Xy,). (2.19)
Finally, we can then define observer automata as follows.
Ob5<G7 20) = (Xobs; Yooy f0b57 Lops, L0, Xmob5>, (220)

where X, € 2% 1, = UR(20, Xu0); for all Zops € Xops, Lops(Tobs) = Uzexobs [(x);
fobs('robsao-) = UR({ZJ € X : (El:l: € xobs)[f<xao-) = Z/]}, Eu0>; Xmobs = {xobs € Xobs .
TopsN X # 0}. Obs(G,3,) can be constructed by using the following algorithm [75].

Algorithm 2.1 Construction of automaton Obs(G,%,)

Input Automaton G = (X, %, f, T, 20, X;n), and set ¥,.
Output Automaton Obs(G,X,) = (Xobs, Lo, fobss Lobss T0,,s Xy, )-

STEP 1. e Set 3, =X\ X,, and define xy,, = UR(xq, Xy0);

o Set Xops = {x0,,,} and Xops = Xops:
STEP 2. Set Xops < Xops € Xops < 0;
STEP 3. For B € f(obs:
STEP 3.1. Tos(B) = (U,epT(2)) N Ey;
STEP 3.2 For o € I'y(B):

o Set fou(B,0) = UR({x € X : (Vy € B)lz = f(y,0)]});

o Set Xobs — Xabs ) fobs(Ba 0-)7'

STEP 4 X s  Xops U Xabs;

STEP 5 Repeat Step 2 to 4 until the entire accessible part of Obs(G,%,) has been

constructed;

STEP 6 : X,,,, = {B € Xops : BN X, # 0}

From construction of automaton, we can conclude that the language generated
by Obs(G,%,) is the natural projection over %,, i.e., L(Obs(G,3,)) = P,[L(G)],
such that P, : ¥ — %, [11].
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Example 2.7 To illustrate the construction of observers, let us consider now au-
tomaton G depicted in Figure and suppose that event a is unobservable, i.e.,
Y ={a,b,c}, X, ={b,c} e Xy, = {a}.

When automaton G starts its operation, since event a is unobservable, we do
not know if the system is in initial state xo = 0 or in state v = 1 and, thus, the
initial state of Obs(G,%,) must be {0,1}. If event b occurs, the systems moves to
state x = 3, but it can reach state x = 1 through unobservable transition a, leading
Obs(G,%,) to reach state {1,3}. If event ¢ occurs in {1,3}, the system can be in
any state of G, i.e., Obs(G,%,) reaches state {1,2,3}. Finally, when the occurrence
of event ¢ is recorded again, then, since the observer is in state {1,2,3}, it remains

there. However, if event b occurs, Obs(G,%,) returns to its the initial state.

Figure 2.7: Automaton G of Example

b c
¥ L O
0,1} —2 13— [L2s
y
C

Figure 2.8: Automaton Obs(G,X,) of Example [2.7]

2.1.7 Strongly Connected Components

We now briefly touch on the concept of strongly connected components, whose

definition is presented as follows.

Definition 2.4 (Strongly connected component) [60] A strongly connected compo-
nent of an automaton G = (X, %, f,T', 29, X;,,) is a mazimal set of states Xsoe € X

such that for every pair of states u,v € X, there is a path formed by events in X
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from u to v and from v to u; that is, every states u and v in X,.. are reachable from

each other, and X.. is maximal.

Example 2.8 To illustrate the concept of strongly connected components, let us
consider again the automaton depicted in Figure [2.8.  Notice that automaton
has two strongly connected components: the first one is formed by four states
{(zo,y1), (x2, 1), (x1,11), (z1,Y0)}, i.e., these states are reachable from each other;
the second one is formed by unique state (x2,%yo) which reaches itself by self-loop
due to event b. The initial state (xq,yo) does not form a strongly connected
component since it is not reached by none of the states of G. It is worth not-
g that the number of strongly connected components and number of cycles are
not equal: states that form a strongly connected component may form several cy-
cles, for instance, the cyclic paths ((xo,y1),a, (xo,v1)), ((x1,40),b, (x1,%0)) and
((xo,y1), ¢, (T2,91),a, (x1,21), a, (xo,y1)) are formed by states that are in the strongly

connected component {(wo, y1), (x2,y1), (x1,51), (¥1,%0)}-

Remark 2.2 [t is worth remarking that the computational complexity of the search
for cycles is, in the worst case, worse than exponential, Z;:ll((”_:rl))(n - 1)!
/58,|60], where n is the number of states, whereas the search for strongly connected
components, proposed by Tarjan in [59], is linear in the number of states and tran-

sitions of an automaton, i.e., O(|n| + |E|), where E is the number of transitions.

2.2 Discrete Event Systems Subject to Loss of
Observations

In this section, we present a model for the observed behavior of an automaton in the
presence of intermittent loss of observations proposed by [54], which can be used to
deal with loss of observations caused by either sensor malfunction or communication

problems. In [54], a partition in the set of events was defined by the authors as:

Y= EuoUEilouznilo7 (221)

where Y;;, is the set of observable events associated with intermittent loss of ob-

servations and >,;, denotes the set of observable events that are not subject to
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intermittent loss of observations. In order to represent loss of observations, let
¥, ={0":0¢€ X}t and ¥ = X U], Therefore, the following mapping can be
defined.

Definition 2.5 (Dilation) Dilation is the mapping D : ¥* — X5, , recursively
defined as:

{o}, if o € ¥\ X,
{o,0'}, ifo € Xy,

D(so) := D(s)D(0), if Vse€ ¥ oe€X.

The extension of D to domain 2%, i.e., to languages, is defined as D(L) =
User D(s). The idea behind the definition of dilation is to represent the loss of ob-
servation of an observable event o by replacing it with o/. For instance, by assuming
Y = {0,045} and ¥, = {0}, the dilation of trace s = oo, is D(s) = {o0g,00%.}
where: (i) trace oo, represents the case where no loss of observation has occurred,
and; (i) trace oo’ represents the case when the information of the occurrence of
event o, has been lost.

With the help of Definition 2.5] we can now formally define automaton G’ that

models the behavior of GG subject to intermittent loss of observations, as follows.
G = (XX, f, 1, 2o, Xin), (2.22)

where I''(z) = D[I'(z)], and f’ is defined as follows: Vo' € I'(z), o' € D(0),
f'(x,0") = f(x,0), where 0 € I'(z).

Notice that automaton G’ is formed by adding to G transitions in parallel with
the transitions associated with the events that are subject to intermittent loss of
observations. The added transitions will be labeled with unobservable events and

therefore the observable event set of G’ remains ¥, as in G.

Example 2.9 In order to illustrate the dilation operation, let us assume that 2 =
{o,0s} and ¥, = {05} and consider language L(G) = Go,. Automaton G that
generates L 1s depicted in Figure ( a). Let us, initially, illustrate the application
of dilation to the traces of L(G). Notice that ¥, = {o.} and thus ¥' = {0, 0, 0.}.
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Therefore, D(e) = ¢, D(o) = o, D(ocos) = D(o)D(os) = o{os,0.} =
{o0s,05,0.}. Figure (b) shows automaton G', that generates D(L(G)), from
which it is not difficult to check that D(L(G)) = L(G').

(b)

(a)

Figure 2.9: Automaton G of Example [2.9] (a); automaton G’ of Example [2.9] (b).

2.3 Failure Diagnosis of Discrete Event Systems

A failure causes a non-desired deviation of a system or of one of its components from
its normal or intended behavior. The deviation of system performance can either
be tolerated or be considered as critical in the case of a failure or a breakdown.
Failure diagnosis is therefore closely related to the problem of state observability,
which consists in building a deterministic automaton, called the observer, whose
transitions are due to the observable events of the system and whose states are

estimates of the true system state, as seen in Section

2.3.1 Centralized Diagnosis

In order to formally address the failure diagnosis problem, let ¥; = {0} C X,,
denote the set of failure events of GG, and assume that the occurrence of oy must
be diagnosed. The idea behind failure diagnosis using discrete event models is that
we must somehow be sure, within a bounded number of steps after the occurrence
of o, that the failure has actually occurred. Let W(3;) denote the set of all traces
of L that end with the failure event oy. With a slight abuse of notation, we use
Y € s to denote that 5N ¥(Xs) # 0, where 5 = {u € ¥* : (Jv € T*)[uv = s]}.
Therefore, s € L is a trace that has the failure event o if ¥y € s. Formally, failure

diagnosability is defined as follows [19].

Definition 2.6 (Diagnosability) A live and prefiz-closed language L is diagnosable
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with respect to P, and Xy if
(In € N)(Vs € U (X)) (Vt € L/s,|t| > n) = (Vw € P, [P,(st)] N L)[X; € w],
where |t| denotes the length of trace t.

Remark 2.3 Let Xp = S,US,U... Uy, be a partition of the set of fault events,
where r denotes the number of fault types, and let Iy denote this partition. The
diagnosability of L with respect to 11y is equivalent to the diagnosability of L with
respect to each fault type separately, as ensured by the following result [46]. The
language L of the system is diagnosable with respect to projection P, : ¥* — 3% and
partition 11y if, and only if, L is diagnosable with respect to P, and Xy, for each
ie{l,2,...,r} [706].

One way to verify diagnosability is by means of an automaton called diag-

noser [19], which is given by
Gd = ObS(GHAg, Eo) = ObS(Gg, Eo) = (Xd, EO, fd, Fd, Qfod), (223)

where A, = (X, Xy, fo, T, z0,) is the so-called label automaton, depicted in Figure
with Xy, = {N, Y}, ¥y = {0y}, fo(N,0f) = fe(Y,07) =Y and 2y, = N. From
Equation (2.23)), it can be seen that L(Gy) = P,(L(G||As)) = P,(L(G)).

—>@4>2"f 3

Figure 2.10: Label automaton A,.

A state x4 € X, is called Y-certain (or faulty), if £ =Y for all (z,¢) € x4, and
normal (or non-faulty) if £ = N for all (z,f) € x4 If there exist (), (y,{) €
x4, © not necessarily distinct from y such that ¢ = Y and ¢ = N, then z, is an
uncertain state of G4. When the diagnoser is in a Y-certain (resp. normal) state,
it is certain that a failure has (resp. has not) occurred. However, if the diagnoser
is in an uncertain state, it is not sure if the failure event has occurred or not.
As a consequence, if there exists a cycle formed with uncertain states only, where

the diagnoser can remain forever, then it will never be able to diagnose the failure
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occurrence; on the other hand if somehow it always leaves this cycle of uncertain
states, then this cycle is not indeterminate. Therefore, it is important to distinguish
between cycles of uncertain states that are indeterminate (in the sense that the
diagnoser is not able to determine if the failure has occurred) and those cycles of

uncertain states that are not indeterminate.

Definition 2.7 [19/ (Indeterminate observed cycles of G4) A set of uncertain states
{xa,, 4y, ..., xa,} C Xq forms an indeterminate observed cycle if the following con-

ditions hold true:
10C.1) =x4,,%4,,...,24, form a cycle in Gy;

I10C.2) 3(x)".Y), (i)', N) € xq, )" not necessarily distinct from 7', 1 =
L,2,....p, ki = 1,2,....my, and v, = 1,2,...,m; in such a way that
the sequence of states {xfl}, I = 1,2,....p, ki = 1,2,....my and {Z}'},
[1=1,2,....,p,rp=1,2,...,my form cycles in G;

I0C.3) there exist s = s153...5, € £* and § = §182...5, € ¥* such that P,(s) =
P,(3) # €, where s; = 011012« . . Opm;—1, f(xg, 05) = JJ{H, ji=1,2,...,m—1,

f@™, o1010) = 2y, and f(zp”, 010) = 1, and similarly for §,. O

In [19], the authors make the following assumptions on the system under inves-

tigation:

H1. The language L generated by G is live. This means that there is a transition
defined at each state x € X i.e., the system cannot reach a point at which no

event is possible.
H2. There does not exist in G any cycle of unobservable events.

A necessary and sufficient condition for language diagnosability is provided by

the following result.

Theorem 2.1 [19/ The language L generated by automaton G is diagnosable with
respect to projection P, and Xy = {0} if, and only if, its diagnoser G4 has no

indeterminate observed cycles. [
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Example 2.10 Consider a system modeled by the automaton G shown in Figure
[2.11](a), where ¥, = {a,b,c} is the set of observable events, and X, = {u,,0r}. In
order to check the language diagnosability, we first compute the parallel composition
between automaton G of Figure (a) and label automaton A, depicted in Figure
and thus, we obtain automaton G, depicted in Figure (b) Using automa-
ton Gy, we can now compute diagnoser automaton Gq = Obs(Gy, %,), depicted in
Figure (c) If we examine G4, we can check that its state set is formed with a
normal state ({IN}); two uncertain states ({2N,4Y'} and {3N,5Y,6Y}); and two
Y-certain states (such as {5Y,6Y}, {4Y'} and ). Notice that Figure[2.11)(c) shows
an indeterminate cycle between the diagnoser states {2N,4Y'} and {3N,5Y,6Y }.
This cycle corresponds to the presence of two cycling traces in the automaton G: (i)
a normal trace sy = c(ab)?, p € N, i.e., a trace without failure event; (ii) a failure
trace sy = cog(ab)?, ¢ € N, v.e., a trace that has a failure event. Since they have the
same observable projection P,(sy) = P,(sy) = (ab)", 7 € N, according to Theorem

language L(G) is not diagnosable with respect to projection P, and X = {o¢}.

Indeterminate cycle

a
— (N —— 2V, [ (3N, 5y, 6v)
b - l )
a Yy
(4Y} (5Y,6Y}
7

(c)

Figure 2.11: Automata G (a); G4 (b) and Diagnoser automaton G4 (c) of Example
2.10

It is worth commenting on the fact that the presence of a cycle of uncertain

states in a diagnoser does not necessarily imply inability to diagnose with certainty
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an occurrence of event 0. This becomes clear in the following example.

Example 2.11 [11/ Consider the system modeled by automaton G and its diag-
noser Gy depicted in Figure[2.19(a) and[2.19(b), respectively. The only unobservable
event in the system is the failure event oy. This diagnoser has a cycle of uncertain
states. However, we cannot form a cycle in the system from entries that appear in
the uncertain states in the diagnoser and have the Y label. The only system cycle
that can cause the diagnoser to remain in its cycle of uncertain states is the cycle
formed by states 7, 11 and 12 in G, and these states all have the N label in the
corresponding diagnoser states. The cycle of uncertain states in the diagnoser is
therefore not indeterminate. Due to the absence of indeterminate cycles, we can
say that L(G) is diagnosable. Indeed, if event oy occurs, the diagnoser will leave
the cycle of uncertain states and eventually enters state 6Y upon the observation of
event t. Thus, the fact that the system may cycle in states 7, 11, and 12, causing
the diagnoser to cycle in its cycle of uncertain states, cannot interpreted as a lack of
diagnosability, since the traces causing such cycling do not contain oy. Notice that
the diagnoser will for sure exit its cycle of uncertain states, via event t, if event oy
occurs in the system. This will occur in at most 6 observable transitions after the
occurrence of oy, i.e., suffix bgdbgt. This is different from the situation in Example
when the diagnoser may cycle in an indeterminate cycle due to a trace t of

arbitrarily long length after the occurrence of a failure event.
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Figure 2.12: Automata G (a) and G4 (b) of Example [2.11]

The first attempt to circumvent the restrictions imposed by assumptions H1.
and H2. was to modify the diagnoser proposed in [19] to include the so-called hidden
cycles [541/77,78]. The concept of hidden cycles is explained as follows. Assume now
that there exists a set of states {x;,, z,,...,z; } C X that forms a cycle of states
connected with unobservable events. Consider a trace s = s,(0;,04,...0;, )" € L

(n € N), where (0,04, ...0;,)" € X, and assume, without loss of generality, that

uo
the last event of s, is observable. Let us suppose, initially, that ¥ ¢ s, and that
there is no faulty or failure tracdl| s’ such that P,(s) = P,(s’). In this case there will
exist in Gy a state z} such that {z;, N, z;,N,...,x; N} C . On the other hand, if
Y € s, and fi(woy, so) = x} , where fy is the transition function of G, = G|| 4, and
zoe and x} are, respectively, the initial and a Y-certain state of Gy, and if there does
not exist any normal trace s” such that P,(s) = P,(s”), then, there will exist a Y-
certain state z) of G4 such that (z} U{z;,Y,z,Y, ..., 2, Y}) C x¥. Tt is still possible
that a normal trace s” (bounded length or not) such that f,(zoys,s,) = z2’, where
z}’ is a normal state of Gy, and P,(s) = P,(s"), exists, in which case, there will exist

an uncertain state ¥ in Gy such that (z} U {z,Y,z,Y,... 2, Y} Uz)) C 2}V,

In all the above cases, G4 halts when it reaches the corresponding normal, faulty

A trace s is said to be faulty (normal) if X € s (resp. X5 ¢ s).
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and uncertain states, whether or not the plant continues evolving. We say, in this

case, that there exist hidden cycles in the aforementioned states.

Definition 2.8 [54,|77,78] (Hidden cycles and indeterminate hidden cycles of G4)
Let xq = {x10y,x9ls, ..., x,0,} be a state of G4. Then, there exists a hidden cycle
in xq if for some index set {iy,is,... ik} C {1,2,...,n}, the following conditions

hold true:
HC.1) x;,, %y, ...,z form a cycle in G;

HC.2) {0i,,04,,...,0i,} C Yuo, where 0;,,04,,...,04 are such that f(x;,,0;) =

Tio, J=1,2,...,k =1, and f(x;,,04,) = 4.

If x4 is an uncertain state of G4 and besides conditions HC.1) and HC.2), the

following condition is also satisfied,
HC.3) l;; =Y,j=1,2,... .k,
then x4 has an indeterminate hidden cycle. O

In accordance with Definition [2.8] only hidden (but not indeterminate) cycles
may exist in states 2" and 2} of Gy, on the other hand, indeterminate hidden cycles
may appear only in z¥ V. Notice that in the verification of language diagnosability,
state z) (resp. z}) ensures that the failure has (resp. has not) occurred, and so,
the existence of hidden cycles in normal or certain states of G5 does not affect the
language diagnosability. On the other hand, the existence of indeterminate hidden
cycles implies that the language is not diagnosable since there will exist two traces,
a faulty trace (unbounded length), s, and a normal trace (bounded length), s”,
such that P,(s) = P,(s"”). Hidden cycles are represented in the state transition
diagrams of partial diagnosers by dashed self-loops: indeterminate hidden cycles
will be labeled as ¢hc and hidden cycles in normal or certain states will be labeled
simply as hc, since, as it will be seen in the sequel, they do not interfere in the
language diagnosability.

The following necessary and sufficient condition for diagnosability can be stated.

Theorem 2.2 [19,|54] The language L generated by automaton G is diagnosable
with respect to projection P, and ¥y = {0y} if, and only if, its diagnoser G4 has no

indeterminate cycles (including hidden cycles). [
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{IN,2N,5Y}

Figure 2.14: Automaton G/, of Example [2.12]

Example 2.12 To dllustrate the results of Theorem consider automaton G
whose state transition diagram is depicted in Figure [2.13 ~ Assume that ¥ =
{a,b,c,d,0,0¢}, ¥, = {c,d}, Xy = {a,b,0,0¢}, and Xy = {os}. Diagnoser au-
tomaton G, which includes the hidden cycles is depicted in Figure . Notice that
since G, has an indeterminate hidden cycle in state {3N,4N,6Y }, L(G) is not diag-
nosable with respect to projection P, and Xy = {os}. This is so because failure trace
sy = aoysca?, p € N, and normal (bounded) trace sy = ac have the same projection
with respect to P,, i.e., P,(sy) = P,(sy) = c¢. It is important to point out that G

has another hidden cycle, but not indeterminate, in state {TN} due to event b.

2.3.2 Decentralized Diagnosis

When the information is distributed, as in the case of communication networks,
manufacturing systems, and electric power systems, centralized diagnosis is no longer
used, being replaced with decentralized diagnosis systems. The authors in [21]
proposed a decentralized architecture, in which, sites S;, ¢ = 1,2,..., Ny, observe
the system behavior based on the information provided by the sensors connected to
it; therefore, forming sets 2,., 7 = 1,2, ..., Ny, of observable events for each site, and

so, all events 0 € ¥\ X,, are considered unobservable for site S;. In the decentralized
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structure of Figure , each site processes the information received (an occurrence
of an event) and can only communicate their diagnosis decision to the coordinator,
which processes this information according to a predetermined rule and makes a
decision regarding the failure occurrence; this process is called protocol. One of
the protocols proposed in [21] has led to the concept of codiagnosability, which is a
property that requires that every trace s € W(Xy) be diagnosed by at least one local

diagnoser.
System
2o o Y. | Local
v ' : o y observations
Site S Site .Sy Site S]\rS
Local
\ diagnosis
» Coordinator |«

l Failure information

Figure 2.15: Coordinated decentralized architecture.

Definition 2.9 (Codiagnosability) Suppose that there are Ny local sites. Then, a

live and prefiz-closed language L is codiagnosable with respect to projections P, :

=¥ (ieln, ={1,...,Ns}) and Xy if and only if:

(Fn € N)(Vs € U(Sp)(VE € L/s,|t| > n) = (Fi € In,)(Yw € Py (Poy(st)) N L)[S; € w.

Definition [2.9|of codiagnosability generalizes Definition [2.6|of diagnosability, i.e.,
the decentralized case reduces to the centralized one when there exists only one site.
Implicit in the definition of codiagnosability is the fact that none of the sites can
alone diagnose the failure occurrence; otherwise there would not be necessary to use
a decentralized structure.

For codiagnosability verification [21], it is assumed that G has no cycles of un-
observable events with respect to X,,,V: € Iy,. Namely, assumptions H1. and H2.
holds true. In this regard, a test for codiagnosability verification was proposed in

[21] based on a test automaton Gy, defined as:

Grest = (I[21Ga,)

G, (2.24)
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where Gg, = (Xa,, Yo, fa, La;s o di) denotes the local diagnoser for site S;, i =
1,2,...,Ns, and Gy = (Xg, 2o, fa,La,x0,), where ¥, = Ufigl Y;, denotes the
centralized diagnoser. Note that states x; of Gy have the following structure:
Ty = (Tgy, Tdy, - - - Tay,, Ta), Where z4, € Xy, and z4 € Xg. The definitions of un-
certain state and indeterminate cycles have been extended to codiagnosability as

follows:

Definition 2.10 (Certain and uncertain states in Giey) A state x; of Giesy is Y -
certain if xq is Y -certain and xq4, is Y -certain for some i € {1,2,...,Ns}, and is

uncertain if xq is uncertain and x4, is uncertain for all i € {1,2,..., Ng}.

Definition 2.11 (Indeterminate cycles in Gies;) A cycle in Giesy is indeterminate

if all the corresponding cycles in Gy, i € {1,2,..., N} are indeterminate.
The following theorem can be stated.

Theorem 2.3 [21] A live and prefiz-closed language L is codiagnosable with respect

to projections P,, : ¥* — X% i =1,2,...,Ns and Xy = {0}, if and only if, Grest

0;’

has no indeterminate cycles. [

Example 2.13 Let us consider the system modeled by automaton G depicted in
Figure where ¥ = {a,b,c,d,0r} and assume that not all observable events
are available in one place. Therefore, it is necessary to rely on a decentralized di-
agnosis scheme. Let ¥, = {a,c}, X,, = {b,c}, Xyo = {d,0r}. We will now
verify the codiagnosability of L(G) with respect to P,., i = 1,2, and X; by us-
ing Theorem [2.5  First, we build the partial diagnosers Gq, for L, = {a,c},
Ga, for X, = {b,c}, and diagnoser G4 for ¥, = {a,b,c}, which are depicted
in Figures [2.17(a), [2.17(b) and [2.17(c), respectively. Notice that L is not diag-
nosable with respect to P,,, i = 1,2, and Xy, due to the existence of indetermi-
nate cycles in state {ON,1Y,2Y} of Gy, and Gga,. The next step is to compute
Grest = Ga,||Gay||Ga. depicted in Figure[2.18, Notice that Gies has a cycle in uncer-
tain state ({ON,1Y,2Y'}, {ON,1Y,2Y }, {ON,1Y,2Y'}). Since this cycle forms inde-
terminate cycles in Gq,, Gq, and Gg4, they also form indeterminate cycle in Giest, and
thus, L is not codiagnosable with respect to projections P,,, i = 1,2 and ¥y = {o}.

If we examine the traces of G, we can see that failure trace sy = cPosdc?, p,q € N, is

39



not detected by sites Sy and S, since there exist normal traces (not necessarily equal)
SN, = SN, = ¢ such that P, (sy) = P, (sn,) = ¢" and P,,(sy) = P,,(sn,) = ",

n € N.

Figure 2.16: Automaton G of Example [2.13]

vy v (O v (O

{ON,1Y,2Y} {ON,1Y,2Y} {ON,1Y,2Y}
b a a,b

{2y} [ )¢ {2y} [De {2y} [De

(a) (b) ()
Figure 2.17:  Automata G4, (a); G4, (b); and G4 (c) of Example [2.13]

e
| ({ON,1Y,2Y},{ON, 1Y, 2Y}, {ON, 1Y, 2Y}) |
b C c a
v (Y Y v

[(2Y}, {oN, 1v.2v} {2v))|  [({ON, 1V,2Y}, {2V}, {2V}

Figure 2.18: Automaton G5y = Gy, ||Ga,||G4 of Example

It is important to remark that the diagnoser automaton can be used either off-
line to check diagnosability or online (on-the-fly) by connecting it to the system to
provide on-line diagnosis upon the occurrence of observable events, being an efficient
structure because it provide a complete characterization of the diagnosis problem
under the considered model since updating the diagnosis after a new observation
only requires the firing of a single transition. However, the construction of the
entire diagnoser may be unwieldy as in the worst case its size is exponential in the
number of states of GG, as well as in the number of faults if a single diagnoser is

desired. The second limitation can be addressed by building separate diagnosers
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for each fault type. In this case, when building a diagnoser for a given fault type,
the events corresponding to the other fault types are treated as other unobservable
events; thus, the total complexity is linear in the number of fault types.

The limitation for off-line purpose can be addressed by using the notion of verifier
automaton [44-47], whose corresponding verification algorithm requires polynomial
time in the cardinality of the state space and the event set of G as opposed to
diagnosers that require exponential time on the cardinality of the state space of G.
Broadly speaking, the verifier automaton is the parallel composition of the system
behavior with faults and the system behavior without faults, with a synchronization
on the observable events.

For the computation of the verifier automaton Gy proposed in |47], we need to
define the renaming function R. In order to do so, let X; = {og, : 0 € Xy, \ Xy},
Yy =X\ X; and define X, = X, UY;, fori =1,...,N,. Then, R, : ¥y — Xp,,
1=1,2,...,m, such that:

Ri(o) o, ioek,
i\0) =
ORr,, ifo€Xy, \ Xy

Verifier Gy is constructed according to Algorithm [2.2] [47].

Algorithm 2.2 Construction of automaton Gy [47]

Input Automaton G, sets X¢, £, and ¥,,,, 2 =1,2,..., N,.

Output Automaton Gy .

STEP 1. Compute automaton G that models the normal behavior of GG, as fol-

lows:
STEP 1.1 Define ¥y =3\ Xy.

STEP 1.2 Build automaton Ay, depicted in Figure[2.19, composed of a single state

N (also its initial state) with a self-loop labeled with all events in Xy,.

STEP 1.3 Construct the nonfailure automaton Gy = G x Ay =

(XN727fN7FN7:CO7N)'
STEP 1.4 Redefine the event set of G as Xy.
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—(N)) =\ (o)

Figure 2.19: Automaton Ay.

STEP 2. Compute automaton G that models the failure behavior of the system,

as follows:

STEP 2.1 Compute G, = G||A, according to Equation (2.23), and mark all states

of Gy whose second coordinate is equal to Y.
STEP 2.2 Compute the failure automaton Gp = CoAc(Gy).

STEP 3. Construct automata Gy, = (Xn,2g,, fviIni Ton), for i =

1,2,...,N,, with fy;(zn,Ri(0)) = fy(zn,0) for all o € Xy.

STEP 4. Compute the verifier automaton Gy = (||[VGn)||Gr =

(Xv, (UL Zr) U, fr.zoy).

Codiagnosability verification can be carried out using Gy, according to the fol-

lowing theorem.

Theorem 2.4 [/7] L is not codiagnosable with respect to P,,, i =1,..., N,, and X
if and only if there exists a cycle cl := (x%., oy, :c’f,“, oo o, 2k where I > k>0,

i Gy satisfying the following conditions:

Jj e{k,k+1,...,1}, s.t. for some a:{./, (x]F =zY) A (0; € X).

a,c
bc
a,c
O

eee

(a)
Figure 2.20: Automata G (a) and Gy (b) of Example [2.14]
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Figure 2.21: Automata G, (a) and G (b) of Example [2.14]

a,CRr,

@@l —~E-E=B

(a) (b)
Figure 2.22: Automata Gy (a) and Gy (b) of Example 2.14]

Example 2.14 [}7] Consider the system modeled by automaton G depicted in Fig-
ure[2.2((a), and suppose we want to verify the codiagnosability of L(G) with respect
to B,,, i = 1,2, and Xf, where ¥ = {a,b,c,04,0¢}, ¥, = {a,b}, 3,, = {a,c},
Yuo = {ou, 07} and Xy = {or}. According to Algorithm the first step is to
obtain automaton Ay to compute the nonfailure automaton Gy, which are depicted
i Figures and ( b), respectively. The next step is to obtain automaton
Gy, depicted in Figure (a), by computing the parallel composition between au-
tomaton G and A, (shown in Figure and marking all states that has'Y as the
second component. We must now build the failure automaton G, depicted in Figure
(b), by taking the coaccessible part of G,. The next step of Algorithm is to
obtain automata Gy, and Gy (shown in Figures[2.23(a) and[2.23(b), respectively)
from Gy by renaming the unobservable events in the sets ¥y, \ X = {c,0,} and
Yooy \ 25 = {b, 0.}, respectively. The final step of Algom'thm is the computation
of the verifier automaton Gy = Gn1||Gn2||Gr, depicted in Figure . In order
to check the codiagnosability it is necessary to find cycles of failure states in Gy
formed with events in 3. Notice that Gy has several cycles, but only one (the one
formed in state {2N,2N,6Y } ) has some event (0,) in X; all the others have events
in either Xp, \ Xy or Xg, \ Xy. The ezistence of cycle in {2N,2N,6Y'} formed by
o, € ¥ implies that L(G) 1is not codiagnosable with respect to P,,, 1 = 1,2, and Xy.
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Figure 2.23: Automaton Gy of Example [2.14]
2.4 Concluding Remarks

The basic definitions about DES and failure diagnosis were presented in this chap-
ter. In Chapter [3] we will revisit the problem of codiagnosability of discrete event
systems, and first, we will propose a new necessary and sufficient condition to check
the property of codiagnosability by using an algorithm based on a diagnoser-like
automaton that overcomes the drawbacks of the approaches presented in [19,21].
Second, assuming that the considered language is codiagnosable, we will propose
an algorithm to extend the language of verifier presented in Section to show
not only the ambiguous paths but also those paths that lead to language diagnosis.

Third, we will show an application of these algorithms.
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Chapter 3

Codiagnosability of Discrete Event
Systems Revisited: A New
Necessary and Sufficient

Condition and Its Applications

In Chapter [2, we presented diagnosability and codiagnosability verification by using
diagnosers proposed by [19] and [21], respectively. These verifications have some
drawbacks, since the authors assume language liveness and nonexistence of unob-
servable cycles of states connected with unobservable events only. In this chapter,
we revisit the problem of codiagnosability of discrete event system and propose a
new test for diagnosability verification by changing the diagnoser structure so as to
consider both observable and unobservable events in order to circumvent the draw-
backs of the approaches proposed by [19] and [21]. In addition, we can adapt this
diagnoser-like automaton to check the codiagnosability of networked discrete event
systems with timing structure which will be presented in Chapter [4]

Regarding codiagnosability verification using verifiers, we saw in Chapter [2| that
when the language is not codiagnosable the verifier proposed in [47] necessarily has
a cycle cl of failure states where at least one of the events in ¢l belongs to the
set of events of the plant ¥. However, since the verifier is based on the search for
ambiguous traces, for (co)diagnosable languages, the verifier language stops when

the ambiguity ceases to exist. As a consequence, events that remove the ambiguity
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are not shown in the verifier. Thus, we will propose an algorithm to extend the
verifier automaton proposed in [47] to show the paths that lead to failure diagnosis.

As an application of the algorithms in this chapter to be proposed (the diagnoser-
like automaton and extended verifier), we will address two important problems of
DES: 7-codiagnosability and K-codiagnosability. In failure diagnosis, it is not only
important to check if the failure event has occurred or not (language diagnosabil-
ity) but also how long the diagnosis system takes to detect the failure occurrence
(T-codiagnosability), or, if no time information is available, how many events occur
after the failure occurs before the diagnosis system becomes sure of its occurrence
(K-codiagnosability). One way to verify 7-codiagnosability is by adding weights
associated with transitions of the plant automaton, which can be accomplished by
using weighted automata. The use of weighted automata allows the maximum delay
T to detect a failure to be defined as a performance measure. This approach has
another advantage that it also allows the verification of K-codiagnosability by replac-
ing all transition weights with unity weight, making, therefore, K-codiagnosability
a particular case of 7-codiagnosability. A version of the results obtained in this
chapter was published in [63] and submitted for publication in [79,80].

In Section we propose a diagnoser-like automaton, and based on this au-
tomaton, we generalize the necessary and sufficient condition for diagnosability to
codiagnosability, and present a diagnosability verification algorithm which relies
solely on the search for strongly connected components. In Section [3.2] we propose
an extended verifier, developed to show not only the ambiguous paths but also those
paths that lead to language diagnosis. In Section [3.3 we apply the diagnoser-like
automaton and extended verifier to compute 7- and K-codiagnosability. Finally, in

Section [3.4] we draw some conclusions.

3.1 A New Diagnoser-Based Test for Codiagnos-
ability Verification

We address, in this section, the problem of language codiagnosability. Encouraged

0.77log k+0.63)

by a recent conjecture [57] that diagnosers have state size O(n , on the

average, where k (resp. n) is the number of events (resp. states) of the plant
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automaton, we present a new necessary and sufficient condition for a language co-
diagnosability of DES and, based on this condition, we propose a new test for its
verification that is based on a diagnoser-like automaton. Since this automaton test
has in its event set both observable and unobservable events of the plant, the usual
assumptions on language liveness and nonexistence of unobservable cycles of states
connected with unobservable events only are no longer required here. An important
advantage of the test proposed here is that the search for indeterminate cycles is
replaced with the search for strongly connected components; the former has com-
putational complexity that is worse than exponential whereas the latter is linear in
the state size. Other advantages of the proposed test is that diagnosability verifica-
tion becomes a particular case of codiagnosability verification. The motivation for

proposing a new test is as follows:

e diagnosers G4 and Gy do not carry enough information to determine if an
observed cycle of uncertain states is an indeterminate cycle, since it is nec-
essary to also perform a search for cycles in G. Namely, in order to check
diagnosability (resp. codiagnosability) in accordance with the test proposed
in [19] (resp. [21]), we need to find a set of uncertain states in Gy (resp. Grest
associated to uncertain states in Gg,, Gg,, - .., Gay, ) and verify if these states
lead to two cycles in GGy: one cycle associated with states labeled by N and
another cycle formed with states labeled by Y. Thus, the centralized diagnoser
(resp. decentralized diagnoser), by itself, does not have enough information to

determine if a language is diagnosable or not;

e the same is true in Gy and Gy.s as far as hidden cycles are concerned, i.e.,
it is also necessary to search for cycles of states connected with unobservable

events in G;

e the search for cycles, as pointed out in [58], is worse than exponential in the

number of states;

e although the approaches proposed to diagnosability and codiagnosability ver-
ification are both based on diagnosers, automaton Gies; proposed in [21] for
codiagnosability verification is not a generalization of G4 proposed in [19] —

notice that, for Ny = 1, Giest = Gq4||Gq which, although L(G4||Gq) = L(Gy),
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an unnecessary parallel composition must be carried out in order to obtain the

Gtest;

e We will remove assumptions of language liveness and nonexistence of unob-

servable cycles of states connected with unobservable events only;

e We will check the codiagnosability of networked discrete event systems with
timing structure by using a slight variation of the decentralized diagnoser

presented in this chapter.

Let us introduce the following test automaton:
Gscc = Gd||G€7 (31)

where Gy, = G|| Ay, Ay is the label automaton and G4 is computed according to
Equation ([2.23]). We may state the following result.

Fact 3.1 L(Gs.) = L(Gy) = L(G).

Proof. The proof is straightforward and comes from the fact that L(G,) = L and
L(Gy) = P,(L) since G4 = Obs(Gy, %,). |
Notice that, since automaton G, is obtained by performing a parallel composition
between G4 and Gy, its states are of the form (4, ), which leads to the following

inclusion relationship between x, and z,.
Fact 3.2 For every state (x4,2¢) of Gsee, ¢ C 2.

Proof. The proof is straightforward and comes from the fact that automaton
Gsee = G4l|Gy = Obs(Gy, X,)||Gy is a state partition automaton [81]. [

We will now present a necessary and sufficient condition for language diagnos-
ability that replaces the search for cycles with the search for strongly connected

components, which, as shown in [60] and [59], is linear in the number of transitions.

Theorem 3.1 The language L generated by automaton G is diagnosable with respect
to projection P, and Xy = {0} if, and only if, Gs.. does not have strongly connected
components formed with states (xq,x;), such that xq is uncertain and z, is an Y-

labeled state, i.e., xy = (x,Y), where v € X.
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Proof. (=) Assume that there exists a strongly connected component formed

with

states (Za,, Te,), (Tay, Tey), -+, (Ta,,xs,) such that x4, x, i = 1,...,n, are,

respectively, uncertain and Y-alabeled states.

Two possibilities arise:

(i)

(i)

Ty, = Tg, = Tgy = ... = Tq, = Tq. This means that states (zq4,xy,), (T4, Te,),
..., (w4, 7y,) are connected by unobservable events since these events are pri-
vate events of Gy. In addition, due to Fact 3.2 z,, € x4, which, together
with the fact that x,, are Y-labeled states, then, in accordance with Defini-
tion [2.8] we can conclude that there exists an indeterminate hidden cycle in

x4; therefore according to Theorem L is not diagnosable.

There exists {i,2,...,4,} C {1,...,n} such that Ta;, F T, k #+1, k1 €
{1,2,...,p}. Since zy4,, i = 1,2,...,n are Y-labeled states, and L(Gs..) = L,
then, there exists an unbounded trace sy = st € L such that s € ¥(X;) and
|t| > n, for all n € N. In addition, since Ta, J = 1,2,...,p, are uncertain
states, then, as proved in [19], there exists a trace sy € L such that P,(sy) =

P,(sn), which implies that L is not diagnosable with respect to P, and 3.

(<) Assume, now, that L is not diagnosable with respect to P, and X;. Thus,

there exist two traces: an unbounded trace sy = st, s € U(Xy), and |t| > n for all

n € N and a not necessarily unbounded trace sy, such that ¥; ¢ sy, which satisfies

P,(sy) = P,(sn). This implies that 3z, € X4, sqa € L(Ga): fa(®od,5d) = Ta, Ta
uncertain and P,(sy) = P,(sy) = s4. In addition, since L(G,) = L(G), 3xy, € Xy :

fe(zo e, s) = 4, where x,, an Y-labeled state. Two possibilities arise:

(i)

If P,(sy) is bounded, then P,(sy) = P,(sy) = sq4 will be bounded. Therefore
sy can be written as: sy = stite, where P,(st;) = sq and P,(t2) = €. Thus,
dp < |Xy| ¢ty = (01,09,...,0,)", m > 1, such that o; is unobservable,
Vi =1,2,...,p. This implies that there exists an indeterminate hidden cycle

in x4 formed with Y-labeled states @y, z,,. .., x4, related as follows:

Ty, fi=1,...,p—1

[, 00) = (3.2)

xe, ifi=np.
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Since 0,7 = 1,...,p are private events of Gy, and xy, C x4, according to
Fact , we have that the following cyclic path is formed in Gg..: (x4, 24, ),
01, (T, T4,), 02, - . ., (g, Ta, ), Op, (Ta, 24, )), which defines the following cycle in
Gece: {(®a,0,), (Ta, ey), - -5 (Ta, @4,), (¥q, e, )} Since, cycles are strongly

connected components, the result is proved.

(i1) If P,(sy) is unbounded, then P,(sy) = P,(sy) = sq4 will be unbounded. Con-
sequently, since n can be arbitrarily large, then P,(t) is unbounded. Thus,
dp <|Xy| : t = (01,02,...,0,)™, m>1, {iy,ia,..., 5} C{1,...,p} such that
Oiys Oiy, - - -, 04, are observable. Without loss of generality and, for the sake of

simplicity, let us assume that there exist only two observable events oy, oy, k, ¢

€ {1,2,...,p} and let z,,i = 1,...,p be defined according to Equation (3.2)).

Therefore, the following cyclic path is defined in Gg: (24,00, 4, , Ok, Tay ),

which implies that following cyclic path is defined in Gyeo: ((z4y, Ze,), 015 - -,

Ok, (Tays Ty )5 Ohs (Tays Ty )5 Ohrts (Tays Tays1)s Ohrzy -+ -5 (Tay_y, Te)y 04y (Tays

Tp)y Opits -y Op1s (Tdy, Top—1), Op, (Tay, ey )), Whose first components of the

states of G, are uncertain states of G4 and the second are Y-labeled states;

therefore concluding the proof. n

Therefore, according to Theorem [3.1], diagnosability verification can be performed
according to Algorithm

Algorithm 3.1 Diagnosability verification using automaton G .

Input: Plant G, P, and 5 = {os}.
Output: Diagnosability decision: Yes or No.

STEP 1. Compute automaton Gy.. = G4||Gy.
STEP 2. Find all strongly connected components of G ..

STEP 3. Verify if there exists at least one strongly connected component formed
with states (x4, ;) such that x4 is uncertain and x, is an Y-labeled state, i.e.,

zy = (x,Y), where v € X.

STEP 4. If the answer is yes, then L is not diagnosable with respect to projection

P, and ¥y = {os}. Otherwise, L is diagnosable.
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()

Figure 3.1: Automata G (a); G, (b) and Diagnoser automaton G4 (c) of Example
2.10] which are considered again in Example [3.1]

Example 3.1 Consider again the system of FExample modeled by automa-
ton G shown again in Figure [3.1(a), where X, = {a,b,c} is the set of observable
events, and X, = {u,,0r}. In order to check the language diagnosability according
to Algorithm[3.1], we first compute Gy, depicted in Figure[3.3, by performing a par-
allel composition between automaton Gy of Figure [3.1(b) and diagnoser automaton
Gq = 0bs(Gy,%,), depicted in Figure (c) If we examine Gy, we can observe
two properties of Gyee: L(Gyee) = L(Gy) = L(G) (Fact[3.1) and its states are of the
form (z4,2¢), being such that x, C xq (Fact[3.9). Since there exists a strongly con-
nected component formed by states ({2N,4Y },4Y") and ({3N,5Y,6Y},5Y) whose
first component x4 is an uncertain state and x, is an Y-labeled state, we can con-
clude according to Algorithm that language L(G) is not diagnosable with respect
to projection P, and Xy = {os}. The same result was obtained in Example .
Howewver, notice that here is not necessary to find two cycling traces in automaton

G that have same projection to determine the diagnosability decision.
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O
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| ({3N,5Y,6v},6Y)

—

Figure 3.2: Automaton Gy.. of Example [3.

¥

(1N, 2V}

a
A 4
{TN, 3Y,8Y'}

b

A 4
(1IN, 4y, 97} |4

lg
(12N, 5Y, 10V}
6] )

(a) (b)
Figure 3.3: Automata G (a) and G4 (b) of Example [2.11, which are considered

again in Example |3.2]

Example 3.2 Consider again the system of Example |2.11) modeled by automaton
G and its diagnoser Gy represented again in Figure [3.9(a) and [3.5(b), respec-
tively. We can compute Gg.. through FEquation , and the resulting automa-
ton is depicted in Figure [3.4. Due to the absence of strongly connected compo-
nents formed by states (xq,xy) such that x4 is uncertain and x, is an Y-labeled

state, we can say that L(G) is diagnosable. Notice that, to obtain the diag-
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nosability decision by using Algorithm |3.1] it is not necessary to identify if un-
certain cycles of Gq are indeterminate cycles. For instance, the cycle formed
by mormal states appear in Gy as strongly connected components formed by
states ({12N,5Y,10Y},12N), ({11N,4Y,9Y }, 11N), ({7N,3Y,8Y },7N), where the
first component of x4 is uncertain state whereas the second component is a normal
state.

v

| ({1N,2v},1N)

[({12N,5Y,10Y}, 12N)
A

g v’
11N, 4Y,9Y}, 11N 7N,3Y,8Y}, TN oy
Ld b N e ) 7]
of
A\ 4
t | ({(7N.3v,8Y},8Y)]
a v’ [(1v, 27}, 2v)]
({6v},6Y) [ ({11N, 4, 9Y},9Y)|
t y 9
[({12n,5Y,10v},5Y)  [({12N,5Y, 101}, 10Y)]
g v?

[({11N, 4y, 9y}, 4Y )|e2] ({7N,3Y,8Y},3Y)

Figure 3.4: Automaton G, of Example [3.2]

Figure 3.5: Automaton G of Example [2.12] considered again in Example [3.3

Example 3.3 Let us consider again automaton G whose state transition diagram
is depicted again in Figure . Remember that ¥ = {a,b,c,d, 0,0}, ¥, = {c,d},
Yuw = {a,b,0,0¢}, and ¥y = {o}. Diagnoser automaton G4, which does not in-
clude the hidden cycles, is depicted in Figure[3.6. We then obtain Gs.. by following
Equation , being depicted in Figure . We can, then, conclude that Language
L(G) is not diagnosable with respect to projection P, and Xy = {0y} since there
exists a strongly connected component formed by state ({3N,4N,6Y },6Y"), which
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such that x4 is uncertain and x, s an Y-labeled state. Notice that it is not nec-
essary to search for hidden cycles as in G, of Erxample since Ggee “shows”
the cycles in ({3N,4N,6Y},6Y) (corresponding to ihc in G4 of Example[2.19) and
({TN},7N) (corresponding to he in Gy of Example[2.19).

/ 13N, AN, OV}

1V, 2N, sy 4 {7y

C

vy )e

Figure 3.6: Automaton G, of Example (without hidden cycles).

y

({1N,2N,5Y}, IN)

& "a O’f
({3N,4N,6Y}, 3N }&— ({1N,2N,5Y},2N)—»| ({IN,2N,5Y},5Y)|
VJ Vd Vc
({3N,4N,6Y}, AN ({7N},7N) ({3N,4N,6Y},6Y)
c U
y b a
({4N},4N)
o

c

Figure 3.7: Automaton G,..

We will now extend the diagnosability verification test to codiagnosability, and,

to this end, we introduce automaton G%:, which is defined as follows:

G =

scc

zN:SlGdi>

|G, (3.3)

where N, is number of sites. We may state the following result.

Fact 3.3 L(G:

scc

) = L(Ge) = L(G).

Proof. The proof is straightforward from Fact [3.1] ]

N

Notice that, since automaton Gz

is obtained by performing a parallel com-
position between Gy, i = {1,2,...,N,} and Gy, its states are of the form
(Tay, Tays - - - ,des,xg). Therefore the following inclusion relationship between x,

and x4, holds true.
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Fact 3.4 For all states (x4, %ay, - .., Tay,,x¢) of GRo, 0 C g, 1=1,2,..., N,

scc’

Proof. The proof is straightforward from Fact [3.2] [

Let us now define I,,, = {1,2,...,m}, m € N. We may state the following result.

Theorem 3.2 The language L generated by automaton G is codiagnosable with
respect to projections P,, : X* — X% i =1,2,..., N, and Xy = {0}, if, and only if,

N, ' 11 1 1
G . has no strongly connected components formed with states (x4 , 7y, . .. Ty s xy),
2 2 2 2 m m m m : J
(23,25, .. ,des,xg), R € N \ Ty > T ), such that, for all j € I, x},

i=1,2,..., N, is uncertain, and x} is an Y-labeled state.

Proof. (=) Let us assume that there exists a strongly connected component formed

: 1 1 1 1 2 2 2 2 mo .m m m
with states (zg,,2g,, . .. ,deS,xZ), (z3,,25,, - ,des,xé),. R € T, T )
in GY:, such that, for all j € I, xy, 1 =1,2,..., N, is uncertain, and x; is an

Y-labeled state. Since L(Gy) = L(Gy||Gy), we can rewrite G2z as follows:

scc

Gre = GscerGiceol| - |Gicen, = (GallGOI(GalIGol - - [[(Gay, NIGo)-

scc

Thus, there is a strongly connected component in G, formed with states ((x}, ,
l’%), (‘r}iyrt})v A (I}levx:t})L ((',’55171%)7 (x?lg? l’%), A (J‘%NS?'I%))? SRS ((Igiv xzn)v (Ig;v
'), ..., (xg, ,x7")), such that, for all j € I, xéi, i =1,2,..., N, is uncertain,

and xé is an Y-labeled state. By construction, we can see that each Gy, i = 1,2,
..., N, has a strongly connected component formed with states (xzh, xé), (xéQ, xé),
...,(:Egle,xz) such that x4, xi are, respectively, uncertain and Y-labeled states.
Therefore, according to Theorem L is not diagnosable with respect to P,, and
s

(<) Assume, now, that L is not codiagnosable with respect to projections
Pp : X" = X5, i=1,2,...,N; and Xy = {os}. Thus, according to Definition [2.9]
there exists a fully-ambiguous tra(xﬂ s € L(G), which, implies, due to Defini-
tion , that L is not diagnosable with respect to F,, and Y, ¢ = 1,2,..., N,.
Thus, according to Theorem [3.I] there exists a strongly connected component

- 1o 2 2 -
in Geee,, (vg,,2), (v5,77), ..., (@, 27"), such that x4, 7 = 1,2,... Ny, are

! An unbounded trace s € L(G) is said to be fully-ambiguous with respect to projections P,.,
i=1,2,..., Ny and X if there exist traces, s1, s2,...,sn, € L(G) not necessarily unbounded and

not necessarily distinct, such that: P,,(s) = P,,(s;), Xy € sbut Xy ¢ s;,1=1,2,..., N;.
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uncertain states and z are Y-labeled states. Since L(GYs) = L(Gy) = L(Gie,),

if we compute Gy, ||Goceol-- - ||Gocen, = (GallGO(Gal|Gol- - - [[(Gan, |G,

we obtain an automaton that has a strongly connected component

(g 20)s @ayo )y oy (@gy s m0)2p) (23, 27), (23, 27), -, (@5, 20),27), -
((xgi,x?),((xg;,xz”),...,((x;”NS, ), ) in GN: such that, for all j € I, xﬁli,

i =1,2,..., N, is uncertain, and ) is an Y-labeled state. Since L(Gy||Gy) = L(Gy),

N

scc)

this strongly connected component also appears in GGz, which completes the proof. m

Remark 3.1 Notice that, when N, = 1, GL.. = Gq,||G, = G4||Gy = Gyee, which
shows that the diagnosability test is a particular case of the codiagnosability test

developed here as opposed to that proposed in [21)].

Therefore, according to Theorem [3.2, we now present Algorithm [3.2] to be used

for codiagnosability verification based on automaton G

scc*

N,

Algorithm 3.2 Codiagnosability verification using automaton G

Input: Plant G, P,,, i =1,2,...,N,, and ¥y = {os}.
Output: Codiagnosability decision: Yes or No.

STEP 1. Compute automaton G = (||N,Gq,)

scc

[e®

STEP 2. Find all strongly connected components of GNs

scc*

STEP 3. Verify if there exists at least one strongly connected component

: 1,1 1 1 2 2 2 2
formed with states (xdl,de,...,des,xﬁ), (xdl,de,...,des,xg), .
(xdl,de,...,des,xe ), such that, for all j € I, xy, i = 1,2,..., N,

18 uncertain, and x; 15 an Y-labeled state.

STEP 4. If the answer is yes, then L is not codiagnosable with respect to projections

Pp ¥ =35 i=1,2,...,N, and Xy = {oy}. Otherwise, L is codiagnosable.

Remark 3.2 Notice that, for the codiagnosability test proposed here, none of the
assumptions made in (19, [21] and [54] are necessary. Therefore, besides being more
efficient, as far as the search for cycles is concerned, the test proposed here can be

applied to a larger class of DES modeled by automata.

56



Example 3.4 In order to illustrate the results of this section, let us consider au-
tomaton G, shown in Figure [3.§(a), where ¥ = {a,b,c,07} and Xy = {os}. Let
Yo, = {a,c} and X,, = {a,b}, and consider projections P, : X* — ¥ and
Py, » X% — X7 . In order to verify if L is codiagnosable, with respect to projec-
tions P, and Xy, and P,, and Xy, by applying Algorithm we must, firstly,
compute Gy, = Obs(Gy,Z,,) and Gq, = Obs(Gy,%,,), depicted in Figures [3.8(a)

and (b), respectively.

[{IN, 3N, 2Y, 5Y] |

a C
(6N, 4Y} a
\ \_ y
c c (6N}

(a) (b) (c)
Figure 3.8: Plant G (a); diagnoser Gy, , for ¥,, = {a, ¢} (b) and diagnoser automaton
Ga,, for 3,, = {a, b} (c) of Example [3.4]

Secondly, we compute Ggeey = Gy, ||Ge, depicted in Figure and Figure . Ac-
cording to Theorem|[3.1], since Gy, has a strongly connected component formed with
state ({6N,4Y'},{4Y'}), the language L generated by automaton G is not diagnos-
able with respect to projections P, and X¢. The same conclusion we draw when we
compute Gseey = Ga,||Ge, which is shown in Fz'gm“es since Ggeey, has a strongly
connected component formed with state ({3N,5Y },{5Y'}), L is not diagnosable with
respect to P,, and Y.

Finally, let us verify if L is codiagnosable with respect to P, , P,, and Xy =
{os}, by applying Algorithm [5.9.  Automaton G2, = Gq,||Ga,||Ge is depicted in
Figure [3.11, Notice that since G2

.. has no strongly connected components formed

with states (x4, , Tay, ), where xq4,, i = 1,2, are both uncertain and x, is an Y-labeled
state, we can conclude that language L, generated by automaton G, is codiagnosable
with respect to projections P, , P,, and ¥y = {oy}.

An observation is worth making in this example is the following.  When
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the system executes trace s, = osbe, automaton G2, reaches state xy =

({5Y'},{3N,5Y} {5Y}). Notice that the Y-certain state {5Y} in the first com-
ponent of xy, indicates that the failure occurrence is detected by site S;. On the

other hand, when the system executes trace sy = ora, automaton G2, reaches state

oy, = ({6N,4Y'},{4Y'},{4Y'}), and, in this case, the Y-certain state {4Y'} in the
second component of x§, indicates that the failure occurrence is detected by site Ss.

Therefore, the computation of G2, also allows the identification of the local site that

C

generates the diagnostic information, for every failure trace in L(G).

[({IN, 3N, 2Y 5Y}, IN) |

N

[({IN, 3N, 2Y, 5Y}, 2Y) | [({IN, 3N, 2Y, 5Y}, 3N) |

\ .
[ ({6N.4Y],4Y) | [({IN,3N,2Y,5Y},5Y)] [({6N,4Y},6N)]

S

C
C

({5Y},5Y)

N\

c

Figure 3.9: Diagnoser automata Gy, = Gg4,||G¢ of Example

({IN, 2Y}, IN)

({1IN, 2Y}, 2Y) ({3N, 5Y}, 3N)

b a

({4Y}, 4Y) [({3N,5Y},5Y) | [({6N},6N) |
c Cc Cc

Figure 3.10: Diagnoser automata Gy.., = Gg,||G, of Example [3.4]
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| ({IN, 3N, 2Y, 5Y}, {IN, 2Y}, IN) |

/ b

[ ({IN, 3N, 2Y, 5Y}, {IN, 2Y}, 2Y) | [ ({IN, 3N, 2Y, 5Y}, (3N, 5Y}, 3N) |

a b a

| ({6N, 4Y}, {4Y},4Y) | [({IN,3N,2Y,5Y}, (3N, 5Y},5Y) | | ({6N,4Y}, {6N}, 6N) |

c

| ({5Y), {3111, 5Y},5Y) |

N

C

Figure 3.11: Diagnoser automaton G2, = G4, ||G4,||G, of Example

scc

3.2 Extending Verifiers to Show All Diagnosis
Paths

Since verifier Gy, constructed in Algorithm only provides the paths where there
is ambiguity between faulty and normal traces, which is not enough for the problem
we deal with here, we will now present a new verifier automaton Gy that shows
the diagnosis paths necessary to ensure codiagnosability. We start by defining the

following projections:

PRi : (EUZRl U ERQ .. 'ERNS)* — Z}}Z,
PF : (ZUERlquQ...ZRNS)*—)Z*;
Py, : X" = X% i € Iy,
where, as defined in Chapter , Yp, = 2o, UL, with ¥; = {og, : 0 € Xy, \ ¢}

We can state the following result, which is a generalization of Lemma 1 of [56].

Lemma 3.1 Let Gy = (||[X,Gn.,)||Gr. Then, for every sy € L(Gy), there exist
traces sy € L(Gy) and sy € L(GFg), such that P, (sy) = P,,(sn), i = 1,2,..., N;,

i

and conversely.
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Proof. (=) Let us consider a trace sy € L(Gy), and let sg, = Pg,(sy), i € In, and
sy = Pp(sy). Because Gy = (||, Gn.)||GF, then L(Gy) = (ﬂfV:Sngil(L(GNJ))) N
P (Gp), and thus, sg, € L(Gy,), i € Iy,, and sy € L(Gp).

Since Gy ; is obtained from Gy by renaming the unobservable events of ¥y, there
always exists a trace sy such that sg, = R;(sn). Notice that P, (sy) = Pr(sg,) and
P,.(sy) = Pg,(sy). Since sg, = Pg,(sy) and sy = Pp(sy), we can conclude that
P,.(sn) = Pp(Pgr,(sv)) and P,,(sp) = Pg,(Pp(sy)). Finally, since Pp(Pg,(sv)) =
Pr,.(Pr(sy)), it is not difficult to check that P, (sy) = P, (sn), i € In,.

(<) Since Gy, is obtained from Gy by renaming its unobservable events,
then the renamed unobservable events of Yy, and the unobservable events of
Y, become private events of Gy, and G, respectively, in the parallel compo-
N Gn)||Gr. Let sy € L(Gy) and sy € L(Gp) be such that
P,.(sn) = P,,(sp), Vi € Ix,, and define sg, = R;(sy). Then, by construction of the

sition Gy = (|

verifier automaton, there exists a trace sy € L(Gy) associated with s, and sp. ®

We will now extend Gy, to show all traces that ensure language codiagnosability.
The idea is to augment Gy by creating a new state F' (marked) and transitions
labeled with events in Xy from the states of G'y to F', in such a way that for every
trace syr = syo € L, (Gyr), there exists syr = Pp(syr) € L(GF), 05 € syr, such

that di € [NS, Poi(SYT) 7é Poi(SNT)a for all SNT € L(GN)

Algorithm 3.3 Construction of automaton Gy

Input Automaton G, N, (number of sites), X¢, Xo,, and Xy, t = 1,2, ..., Nj.

Output Eztended verifier automaton Gyr.

STEP 1. Compute Gy ,, i = 1,2,..., Ny and Gy = (Xv, Xy, fv,zov) according to
Algorithm [2.9

STEP 2. Fori=1,2,... N,:
STEP 2.1 Form X; = {x¢,,} U{z € Xy, : (3(T,0) € Xn; X Xo,)[fni(T,0) = 2]}
STeP 2.2 Compute UR(X;, Yo, )={UR(x,X0,,):x € X;}.

Step 2.3 If AU, U € UR(X;,Sw,) : U C U, then set UR(X;, Su,)
UR(X% Zuol-) \ {0}
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STEP 3. Compute Gyr = (Xyr, Xv, fvr, Tov, Xmyr) from Gy as follows:

STEP 3.1 Set XVT = XV U {F}, Xm,VT = {F}, FVT(F) = @
STEP 3.2 Set fyr as follows:
1. fVT(I,O') = fv(l‘,O’), Vo € XV7 O'GF(X\/).

2. For each xy = (xn1,ZN2,-.. TNN,, TF) € Xy such that xp =

(x,Y),z € X:
(a) Define ¥/ = (X, NT'p(zr)) \ T'v(zy)
(b) For each o € ¥.:
— For each component xn;, 1 =1,2,..., Ns, of xy, compute
i. Us(zn;) :={U €e UR(X;,300,): on; € U}.
ii. Ulzn) = Urer, @y U-
iii. Tni(Ulxn,)) =
UxieFN,i(U(mN,i))[FN,i(xi) N X,,].
w. If o € ¥,, \I'n;(U(zn;)), then Set fyr(xy,o) = {F}.

In Algorithm we create automaton Gyr as follows. We first compute au-
tomaton Gy in Step 1. In Step 2, we calculate the unobservable reaches of the
initial state and of all states of G'v;, ¢ = 1,2,..., N, reached by observable events.
In the last step, we add a new (marked) state F' that receives transitions labeled by
an event o € Xy from a state vy = (zn1,2N2,-..,ZNN,, Tr) € Xy providing the
following conditions hold true:

C1. zr has an Y-label, meaning that, the failure has occurred;

C2. 0 €3,

C3. 0 € I'p(zp), but 0 ¢ I'y(ay);

C4. Ji € In,;: 0 € %, and P}, = (&, ¥y, - Ty, ¥p) € X{ that has a
component ¥’y ; such that {zy;, ¥y;} € X;, and 0 € In;i(zly,), i.e., if 2y, (vesp.
T’y ,;) is in the unobservable reach of x'y,; (resp. ry;) then o is not in the active
event set of 'y ;.

The following theorem shows that the completion of Gy according to Algorithm

3.3, removes all trace ambiguities of Gy, .
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Theorem 3.3 Let Gyr be constructed according to Algorithm [3.5.  Then, every
trace syr € Ly(Gyr) is of the following form: syr = syo, where sy € L(Gy) and
o € ¥,. Moreover, for every trace syt € Ln,,(Gyr), there exists syr = Pp(syr) €
L(GFr) such that Vsnr € L(GN), P,,(snt) # Po,(syT), for some i € Iy, and con-
versely, for all traces sy, sy € L(G) such that oy & sy, sy = st, s € U(Xy) and
lt| > 1, P,,(sn) # P,,(sy) for somei € Iy, there exists syr € Sy such that oy € syr
and syt = Pr(syr) for some syr € Ly,(Gyr).
Proof. (=) According to Lemma for every trace sy € L(Gy) there exist
traces sy, € L(Gyn) and sy € L(GFg) such that P, (sy,) = Py, (sy), Vi € In,. We
will now show that conditions C1-C3 are necessary for the existence of an event
o that removes this ambiguity: (i) by Definition and from the construction of
the states of Gv, an state xv = (Tn,, TNy, ..., TNy, TF) € Xy, where xp = 1Y
only appears in Gy if oy has occurred, and, thus, only those states of Gy whose
last components have label Y can have transitions to state F'; (ii) all events in ¥,
and Xg,, © = 1,..., Ny, are particular events of Gr and Gy, respectively, being
already in Ty (xy), which implies that, o ¢ ,, U Xg, or equivalently, o € X,;
(i7i) 0 € Tp(xp), since if 0 ¢ Tp(xp) then syr = syo = Pp(sy)o ¢ L(Gp),
and, consequently syr ¢ L(G). However, from Lemma such a o must not
be in the active event of Gy, ie., o ¢ U'yv(zy). Therefore, o € X! where ¥, =
(3, N Tr(zp)) \ Tv(zy). Let us consider an event o € X! and assume that
o € X, for somek € Iy,. Moreover, let xy = (TN1,. ., TNk, ---,TNN,, TF) and
fv(zoy,sv) = xv such that sy € L(Gy). Define sg, = Pr,(sv) € L(Gny) where
Inn(Toy, 8R,) = g Let an event o’ € X, . If vy, € U(wyy): o' € Dnp(ly,)
then o' € T'(U(xng)). By construction, for all o'y, € Ulxyy), Isk, € X such
that either fni(Tnk, Sk,) = Ty o7 fNk(Th i, Sk,) = TNk Without loss of gener-
ality let us consider the first possibility only. Consequently, 3s\, = Ppg, (s}zk) such
that fy(vy,sy) = 2y = (@1, Tp - Ty, Tp).  Indeed, since s, € X,
there evist sy, = R '(sp,) € L(Gy) and sy = R7'(sk,) € L(Gn)/sn, such
that sy, € X5, ., then P, (sy,) = €. If we define syr = sy, 0, then:
Py, (snT) = Po, (58, ) Po (8, ) Po, (0") = Po, (sn, )0’

Define now syr = syo such that sy = Pr(sy). Thus, P, (syr) = P, (sy)o, and

since sy = Pr(sy) and sy, = R (Pg, (sv)), by Lemma we can conclude that
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P, (sy) = P,.(sn,). Therefore, if o' = o then P, (sn1) = P, (syr). But if o’ # o
then P, (snt) # Py, (syr), for some k € Iy,.

(<) Suppose that there exists a trace sy = st € L(G), s € ¥(Xy) and [t| > 1
such that, for some k € Iy, P, (sn) # Po,(sy) for all traces sy € L(G) for which
oy ¢ sn. Thus, there exist sy, € L(G), and 0 € X,, such that Xy € sy, sy € 5y and
Yy ¢ sy, sy € Sy such that P, (sy) = P, (sy), Yk € In,, and, for some k € Iy,
P, (sy0) # P, (sys) and for all traces s% € L(G)/sy such that of ¢ sY;.

Thus, 3s}, € L(Gv) such that Pp(s|,) = s§ and P, (s\,) = s, for some k € I,.
In addition, syr = s,0 ¢ L(Gv) and satisfies conditions C1-C4, which completes
the proof. [

Traces syr € Prp(L,,(Gyr)) have an important property, as follows.

Definition 3.1 (Minimum length codiagnosable traces) A trace sy € L(Gr), where
Xt € sy, s a minimum length codiagnosable trace with respect to projections P, :
X = Z;, 1 =1,2,...,Ng, and Ef, if: (’L) di € [Ns : Vsy € L(GN), Poi(Sy) 7é

P, (sn), and; (ii) Vs € 57 \ {sy}, £y € 84, Isly,; € L(Gy) : Vi € Iy, P (s}) =
Po, (Si)-

Let ©(L(GF)) denote the set of all minimum traces of Gp, i.e., O(L(GF)) =
{sy € L(GF) : sy is a minimum length codiagnosable trace}. Comparing Definition

3.1} Lemma [3.1] and Theorem [3.3], we can state the following fact.
Fact 3.5 @(L(GF)) = PF (Lm(GVT))
The following example illustrates the results of this section.

Example 3.5 Let us consider again automaton G of Example shown again
in Figure [3.19, where ¥ = {a,b,c,07} and Xy = {os}. Let By, = {a,c} and
Yo, = {a,b}, and consider projections P, : ¥* — ¥} and Py, : ¥* — ¥ .

We will first illustrate the construction of automaton Gy using Algorithm[3.3.
The first step is to compute Gy and Gz, shown in Figures (a) and (b),
respectively. Next, we obtain the failure automaton Gg, depicted in Figure ( c),
and compute Gy = Gn1||Gn2||Gr, according to Algorithm |2.3, which is shown

in Figure |3.14)(a). According to Theorem L(G) is codiagnosable with respect
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to P,,, P,, and Xy. The next step is to construct state sets X;, i = 1,2, formed
with the initial state of Gy, and the states of Gy, reached through some observ-
able event. Thus, according to Step 2 of Algorithm X, = {{IN},{6N}}
and Xy = {{IN},{3N},{6N}}. Using these two sets, it is possible to compute
UR(X;, Yuo,), for i = 1,2, which are given by UR(X1, Yuo,) = {{1N,3N},{6N}}
and UR(X2,Xuo,) = {{IN},{3N},{6N}}. The final step is to complete Gy with
transitions to state F according to Step 3. In order to do so, we will consider
every state of Gy. Notice that, since in states (IN,1N,1N) and (3N,1N,1N),
component rr does not have an Y -label, no transitions from these states to F' can
be introduced. Consider now state (IN,1N,2Y). Since ¥, = {a,b,c}, T'r(2Y) =
{a,b} and T'yv((1N,1N,2Y)) = {b,bg, }, we can see that 3! = (£, N Tp(2Y)) \
I'yv((IN,1N,2Y)) = {a}. Notice, for state (LN,1N,2Y), that xy; = {IN} and
Ty = LN, and, thus, according to Step 3.2.2).b), U(xn1) = {1N,3N} and
I'nyi(U(N)) = {a}, and since a ¢ E,, \ In1(U(IN)) = {c}, no transition la-
beled by event a from state (LN, 1N,2Y") to F must be initially introduced using the
set of observable events ¥,, of Site 1. On the other hand, U(xys) = U(IN) = {1N}
and U'no(U(1N)) = {b}, and therefore a € £,, \ I'n2(U(1N)) = {a}. Thus, accord-
ing to the last step of Algorithm[3.3, fyr((1N,1N,2Y),a) = {F}. Similar analysis
can be carried out for state (3N,1N,2Y), (1N,3N,5Y), and (3N,3N,5Y), leading
to fur((3N,1N,2Y),a) = fur((1N,3N,5Y),c) = fur((3N,3N,5Y),c) = {F}.

To conclude the example, notice that after the occurrence of trace obc (resp.
ora), Site 1 (resp. 2) detects the occurrence of ofr. Therefore, O(L(Gr)) =
{ora,05bck.  Comparing with Figure [3.1j(b), it is not difficult to conclude that
Pr(Lin(Gyr)) = O(L(GF)).

Figure 3.12: Plant G of Example [3.4] which is considered again in Example |3.5
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Figure 3.13: Automata Gy (a); Gy, (b) and Gp (c); of Example [3.5]

O-f Y Y b
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b br a
Y a 3N 3N 5Y c
3N IN2Y C

Figure 3.14: Automata Gy (a); and Gyr (b) of Example 3.5

3.3 Application of the Proposed Approach to 7-
and K-Codiagnosability Analysis

In a decentralized architecture, codiagnosability ensures that at least one local site
detects and diagnoses the failure occurrence within a bounded number of event
occurrences. However, just being sure that the failure has occurred may be not
enough; for example, components may burn or parts may misalign before the failure
occurrence is detected. So, it is important to also incorporate either the time elapsed
or the number of event occurrences since the failure occurrence as a performance
index for the decentralized diagnosis system; possibly based on this parameter, we
may, for instance, establish further safety measures. This suggests that, besides

codiagnosability analysis, two performance indices should also be considered, as
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follows.

e 7-codiagnosability, which ensures that the failure occurrence is detected in at

most 7 time units after the occurrence of the failure event;

e K-codiagnosability, which ensures that the failure occurrence is detected in at

most K events after the failure occurrence.

With those objectives in mind, we will propose in this section a new methodology

N

to compute performance indices 7 and K based on automata G,

and Gy, proposed
in this thesis. In order to approach 7-codiagnosability we need to add to the untimed
model used in the previous section, some information regarding the time that the
system takes to complete the transitions. Such an information can be provided by

using weighted automaton.

3.3.1 Brief Review on Weighted Automaton

A finite-weighted automaton [49] is a two-tuple (G,w), where G = (X, %, f,T,
XO,Xm)EI and w : X x ¥ — RT is the weight function that assigns a nonnega-
tive weight to each transition of G and is defined over a pair (z,0) € X x ¥ if, and
only if, transition f(x, o) is defined. The weights denote the duration required for
the corresponding transition to be completed. We will denote weighted automata
as G = (G, w).

The parallel composition of weighted automata G; = (G1,w;) and G = (G, wy)
is denoted as G = (G,w) = G1||G2 = (G1,w1)||(G2,ws), where G = G1||Gs, and
w: X7 x Xy X (X1 UXy) = RT is defined as follows.

;

wl(I1,0'>, ifU€F1<I1)\22

WolT2,0), if o FQ ) 21
wl(onza)o) = { ) o e (3.4
max{w;(x1,0), wy(xe,0)}, if o € I'y(x1) NTo(zs)

\ undefined, otherwise.

Since G = (G, w) only adds weights to GG, the languages generated by G and
G are the same; thus, L(G) and L(G) will be used indistinctly throughout the

2Notice that from this point onwards, automaton G will be assumed to be nondeterministic.

The reason for that will become clear later on the text.
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Figure 3.15: Weighted automaton G.

text. With some abuse of notation, we denote Trim(G) = (Trim(G), Trim(w)),
where T'rim(w) consists of removing all weight functions of w associated with those
transitions of G removed by Trim(G).

Figure depicts weighted automaton G = (G, w), where G was obtained from
automaton G of Figure (a) by adding the following weight functions: w(1,0s) = 0,
w(l,b) = w(2,b) = 2.2, w(2,a) = 1.1, w(3,a) = 1.3, w(4,c¢) = 3.2, w(b,c) = 34
and w(6, c) = 3.3. Notice that label “a/1.1”7 over transition f(2,a) = 4 means that
w(2,a) = 1.1; the remaining labels are interpreted similarly.

The introduction of weighted automata allows the formulation of an important
problem, namely the computation of the maximum weight of all paths between

states in weighted automata. When automaton G is acyclic, this problem can be

solved by following the steps of Algorithm [3.4]

Algorithm 3.4 Computation of the mazimum weight of all paths between states x,,

and x4 in an acyclic weighted automaton

Input: Acyclic weighted automaton G = (G, w), source state x,, and sink state x,.

Output: 7, the mazimum weight between states x, and x,.

STEP 1. Create a topological ordering of all states in G, ie, TO(X) =
(Y1,Y2, - - -, Yn) = Topological Sort(G) [60], where y; € X, for i € I,, such
that I, = {1,2,....n} and n = | X]|.

STEP 2. Map z, — yr and x4 — Y.

STEP 3. Form a list L = (yg, Yt1,---,Ye—1) € TO(X).
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STEP 4.
Fori:=0,1,....0—k
If i =0 then
Set dlyx+j] =0,7=0,1,....0—k
Otherwise

Forj=ii1+1,... {—k

If f(Yrrio1s Yrrs)!
Set d = d[yrri—1] + 0 (Yrri-1, Yrtj)
If dly,+;] < d, then set d[yx+;] = d.

STEP 5. 7 = d|y.

Algorithm works as follows. In the first step, a topological sort is carried out
which returns the linked list of the states of G, such that if G has a transition from
state u to v, then u appears before v in the ordering. As seen in [60], topological
sort is linear in the number of transitions of an acyclic automaton and thus, O(n?)
in number of states of the automaton. In Step 4, we travel over all transitions from
z, to z, following the ordering of list L and store the weights in a variable d for

every state in L. Thus, when state z, (that is mapped to y;) is reached, we obtain

7 = d[y].

Example 3.6 Consider the acyclic weighted automaton Gy of Figure[3.16. We will
Wllustrate the computation of the maximum weight of all paths between source state
xqo (initial state of G1) and sink state x3 (marked state of Gy ) according to Algorithm
(3.4 First, according to Step 1, we create a topological ordering of Gi, as shown in
Figure and map state xo (resp. x3) into y; (resp. yi) according to Step 2.
Table I shows the execution of Step 4 of Algorithm and from it, it is clear that

the mazimum weight is T =T.
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transitions are called zero-weight cycle automata.

Figure 3.17: Weighted automaton G, after topological ordering.

Table 3.1: Step 4 of Algorithm [3.4] to Example 3.6

J=0 j=17=2 j=3

Iteration d[y;] d[ya] dlys]  d[y]

1=0 0 0 0 0

i=1 0 3 1 4

Weighted automata that have all cycles of states connected with zero-weight

exploit the weighting structure of zero-weight cycle automata to find the strongly
connected components in order to obtain an equivalent acyclic component automa-
ton by shrinking each of the strongly connected components to a single state (and

consequently, it will be possible to apply Algorithm. This can be done according

to Algorithm [3.5]
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Algorithm 3.5 Transformation of zero-weight cycle automata into acyclic weighted

automata

Input: Zero-weight cycle automaton G = (G = (X, %, f, T, Xo, X;n), w).
Output: Acyclic weighted automaton G' = ((G' = (X', %, f/, IV, X{, X;n), w)).

STEP 1. Find all strongly connected components Xgee,, Xoceys -+ - Xocen, 0 G and
shrink each strongly connected component Xsee, = {xi,, Tiy, - - - ,ximi}, i single
states called “super states” Ty, , i € I, where I,,, = {1,...,n.}, by removing

all transitions between the states of each strongly connected component.
STEP 2. Form Xsee = Xooe, UX e, U. . .UX e, and Xoup = {Tsuprs Tsupss - - - » Toupy, }-

STEP 3. Set X' = (X \ Xgee) U Xgup-

STEP 4. Set
( f(2,0), ifre X\ X and By € Xoo)[f(z,0) = 9]
L sup » if v € X\ Xsee and ((Fi € I,,,)A
(Fy € Xsee))f (2,0) = 9]
. f(z, o), if (x = xgyp,, for some i € I, )and
f (Q?,O’) -

(3‘% € Xsccia )[f(ja U) € X \ Xscc]
Tsup, » if (x = Tgyy,, for some i € I, )and

(3, T) € Ln. \ {1} X Xsee,)[f(Z,0) € Xoee,]

undefined, otherwise.

\

STEP 5. Set I"(z) ={z € X' : (Jo € X)[f(z,0)!]}, Vz € X".
STEP 6. Set X = Xj.
For each i € I,

Set Xaux = XO N Xscci;

[f Xaux # (Z); Set X(,) = (XO \ Xaum) U {Isupi}-
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Since, in this section, the marked states will represent the states in which the
failure occurrence is detected, they will not have output transitions. Thus, they
cannot belong to any strongly connected component. Therefore, X,, is the set of

marked states of both the input and output automata of Algorithm [3.5]

Example 3.7 We will illustrate here how we obtain an weighted automaton Gs that
has no zero-weight cycles equivalent to a zero-weight cycle automaton. To this end,
consider weighted automaton Gy illustrated in Figure (a). According to Algo-
rithm after the first step, we find all strongly connected components of Gs,
which are given by Xeee, = {x0, 22,23} and Xgee, = {24, 25}, and shrink into sin-
gle states gy, and Tsyp,, respectively. In accordance with Step 2, we form sets
Xsce = {0, 2, w3, x4, x5} and Xsup = {Tsupys Tsup, ;- Finally, Steps 3 to 7 of Algo-
rithm 3.5 are to effectively build the corresponding acyclic time-weighted automaton
Gs, which is illustrated in Figure[3.18(b).

It is important to remark that since Gs is an acyclic time-weighted automaton,
we can apply Algorithm[3.4) to compute the mazimum weight between any two states
of Gs.

Remark 3.3 Note, as illustrated in Example that the resulting output of Algo-
rithm[3.5 can be a nondeterministic automaton that has multiple transitions leaving
a state with the same event label. However, since we are only interested in the com-
putation of the maximum weight between states, it is not necessary to compute the
observer automaton if we apply Algorithm to the new automaton. In addition,
in the context of this application, such transitions may only appears as a result of

the suppression of zero-weight cycles.

3.3.2 r7-Codiagnosability Analysis

We will now address the problem of finding the maximum time a diagnosis system
takes to diagnose a failure occurrence. To this end, we introduce the definition of

T-codiagnosability, as follows.

Definition 3.2 (7-codiagnosability) A language L(G) is T-codiagnosable with re-
spect to P,,, i =1,2,..., Ny and Xy = {0y} if it is possible to detect the occurrence

of o¢ in at most T time units after the occurrence of the failure event.
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Figure 3.18: Zero-weight cycle automaton G, (a) and acyclic time-weighted automa-

ton Gs (b).

We make the following assumption.
AT1. Language L is codiagnosable with respect to projections P, : ¥* — 37 |
i=1,2,...,Ng, and Xy = {or}.

Assumption AT1 is necessary since the problem addressed here would not make
sense if L were not codiagnosable. Let O(L(G)) denote the set of all minimum
length codiagnosable traces of L(G), according to Definition .

We may state the following result.

Fact 3.6 Let st € O(L(G)), and assume that s € ¥(Xy). Write s and t as s = 50y
andt = 0105 ...0, and assume that vy = f(x¢, ), for some xg € Xy, v1 = f(xy,07)

and xj1 = f(xj,0;), j=1,...,n. Define

7(st) = Y _w(xj,0;). (3.5)

j=1

Then, L(G) is T-codiagnosable for

T = max T(st). (3.6)
steO(L(G)):s€¥(Xy)

We will now present two methods for computing 7: the first one using the
diagnoser-like automaton, proposed in Section and the second one using the

extended verifier automaton proposed in Section [3.2]

(1) Computation of 7 using diagnoser

In order to compute 7 using the diagnoser-like weighted automaton G2, we must

compute weighted automata Gy, = (Gg,,wg,),7 = 1,..., Ng. In order to do so, let
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G = (G, w) denote the weighted automaton that models the plant. The observer of
G = (G, w) with respect to a set %, of observable events is defined as follows:
0bs(G,%,) = Obs(Obs(G, 3,), w,), (3.7a)
where
Wo(Tops, 0) = renin w(z, o). (3.7b)
TEZobs

The choice for the minimum weight has been made by technical reasons and will
become clear in Example |3.8]

Let A, denote the weighted label automaton, which is obtained from A, by
adding the weight functions w(N, oy) and w(Y, o) to the corresponding transitions.

Thus, we can define the following weighted automata:

G = Gil| A (3.8)

and

gdi :Obs(gg,Eoi),i: 1,...,N$ (39)

Thus, we may define weighted automaton G, as follows.

scer

Gate = (11a,)

Ge (3.10)

Ns for N, = 2.

The following example illustrates the computation of G.s

Example 3.8 Let us consider weighted automaton G of Figure and, assume
that Py, : ¥* — ¥} and P,, : ¥* — ¥} , where ¥, = {a,c} and X,, = {a,b}.

027

scc’

weighted automaton Ge = (G||Ag, wy), which is shown in Figure[3.19(a). Weighted
automata G, = Obs(Gy, X} ) and Gg, = Obs(Gy, X3,)) are obtained according to Equa-

02

Firstly, to construct diagnoser G2.., we must compute, according to Equation (3.5),

tion (3.8) whose corresponding transition diagrams are depicted in Figures[3.19(b)

and ( c), respectively. After obtaining all weighted automata necessary to com-

2

pute G2, we can obtain weighted automaton G>

scc

tion (3.10), which is shown in Figure[3.19(d). Notice that not only the languages of

= Gu,1Ga,||Ge, according to Equa-

G2.. and Gy are equal but also their respective transition weights.
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[TIN, 3N 2Y,5Y) . b/2.2
1.1 3.4
o/ C/ Y] 3N, 5Y]
6N 4Y} 5Y a/13
Y
c/3.2 c/3.4 ¢/3.3 0/3 2 0/3 4 {6N}
(a) (b) (c)

[ ({IN, 3N, 2Y, 5Y}, {IN, 2Y}, IN) |

ar/0 b/2.2

[ ({IN, 3N, 2Y, 5Y}, {IN, 2Y},2Y) | [ ({IN, 3N, 2Y, 5Y}, (3N, 5Y}, 3N) |

a/1.1/ wz ym

| ({6N, 4Y}, {4Y},4Y) | [({IN,3N,2Y,5Y}, (3N, 5Y},5Y) | | ({6N, 4Y}, {6N}, 6N) |

\_}

c/3.2

| ({5Y}, {3N, 5Y},5Y) |

c/3.4
(d)
Figure 3.19: Weighted automata: G4, (a); Gg, (b); Gy (c) and G2, (d).

We will now clarify the point behind the definition of the weight function of
observers, i.e., Wo(Tops,0) = Minge, , w(x,o) in Equation . To this end,
consider states 4Y and 6N of Gy shown in Figure[3.19(c). Notice that we(4Y,c) = 3.2
and we(6N,c) = 3.3 being therefore different, but associated with the same event
c. When we compute diagnoser Gq,, they form a unique state ({6N,4Y}), and,
according to Equation (3.7H), wg, ({6N,4Y'}, ¢) = min(we(4Y, ¢), we(6N,c)) = 3.2.
In addition, since event c is unobservable for site Sy, states {6 N} and {4Y'} have no
transitions in Ga,, and thus, wa,({6N}, c) and wa,({4Y '}, ¢) are not defined. When
we compute G2, = G, 1|Ga,||Ge through a parallel composition, weight function of
G2 is defined according to Equation (3.4), and thus, w2, (({6N,4Y}, {4Y'}, {4Y'}),
¢) = maz(wq, ({6N,4Y }, ¢), we(4Y, ¢)) = 3.2 and w?,.(({6N,4Y }, {6 N}, {6N}),c) =
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max (wq, ({6N,4Y},¢) ,we(6N,c)) = 3.3, which are equal to the values obtained
by we(4Y, c) and we(6N,c), respectively. This would not occur if wy(Tops,o) had
been defined as max,e,,, w(z,c). In this case, w2, (({6N,4Y}, {4Y},{4Y}),c) =

scc

w2 (({6N,4Y},{6N},{6N}),c) = 3.3, which is not correct.

We will now present a methodology for computing 7 based on weighted automa-

ton GNs

scc*

We start by calculating a new weighted automaton Gy, according to the

following algorithm.

Algorithm 3.6 Computation of nondeterministic weighted automaton Gq,

Input Weighted automaton G, Ay, Xy and X,, ¢ =1,2,..., N;.

Output Nondeterministic weighted automaton Gg, .

STEP 1. Compute Gy = G||A; and G4, = Obs(Gy,%,,) with respect to P,,, i =
1,2,..., Ny, according to Equations (3.8)) and (3.9), respectively.

StEP 2. Compute GNs = (||X2,Ga)||Ge, according to Equation (3.10).
SteP 3. Compute GIo™ from Gl by marking all states (za,, Tay, - - ., Tay, , Te) from
GNs such that Ixy,, for some i = 1,2,..., Ny, xq, Y-certain, and x, an Y-

labeled state.

STEP 4. For all marked states x,, of GN=™, set T'(z,,) = 0. Compute gﬁg;;” =
Tm'm(gNS’m) — (XNS’m ENstL st,m FNan Ns,m Ns,m

sce sce,t ) “sceit v Jsceit 0 seet ) Y 0sce,t? mscc,t>‘

STEP 5. Compute automaton Gy as follows.
STEP 5.1 Form the set X,, = {r € gﬁ;;;" (F2 € gﬁz”;n)[fﬁ;:;"(x’,af) = x]}.

STEP 5.2 Construct automaton GNsf = (XNS’f WNs.f fNsof DNsf x NS

sce scc ) scc rdJscc ) sce Osce ?

N, f Ns,f _ Ns,m Ns,f _ Ns,m Ns,f _  £Nsm

Xool), such that Xo) = Xoof, Yot = Yeais fad? = fedd s
Ns,f _ 1 Ns;m Ns,f _ No,f — v Nsm
Fscgc - Fscc,t ’ Xoscc - Xaf and Xm:cc - Xm:cc,t'

STEP 5.3 Gy, = Trim(GNsT).

scc

We explain the key steps of Algorithm [3.6] In Step 1 and 2, we build weighted
automaton GYs. In Step 3, we build GY>™ by marking the states of GV that

scc* scc scc
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have at least one component z,4, and x, are both, ¢ € 1,2,..., N,, Y-certain, since
this indicates that there exists at least one local diagnoser that is certain that
the failure has occurred. In Step 4, we remove all transitions from these states

and compute G~ by Trim operation since we are only interested in determining

sce, t

the first reached Y-labeled state. In Step 5.2, we form weighted automaton GYs/

scc

s,M

scet 18 the new initial state set whose

whose unique difference with respect to G

5,77’1

seer Teached by transitions labeled by failure event

components are all states of G
oy (Xaf determined in Step 5.1). After computing the Trim operation, we then
obtain nondeterministic weighted automaton Gy ;- It is worth remarking that G ;
is assumed to be nondeterministic only because it may have more than one initial
states.

The main idea behind Algorithm is to obtain an automaton that marks the

language after the failure whose marked states are certain states. Thus, we can may

state the following result regarding language of Gy, .
Lemma 3.2 L,,(Gy,) = O(L(G))/s, where s € U(¥y).

Proof. By construction, according to Algorithm [3.6] the set of all minimum codiag-

nosable traces O(L(G)) = Lm(gNS’ ), where G o is computed in Step 4. From au-

sce,t sce

tomaton GLs7" . we construct G ; whose marked language is L,,,(Ga,) = L, (GY VLR

scct )

where s € W(X) such that W(X,) denotes the set of all traces of L,,(Gos™) that

sce,t

end with the failure event o;. [
Lemma 3.3 Weighted automaton Gq, does not have strongly connected components.

Proof. Since the language generated by G is codiagnosable with respect to the set

of projections P, : ¥* — X

05

i=1,2,...,Ny and ¥y = {0y}, we may conclude
that, according to Theorem (3.1} GN:™  and consequently, Gy ; do not have strongly
connected components formed with states (zq4,,Z4,,. .., %y, ,7¢), such that all x4,
1 =1,2,..., N, are uncertain and z, is an Y-labeled state. However, we still need
to consider the possibility of G4, to have strongly connected components formed as
follows: (i) with states (zg4,,%a,, ..., Zdy,,%¢) such, for some i € Iy,, both x4, and

x¢ are Y-certain states, (ii) with states (z4,, Td,, - -, Tay, , T¢) such that for some i €

In,, both x4, and x, are normal states, (i7i) with states (24, Ta,, - - ., Tay,, T¢) Where
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all components x4, and x, are normal. A strongly connected component formed with
all x4, Y-certain and x, an Y-labeled state is not possible, since, by the construction,
all transitions leaving marked states are removed. Also by construction, we can
exclude possibilities (ii) and (74), since the initial state of G4, is always a state after
the occurrence of the failure event. [

Notice that, since L(GJ:) = L(G) and Gg, is constructed from GJ

<o by considering

only those traces after the failure occurrence, and also, according to Lemma , G,
has no strongly connected components, the maximum time 7 necessary to diagnose

the failure occurrence can be calculated according to the following algorithm.

Algorithm 3.7 Computation of T using diagnoser

Input Nondeterministic weighted automaton Gg, .

Output The mazimum time to diagnose the failure occurrence, T.
STEP 1. Using Ga, as input, apply Algorithm [3.4] for all xor € Xo and x,, € X,,.

STEP 2.  Let ty,ta,...,t, be all outputs of Step 1. Set 7 = max(ty, ta, ... t,).

Theorem 3.4 Let 7 be computed in accordance with Algorithm 3.7 Then, L is

T-codiagnosable.

Proof. The proof is straightforward from Fact [3.6], Lemma [3.2) and Lemma 3.3, m

Remark 3.4 (Computational complexity analysis of Algom'thm@) Table shows
the maximum number of states and transitions of all automata that must be computed
in order to obtain Gg,, according to Algorithm 5.6, assuming N local diagnosers.
Notice that, in the worst case, the size of Gq, is equal to the size of GNsand thus
the computational complexity of Algorithm is O(|X||Xq|™*|2|). Therefore, as

expected, the proposed algorithm requires exponential time in the number of states of

G and local sites Ny, and s linear in the number of events of G.

Example 3.9 We will illustrate the computation of T with weighted automaton
G depicted in Figure and, to this end, assume the same projections as Ex-
ample [3.8  According to Steps 1 and 2 of Algorithm [3.6, we compute automa-
ton G2, shown in Figure [3.19(d). In Step 3, we build G% by marking states

scc
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Table 3.2: Computational complexity of Algorithm

No. of states No. of transitions

G X X
Ay 2 2
Ge 2|X]| 2|X]|x]
G, | Xq4| = 22/X| 22|X\’§]O|
[Ayer | Xl | Xa| ™[5,
Gre 21X |1Xq™ 21X 1 Xq| |2
Complexity O(|X || Xa™=|2])

({6N,4Y'}, {4Y},{4Y'}) and ({5Y},{3N,5Y },{5Y}) of G%,. In Step 4, we remove

scc’

2,m

all transitions from these states and compute G,

by T'rim operation. In Step 5.1,

2,m
st Teached by

we form a new initial state set whose components are all states of G
transitions labeled by the failure event oy. Notice, in this case, that there exists
only one initial state ({IN,3N,2Y,5Y}, {1IN,2Y},{2Y'}). We then obtain, in ac-
cordance with Step 5.2 of Algorithm weighted automaton Gq,, which is shown
in Figure[3.20. Finally, applying Algorithm we obtain T = 5.6, which implies

that L is 5.6-codiagnosable.

1.1
| ({IN, 3N, 2Y, 5Y}, {IN, 2Y}, 2Y) |i/—>| ({6N, 4Y}, {4Y}, 4Y) |
| b/22 a4
[ ({IN, 3N, 2Y,5Y}, {3N, 5Y}, 5Y) {_C/;>| ({5Y}, {3N, 5Y}, 5Y) |

Figure 3.20: Weighted automaton G4, of Example [3.9]

(2) Computation of 7 using verifier

Let us define the following weighted automata:

QNJ- = (GN7¢,wN’i),i: 1,...,NS, (311&)
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and

Gr = (Gp,wr), (3.11b)

where

w(z,0), ifceX
wyi(zN,0) = (3.11c)
0, if o S ERJ

wr(zl,o) = w(x,o0), (3.11d)

where x € X and £€{N,Y}. We will now address the problem of computing 7 and,
to do so, we propose Algorithm to construct Gy, .

Algorithm 3.8 Computation of automaton Gy,

Input Weighted automaton G = (G, w), sets Xy and X,,, i =1,2,..., Nj.

Output Weighted automaton Gy, = (Gv,,wy,).

STEP 1. Compute automata Gn,;, ¢ = 1,...,Ny and Gp according to Equa-

tions (3.11a)—(3.11d)).
STEP 2. Compute Gy = (||f-V:SlQN7Z~)||QF.

STEP 3. Compute Gyr by adding marked state F' to Gy, according to Step 3 of
Algom'thm with Gy in place of Gy and set wyr(xyr,0) = wep(xp, o), Voyr :

fVT(iUVT7U) =I.

STEP 4. Form set Xy, ={z € Xyr: (32’ € Gvr)[fvr(z’,0r) = 2]}.

1. Construct Gyr = (Xy7, Xy, firs Ty Xyros Xoyr), wyvr), where
Xyr = Xve, Yyp = Yvr, for = fvr, Tyvp = Tve, Xy = Xy,
and X\I/T = XVT-

2. Gy, = Trim(Gyr).

The idea behind Algorithm is to obtain a weighted automaton that marks
the language after the failure occurrence of Gy 7. Thus, nondeterministic weighted

automaton Gy,, constructed according to Algorithm has the following properties.
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Lemma 3.4 All strongly connected components of weighted automaton Gy,, con-
structed according to Algorithm if they exist, will be formed with states Ty, € Xy,

connected with events o € Sy such that wy,(vy,,0) = 0.

Proof. According to Theorem , since, by assumption, L(G) is codiagnosable,
the verifier constructed according to Algorithm only has cycles formed with
renamed events, which, according to Equations f have zero weights.
Consequently, Gyr, constructed according to Algorithm [3.3 does not have such
cycles either. Since Gy, is constructed from Gyr by choosing as its initial state,
some particular states of Gy, and performing the Trim operation over the new
defined automaton, we may conclude that weighted automaton Gy, can only have
strongly connected components whose states xy, € Xy, are connected with events

o € Yyr such that wy, (vy,,0) = 0. [
Lemma 3.5 Pr (L, (Gy,)) = O(L(GF))/s, where s € ¥(Xy).

Proof. (=) Let us consider a trace sy € L(Gy). Since Gy = (||X,Gn.)||GF,
it is clear that sy € Pgl(L(GF)). Then, sy = Pp(sy) € L(Gp). Form trace
syr = syo € Ln(Gyr), and notice that, by construction, syo € Pp'(L(Gr)).
Thus, Pp(syo) = syo € L(Gp). Write syp = s't'c, where s’ = s”0f and ¥y ¢
s”. By construction of Gy, in Algorithm , t'oc € Lm(Gy,), which implies that
Pp(t'o) =t € Pp(Lm(Gy,)). In addition, Pr(syr) = Pp(s')Pp(t'c) = st, and,
by the construction of Algorithm 3.8, ¢ € L(Gp)/s for every s € ¥(Zy), and,
from Definition [B.1} we can conclude that ¢t € O(L(GF))/s. Conversely, let t €
O(L(GF))/s, where s € U(Xy). From Fact B5| ¢ € Pp(Lw(Gvr)) /s, and since,
by construction, Gy, is formed by states of Gyr after the failure occurrence, t €
Pp (Lin(Gv,))- m
Based on Lemmas [3.4] and [3.5] we propose Algorithm [3.9] to compute 7.

Algorithm 3.9 Computation of maximum delay T using verifier

Input Nondeterministic weighted automaton Gy, = (Gv,, wy,).

Output The mazimum delay to diagnose the failure occurrence, T.

STEP 1. If Gy, has zero-weight cycles then transform it into an acyclic weighted

automaton [60].
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STEP 2. Using Gv, as input, apply Algorithm for all xor, € Xo, and for state
F e X, Let ty,ty, ... t, be all outputs. Set 7 = max(ty,ts,. .., t,).

Theorem 3.5 Let 7 be computed in accordance with Algorithm [3.9. Then, L is

T-codiagnosable.

Proof. The proof is straightforward from Lemma [3.4] Lemma [3.5] Fact and
Equation (3.6)). [

Example 3.10 Let us consider the weighted automaton G = (G,w) obtained from
automaton G of Example by adding the following weight function: w(l,07) =0,
w(l,b) = w(2,b) = 2.2, w(2,a) = w(3,a) = 1.1, w(4,¢) = w(b,¢) = w(6,c) = 3.4.
In addition, consider the same projections as in Example Py o X" — X7 and
P,, : X = X, where X, = {a,c} and X,, = {a,b}. Following Algorithm
we obtain the weighted extended verifier automaton Gy which is similar to the
extended verifier shown in Figure[3.1](b), with the following arc weights:  w((1N,
IN,1N),bg,) = 0,w((1N,1N,1N),0s) = 0,w({3N,1N,1N},0¢) = 0,w((1N, 1N,
2Y),bg,) = 0,w((1N,1N,2Y),b) = 2.2,w((1N,1N,2Y),a) = 1.1,w((3N, 1N, 2Y),
a) = 1.1,w((3N,1N,2Y),b) = 2.2,w((1N,3N,5Y),bg,) = 0,w((1N,3N,5Y),¢c) =
3.4,w((3N,3N,5Y),c) = 3.4. After computing Gyr, the next step of Algorithm
is to compute automaton Gy,, which is depicted in Figure . Finally, applying
Algorithm we obtain T = max{1.1,5.6} = 5.6, which implies that L is 5.6-
codiagnosable, which is the same result as that obtained by using diagnosers, as

expected.

IN IN 2Y
w22

IN3N5Y

a/l.l

a/l'l 0/3.4 0/3.4

Y
=]
AA

Figure 3.21: Weighted automaton Gy, .
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Table 3.3: Computational complexity of Algorithm

No. of states No. of transitions

Gv | Xv|=2|X]"" | Xy |([3] + No[Ens])

Gvr | Xvr| = [Xv|+1 [ Xv|(|Z] + |Z] + Ne|3ng]))

Complexity O(N| X | M=+ 3))

Remark 3.5 (Computational complexity analysis of Algom’thm@ Table shows
the maximum number of states and transitions of all weighted automata that must
be computed in order to obtain Gy,, according to Algom'thm where X, = X\ Xy
and Ny 1is the number of local diagnosers. In the worst case, the size of Gy, 1s
equal to the size of Gyr and, thus, the computational complezity of Algorithm[3.8 is
O(N,| X |WNsHV|5|). As expected, the proposed algorithm requires polynomial time in
the number of states of G, and is linear in the number of events of G. In addition,
notice that the Algorithm requires the computation of T by topological order-
ing and transforming the verifier obtained in Algorithm into acyclic weighted
automaton, which, as seen in [00], are both linear in the number of transitions of
the automaton. Therefore, the computational complexity of Algorithm 18, still
O(N,| X |NHD|53|), which is significantly smaller than that of the algorithm proposed
in [65], which can be checked to be O(|X|ZNsF1)| 5| Ns+1)))

3.3.3 K-Codiagnosability Analysis

In this section, we will address the problem of finding the maximum number of events
a codiagnosis system takes to diagnose a failure occurrence (K-codiagnosability). We

start with the following definition.

Definition 3.3 (K -codiagnosability) Given a system modeled as an automaton G,
we say that L(G) is K-codiagnosable with respect to Xy = {o¢} and P,,, i =1,..., Ny
if L(G) is codiagnosable with respect to Xy and P,,, i =1,..., Ny and the mazimum
number of event occurrences necessary for the codiagnosis system to diagnose the

occurrence of oy 1s K.

Let us form from G the following weighted automaton: Gx = (G, wg), where for
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all z € X and ¢ € I'(x), wg(z,0) = 1. The following proposition establishes the

relationship between K-codiagnosability and 7-codiagnosability.

Proposition 3.1 Let Gk = (G, wg) be a weighted automaton obtained from G such
that wi (z, o) =1, for allz € X and o € I'(z), and let T denote the mazimum time
to diagnose the failure occurrence, computed according to Algorithm [3.7. Then, G
is K-codiagnosable if Gy is T-codiagnosable for T = K.

Proof. According to Equation (3.6), L(G) is 71-codiagnosable for 7 :=

ma T'(st)). Writing t = ..o, then:
stG@(L(G)):);e\IJ(Ef)( ( )) g 0102 Ongy

Nst

T(st) = Zw(a:j,crj), = N,

J=1
and since wk (z,0) = 1, we can conclude that 7(st) = ng, where ng is the number

of events necessary to diagnose the failure occurrence for trace st. Therefore:
T =max {ng : (st € O(L(G))) AN (s € U(Xy))} = K,

where the last equality comes from Definition [3.1] [
According to Proposition [3.1} it is clear that there are two ways to compute the

maximum number of events K necessary to diagnose a failure occurrence:

(7) by first applying Algorithm to Gi and, after that by using Algorithm

(using diagnoser-like approach);

(73) by first applying Algorithm to Gk and, after that by using Algorithm

(using verifier approach).

The following example illustrates the computation of K.

Example 3.11 Consider once again weighted automaton G of Figure|3.15.

In order to compute K by using diagnoser-like method we first construct the
weighted automaton G = (G, wg), where for allz € X and o € I'(x), wg(z,0) = 1.
Let us initially apply Algorithm choosing G as input. The resulting weighted
automaton Gq, is shown in Figure from where we can see that this automa-
ton is the same as that of Figure except that all transitions have unit weight.
Therefore, applying Algorithm we obtain K = 2.
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In order to compute K by using the verifier method, we apply Algorithm
choosing Gy as input, we obtain automaton Gy,, depicted in Figure which s
the same as that of Figure except that transitions a/1.1, /2.2 and ¢/3.4 are
replaced with a/1, b/1 and ¢/1, respectively. Finally, applying Algorithm [3.9, we

obtain K = 2, which is the same result as that obtained by diagnoser.

l

[((IN.3N,2Y, 5YJ, (IN, 2Y}, 2Y) |—a/l—>| ({6N. 4Y}, {4Y},4Y) |
Y b/1 /1
[({IN.3N,2Y,5Y}, (3N, 5Y}.5Y) F——{[ ({5Y}. (3N, 5Y}.5Y) |

Figure 3.22: Weighted automaton G4, of Example 3.11]

IN IN2Y
b1 /0 0/1

A

3N IN 2Y IN 3N 5Y
b/1 br, /0 a/l
3N 3N 5Y

a/l C/l C/l

Y
=]
AA

Figure 3.23: Weighted automaton Gy, of Example [3.11}

3.4 Concluding Remarks

In this chapter, we first proposed a new test for the verification of language codiag-
nosability based on diagnosers that also takes into account the time interval due to
the occurrence of unobservable events and does not require the usual assumptions
on language liveness and prevention of cycles of states connected with unobservable
events. In addition, the proposed test is based on the search for strongly connected
components, as opposed to cycles [19,[21,54]. Regarding codiagnosability verifica-
tion using verifiers, we extended the verifier automaton proposed in [47] to also show
those paths that lead to language diagnosis. We proposed two algorithms for the

computation of the maximum time 7 for failure diagnosis: one algorithm that uses
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diagnosers and another one that uses verifiers. We solved the K-codiagnosability
problem by converting it into an equivalent 7-codiagnosability one; therefore making
K-codiagnosability a particular case of 7-codiagnosability. The resulting algorithms
have the lowest worst case computational complexity among those proposed in the
literature for 7-codiagnosability [63,/64] of weighted discrete event systems and for
K-codiagnosability verification of finite automata [44}62,/65]. In next chapter, we
will propose another problem in the contex of failure diagnosis: codiagnosability of
networked discrete event systems with timing structure. In order to check this prop-
erty we will propose a slight variation of the diagnoser-like automaton introduced

in this chapter and on the verifier proposed in [47].
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Chapter 4

Codiagnosability of Networked
Discrete Event Systems With

Timing Structure

In the standard failure diagnosis problem described in Section [2.3] it is assumed
that diagnosers observe the occurrence of an event immediately after it has been
executed by the plant and without loss in the communication channels. When the
plant and diagnosers are either far from each other or a more complex network is
used to connect them, communication delays are unavoidable and must be taken
into account. Such a diagnosis problem is referred, in the literature, to as codi-
agnosability of networked discrete event systems [42]. In this chapter, we consider
the codiagnosability problem of Networked Discrete Event Systems With Timing
Structure (NDESWTS) subject to bounded communication delays and intermittent
loss of observations. We assume that the communication between the plant and the
local diagnosers is carried out through a network that can have several channels,
so that communication delays can cause changes in the order of the observations.
Preliminary versions of the results presented in this chapter have been published
in [82,83]. In addition, the model for NDESWTS proposed here has also been used
to address the supervisory control of NDESWTS subject to event communication
delays and loss of observations in [38},39].

This chapter is organized as follows. In Section [4.I, we formally define
NDESWTS, and present a motivating example. In Section 4.2 we propose the
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model of the plant subject to communication delays and, in the sequel, we include
intermittent loss of observations. In Section 4.3 we present necessary and sufficient
conditions for codiagnosability of NDESWTS and propose two tests to its verifica-
tion: the first one based on diagnosers, being slight variation of the diagnoser-like
automaton introduced in Chapter [3] and a second one, based on verifiers. We present

some final comments in Section [4.4]

4.1 Problem Formulation

In this thesis, we consider the networked architecture for a distributed plant intro-
duced in [42,43], formed with m measurement sites M S;, j = 1,...,m, and N local
diagnosers LD;, for ¢ = 1,..., Ny;. Each measurement site M.S; can detect a subset
Yus; C X, of the observable event set of the system. In this configuration, only the
events detected by measurement site MS; can be communicated through channel
ch;j to local diagnoser LD;.

Differently from the approach adopted in [42], where communication delays were
represented by steps, we consider that each channel ch;; has a maximal delay T;; €
R%, where R denotes the set of positive real numbers ﬂ We denote the set of
events communicated to local diagnoser LD;, through communication channel ch;;,
as Y, C Yys,. If the communication channel chy;, between a measurement site

MS; and a local diagnoser LDy, does not exist, then X, = (). Thus, the set of

Okl

observable events of LD;, ¥, , is given by:
S, = | o, (4.1)

and, the set of observable events of the whole system is >, = UZ]\LI Yo, -

Figure shows the NDESW'T'S architecture proposed in this work for a system
with three measurement sites and two local diagnosers. Measurement site M S
communicates to local diagnoser LD; through channel chy;, those events in X,,, C
Yms,, and has a maximal delay equal T7;. Measurement site M.S; communicates
C Yps, and X

the events in X C Y us, to the local diagnosers LD, and LD,

012 022

!This means that T;; #0,i =1,...,Ns,5 = 1,2,...,m (no instantaneous transmission) but

can be made arbitrarily small.

87



respectively, through communication channels chiy and chss with maximal delays

T and Tyo. Finally, measurement site M S3 communicates to local diagnoser LD,

through channel chog, those events in Y,,, C ¥j/g, with maximal delay T53.

Coordinator |
Local Diagnoser 1 Local Diagnoser 2

6}1/11“ chio chao 1 chas
E011 E012 E022 2023
T11 T T2 Tos

MSq MSy M S5

Yms, YMS, Y MSs

Plant

Figure 4.1: NDESWTS architecture.

We make the following assumptions.

Al.

A2.

A3.

A4.

A5.

L(G) is codiagnosable with respect to P,,, i = 1,..., Ny and Xy, where G is

the automaton that models the plant.

There is only one communication channel ch;; between measurement site M S

and local diagnoser LD;, communicating the events in X

045

Each channel ch;;, is modeled by a first-in first-out (FIFO) queue, and it is
subject to a previously known maximal communication delay T;; € R7, Tj;

finite;

Yus, N Ems, =0, 4,5 € Lo = {1,2,...,m}, i # j, i.e., different measurement

sites have no common events.

Yo = BioUZnito, where Xy, (resp. Xnio) denotes the set of events subject

(resp. not subject) to communication losses.

Assumption A1 ensures that the only cases of interest are those when the lan-

guage is codiagnosable, a priori, i.e., when both no delay and no loss in the trans-

mission of the signal that corresponds to event observation is assumed. In accor-

dance with Assumption A2, an observable event occurrence is transmitted through

a unique channel to a local diagnoser; however, there may exist two channels to
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transmit an event occurrence to two different local diagnosers. Assumption A3
imposes that the maximal communication delays are strictly different from zero
for all channels. In addition, since each communication channel is modeled by a
FIFO queue, there is no change of order of observation among events transmitted
through the same channel. According to Assumption A4, two different measure-
ment sites cannot record the occurrence of the same event, which is justified by the
fact that, in practice, different measurement sites are required when the system is
either decentralized in nature (for example, computer and communication networks,
manufacturing, process control and power systems, etc.) or is informationally decen-
tralized. Finally, according to Assumption A5, the loss of observation of an event
does not change the plant behavior, but only the observation.

The consequences of transmission delays in the diagnosis system depend on the
dynamic behavior of the plant, since if the dynamic of the plant is sufficiently slow,
transmission delays may generate no adverse consequences. Therefore to better
consider the effects of the dynamic behavior in real systems, it is reasonable to
assume that a state transition cannot occur immediately after a previous one, that
is, the system needs to remain for some time in a given state before a new transition
occurs. Thus, we need to define the partial function ¢,,;, : X x ¥ — R%, where
tmin(z,0) = 7, for ¢ € I'(x), means that event ¢ can only occur at state x if the
time elapsed since the last transition occurrence is greater than (but not equal to)
7. Namely, t,,;, assigns a minimal time to the firing of each transition of G and
is defined, over a pair (z,0) € X x ¥ if, and only if, transition f(z,0) is defined.
In addition, we assume that, Vo € X and o € I'(z), tim(z,0) > 0. The need
for excluding 7 = 0 is imposed by a technical constraint necessary to allow the
NDESWTS to be converted into an untimed finite-state automaton. With a slight
abuse of language, we will refer to t,,:, (s, ) as the minimal activation time. Partial
function t,,;, is extended to domain X x ¥* in the following recursive manner: for
all z € X, tn(z,e) = 0, and tyin(x, 50) = tpin(, 8) + tmin(f(x, s),0) for s € ¥*
and o € ¥*. We can now introduce the concept of NDESW'TS.

Definition 4.1 (NDESWTS) A networked discrete event system with timing
structure NDESWTS is a S-tuple NDESWTS = (G, tmin,T), where G =

(X, 2, f,T, 20, Xn) is a finite automaton, tpy, : X x 3 — RY is the minimal time
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LD,

Yo, = {a} Yo, = {b, C}
Tll =92 T12 =0.1
M S, M Sy

(a)

Figure 4.2:  NDESWTS = (G, tmin,T) for Example 4.1} communication delay

structure (a) and automaton G with minimal time function ¢,,;, (b).

function and T : n x m is the mazimal matriz delay, where each element T;; rep-
resents the mazimal delay of each channel ch;; such that T;; € R, of there ewists
a communication channel between measurement site MS; and local diagnoser LD,

and T;; = oo, otherwise. [l

It is worth remarking that a state transition (z,0,y), where f(z,0) = y, of
NDESWTS only occurs when the time elapsed since the occurrence of the last state
transition is greater than a known minimal activation time ¢, (z,0) € R%. Notice
that this modeling is not restrictive since the minimal firing time t,,;,(x,c) can be
as small as possible. The following example illustrates a networked discrete event

system with timing structure.

Example 4.1 Consider the networked discrete event system with timing structure
NDESWTS = (G, tyin,T) shown in Figure[{.4(a), where the communication delay
structure of the NDESWTS architecture is presented and Figure ( b), where au-
tomaton G together with the minimal time function t,.;, is depicted. Notice that
the NDESWTS communication delay structure consists of two measurement sites
and only one local diagnoser; measurement site M.S; communicates only event a
to local diagnoser LDy through channel chyy, with mazximal delay Ty, = 2 time
units (t.u.), whereas measurement site MSy communicates events b and ¢ to lo-
cal diagnoser LDy with mazimal delay Ty = 0.1 t.u. Therefore T = [Ty Tis] =
[2 0.1]. Regarding the minimal time function t,,, according to Figure ( b) tmin

is gien as: tumin(To,0f) = 0.1, tpin(T0,0) = timin(21, @) = toin (23, ¢) = tpin(T4, ) =
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tmin(T5,¢) = 1 and tpm(x2,b) = 3. Notice that label over transition f(xy4,a) = x5
means that ty.,(xs,a) = 1, which means that the event a occurs at least 1 t.u. after
G enters in stalte x4; the remaining labels are similarly interpreted.

In order to distinguish between the occurrences of events a, b and ¢ and their
observations by diagnoser LDy, let a,, by and ¢ denote the successful observation
of events a, b and c, respectively. Notice that when the system generates trace
51 = opabc?, where p € N, event a will always be observed by the local diagnoser
LD before the occurrence of event b, since the observation of event a can be delayed
by at most Ty; = 2 t.u. and event b occurs at least 3 t.u. after the occurrence
of event a, as show in time line depicted in Figure [{.3 In addition, event c is
always observed by LDy after the observation of b since they are transmitted through
the same communication channel. Therefore, after the occurrence of trace sy, the
diagnoser observes s15 = asbsct. Notice that, in this case, the system dynamics and
the communication channel delays do not interfere in the order of trace observation
of events.

On the other hand, when the system executes trace so = bac?, where ¢ € N, events
b and a will not be observed in a different order of occurrence since tin(x4,a) >
Tys. However, it is possible that the diagnoser observes either sos = bsascl or
shy = bscsa,c™1 as shown in the time line, depicted in Figure . Notice that
since tmin(xs,¢) = 1 < Ty = 2, the first observation of ¢ (cs) may take place before
the observation of event a (as). However, the subsequent observation of ¢ will be
made after as, since tyin(Ts,cc) = tmin(Ts5, ) + tmin(Ts,¢) = 2 = Th1; notice that
in Figure[{.4], even though as and the second event ¢ occur at the same time, ¢ is
always observed after ag, since c¢s must occur after event c, i.e., between ]2;2.1] time

units after occurrence of event a.

Remark 4.1 If, in the networked system of Example we adopt, instead of the
NDESWTS structure proposed here, the the communication delay approach using
steps, proposed in [35,42,45], and assuming that the delays of channels chyy and chys
are at most 1 and 0 steps, respectively, then a change in the order of the observation
of events a and b after trace s; = orabc? must also be taken into account, i.e., two
observation traces must be considered; sis = asbsc? and s|, = bsascE. Regarding

trace s, = bac?, like in the structure adopted here ,two observation are possible,
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v 4 4 4’
2 3 3.1

tmin (172 y b)

Figure 4.3: Time line after occurrence of events a and b, in trace s; = orabc?,

where p € N.
| Ty |
T2 T12
ia iC $CS *067 Cc Cs
1 1.1 2 2.1
< ¢ 4

tmin (.T5, C) tmin (3:57 C)

Figure 4.4: Time line after occurrence of event a and two events ¢, in trace s, = bac?,

where ¢ € N.

Sgs = bsasc? or sh, = bycsa,ct™t. Notice that s}, = sy, which implies that, in this
case, the language is not networked diagnosable [42,435], which is incorrect since, as

we saw n Example 4. 1), the observed trace s . = bsas,c? cannot occur.
1s S

Motivated by this example, we propose, in this thesis, an alternative approach
for failure codiagnosability that considers heterogeneous temporal behavior of the

plants.

4.2 Modeling of NDESWTS

4.2.1 An Equivalent Untimed Model of NDESWTS Subject

to Communication Delays Only

In order to propose a model that takes into account possible changes in the order
of observation of the events when compared with actual order of occurrence in the
system, we need to distinguish an event o € ¥, ., that is being transmitted from

measurement site M.S; to the local diagnoser LD); through communication channel
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ch;j, from its observation by the local diagnoser LD;. To this end, we create an
event o, that models the successful observation of o by LD, and form the set of

observable events that are successfully communicated to local diagnoser LD;, as

follows.
=S5, (4.2)
j=1
where 5 = {0, : 0 € ¥, }.
Let us now define function ;, for ¢ = 1,..., Ny, that returns the successful

observation event oy, of event o generated by the plant as follows.
(EDHEES DS (4.3)

where 9;(e) = ¢, Yi(0) = oy, for all 0 € X, and ;(s0) = ¥i(s)Yi(o), Vs € X,
and o € X,,. Function 1; is extended to languages by applying it to all strings
in the language. In this regard, for the set of events %, ¥i(%,,) = U, x5, %i(0).

*
0;?

V() = e, ¢ (05,) = 0, forall o, € 35 and ¢; ' (so,,) = ¢; ' (s)Y; ' (0,), Vs € 85

In addition, we can define ;! its inversion function as ;' : dior — M., where
and oy, € ¥; . The system behavior in the presence of delays will, therefore, be

modeled by a language defined over the following extended set of events:
Y=Y uUX;. (4.4)

In order to obtain all possible observations of a trace s € L(G) by a local diag-
noser LD;, we introduce a function that inserts events belonging to ¥j based on
the maximal communication delay bound 7;;, minimal time function ¢,,,, and event

sets 2,,;. Let us first define the following projections:

P X = ¥, (4.5)
Pioy 1 X7 = X5, (4.6)
Py 50— 55, (4.7)

P, : ¥ = X5 (4.8)

In addition, let w,u) denote the prefix of a trace w € X7 whose last event is the [-th
occurrence of o, and let w_u) be the prefix of w whose last event is the [-th occurrence

of o, if ag? € w, or w, if a§? ¢ w. For instance, let ¥; = {a,b,c, 0y, a4, cs, } and
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w = abag, accs, as, c. Then, w, ) = abas,a, w ) = abag, accg, and w o) = w. The idea
51 S1

of defining w, ) and w_ 1s to establish a comparison between the event occurrence
Sq
and its observation in a given trace. We can now introduce the concept of insertion

function.

Definition 4.2 (Insertion function) An insertion function associated with local di-
agnoser LD; and observable events in X, ., transmitted through communication
channels ch;; that have mazimal communication delays bounds T;;, is a mapping:
Xi : L(G) — 2%
s = xi(s),

where w € x;(s) if it satisfies the following conditions:
1. P(w)=s;
2. For allo € 3,,;, and o) € w:
tin (20, Pi(w,0)) = tmin(@o, Pi(wo0)) < T (4.9)
8. For all o, € X5, and ol € w:
o € w0, (4.10)

and
|‘Pi,0ij (wa(l))| = |H:,5i]' (wggl'))|, (411)

where |.| denotes the length of the trace.

The extension of y; to the domain 2% is defined as x;(L(G)) = Usera) xi(0)-
Condition 1 ensures no event in ¥, can be inserted to s in order to form w, i.e.,
only w must be obtained from s by inserting events in ¥; . Condition 2 ensures that
the delay between the occurrence of event o € X, ;, and its observation oy, € X7 is
not larger than the maximum delay bound 7;; (Equation (4.9)). Finally, Condition 3
ensures that the observation o, of an event o only occurs after event o has occurred
in trace w (Equation (4.10))), and that the observation of events transmitted through
the same communication channel is in the same order of their occurrence in trace s
(Equation (4.11))). The following example illustrates the usefulness of insertion

function y;.
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LD,

Yo, = {a} Yo, = {b, C}
Tll =92 T12 =0.1
M S, M Sy

(a)

Figure 4.5:  NDESWTS = (G, tmm,T) for Example [4.1] where communication
delay structure (a) and automaton G with minimal time function ¢,,;, (b), which is

considered again in Example [£.2]

Example 4.2 Consider the networked discrete event system with timing structure
NDESWTS = (G, tmin,T) shown again in Figures [{.5(a) and [4.5(b), and assume
that trace s; = opabc?, p € N has been evecuted by the system. Let us consider
tmcefﬂ wy, W, w3, wy € X7, where wy = oraabbsas(ces)?, wy = orabagbs(ccs)?, wy =
oraasbsb(ces)? and wy = Jfaasbccsbs(ccs)p_l. Notice that none of these traces belongs
to x1(s1), since (i) Pi(w1) = oraabc? # s1 (wy violates Condition 1 of Definition
; (19) tmin(zo, Pi(opabas) — tmin(To, Pi(0fa)) = tmin(o, 0pab) — tmin(xo, 0ra) =
(014+143)—(0141) =3 > Ti; = 2 (we violates Condition 2 of Definition
; (4i7) b e ws, but bV ¢ w3 (ws violates Condition 3, Equation (4.10), of
Definition ; (1v) one event c ;3 observed before b in trace wy, however, these
events are transmitted through the same communication channel; this is recognized
by Equation (4.11), as follows: |Pi,,(craash)| = |b| = 1 # |Pis,,(0raasbeeshs)| =
|csbs| = 2 (wy violates Condition 4 of Definition [{.4). As we are going later on in
this section, the set of traces in ¥} associated with all possible observations of trace

s by local diagnoser LDy due to communication delays will be given by:

x1(s1) = {oraasbbs(ccs)P}.

Notice that the projection in X5 of the trace in x1(s1) is Pis(x1(51)) = 515 = asbsc?,

as expected.

2Since, in this example, there exists one local diagnoser only, we omit the subscript associated

with the local diagnoser number, i.e., replace o4, with os.
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To characterize the behavior of NDESWTS in the presence of delays of obser-
vations, we will present an algorithm for the computation of untimed finite state
automaton G; = (X;,%;, fi, [y, zo,,0), formed from NDESWTS = (G, tyin, T). In
order to capture the observable event occurrences and their possible observations,
the states of G; will have two components, as follows: (i) the first component ac-
counts for the corresponding state of GG, and (ii) the second component accounts for
the observable events that were generated by G in order to reach state x and whose
observations are being transmitted to local diagnoser LD; together with the minimal
time elapsed between the occurrences of these observable events. For instance, let us
consider a hypothetical state (z,a 0.5 b 0.2 ¢) of G;, depicted in Figure , which
corresponds to the case when some plant G has reached state x after the execution
of a trace s € L(G) that contains, in that order, the observable events a, b and c,
whose observations are still being transmitted to the local diagnoser, and the time
elapsed between the occurrence of event a and b (resp. b and c) is, at least, equal
to 0.5 (resp. 0.2) t.u. It is worth remarking that, trace s can have other observable

events whose observation finished before state (z,a 0.5 b 0.2 ¢) was reached.

Observable events whose occurrences
are still being transmitted.

Order of occurrence in the plant:
a—+b—c

v
I Associated plant state I <x7 CLO . 5bO . 26)
A A

Minimal time elapsed between I I Minimal time elapsed between
the occurrences of a and b the occurrences of b and ¢

Figure 4.6: Example of a state of automaton Gj.

The construction of G; is carried out by manipulating traces composed by events
and real numbers that form the second components of the states of G;. To this end,
let I, ={1,2,...,p}, where p € N, with N denoting the set of positive integers, and
define set Q; :={q¢=q1q2---q : Yk € Iy, (qx € X0,) V (& € R1)}, where R, denotes
the set of non-negative real numbers and ¢ € In,. With slight abuse of notation, we
say that g, € ¢, if there exist ¢/, ¢" € Q; such that one of the following conditions

in satisfied: () ¢ = ¢'q,q"; (41) ¢ = ¢'qp; (130) ¢ = gpq"; (1v) ¢ = ¢,. Notice that, the
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clements of Q; are traces formed by observable events in ¥, and numbers in R.

Let us define the following operations.

Definition 4.3 (a) The link operation is the mapping link : Q; X Q; — Q; where,
for every q =q---q and p = py - - - pi belonging to Q;,

gy + Ce Dk, 0 , cR
lz'nk:(q,p): q1 QIl(QI pl)p2 Pk if @, ;1 + (4‘12)

Qi qp1-- - pr, otherwise.

(b) The cut operation is the mapping cut : Q; — Q; where, Vg = q1q2-- - q € Q;,

qu Quw+1 " " 41, Zf (Elw < l)[(qw S Zoi) A (QJ € R—ij € {17 s W — 1})]
0,if g e Ry, Vje{1,2,.., 1}

cut(q) =

(4.13)
(¢) The addition operation is the mapping add : Q; x X x X — Q; where, for all
I=q g€ Q,reX ando €,

cut(link(q, tmin(z,0)0)), if (0 € Xp,) A (f(z,0)!)
add(q,v,0) = cut(link(q, tmin(,0))), if (0 € Zuo,) A (f(x,0)) (4.14)

undefined, otherwise.

(d) The removal operation is the mapping
rem: Q; x N— 9,

where, for all g = q1q2---q; € Q;,

(

cut(gz - q), if (k =1)
link(qr - qr—1, qe+1- - @), if (L <k <1)
cut(qr---qi—1), if (k=1)

| undefined, otherwise.

rem(q, k) = (4.15)

(e) The measurement site index function ms is the mapping
ms: Xy, — {1,2,...,m}
where, for all o € ¥,,,

o if o € Y, for some 1 € {1,..., Ny
ms(o) = i o f { J (4.16)
undefined, otherwise.
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(f) The observable event index function I, is the mapping
I, : Q; x 2% — 2N
where, for all g =q1---q and all X,, C 3,
1,(q,%,,) ={ke{l,....0} : qx € 55,} (4.17)

According to Definition [4.3] function link(g, p) simply concatenates two traces ¢
and p that form the second component of the states of GG; in the usual way except
when the last element of ¢ and the first element of p are numbers, in which case they
will sum up. Function cut(q) either eliminates the prefix of trace ¢ formed only by
numbers before the first observable event or set ¢ to 0 if g is formed only by numbers.
Function add(q, x, 0) adds elements to ¢ that depends on if ¢ is observable or not in
order to form the second component of the new state of GG; after the occurrence of
o as follows: (i) if o is observable, it is added together with the minimal activation
time; (77) if o is unobservable, only the minimal activation time is added. Function
rem(q, k) removes from ¢ its k-th element and function ms(o) returns the index j
which corresponds to measurement site M.S; that detects the occurrence of event o.
Finally, the observable event index function of trace ¢ is the set of indices of all
events in trace ¢ that belong to ¥,,.

We now present Algorithm to construct GG;. The idea behind Algorithm
is to model all changes in the order of observation of the events by local diagnoser

LD;, caused by delay in the communication channels ch;;, for j € I,,.

Algorithm 4.1 Construction of automaton G;

Input Networked system NDESWTS = (G, tpin, T), Yoy, Jorall j € Iy,
Output Automaton G; = (X;, %, fi, Ty, xo,, 0).

STEP 1. Define the initial state as xo, = (20,0) and X; = 0;

Y

STEP 2. Form sets X,,, Egij, Jor all j € I, ¥;. and X; according to Equations
@), @2) and @), respectively;

STEP 3. Create a FIFO queue F' and add xo, to F';
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STEP 4. While F # () do:

STEP 4.1 (z,q) + Head(F) and Dequeue(F);

STEP 4.2 X; < X; U{(x,q)};

STEP 4.3 Let ¢ =q1q2---q and I, = {1,...,l}. Form the following set of indices:
(a) I, = I,,(q,Zo,), in accordance with Equation (4.17));
(b) It,r =1, \ [oi;'

STEP 4.4 For o € T'(z):

STEP 4.4.1 Set FLAG =TRUFE

STEP 4.4.2 If I,  # 0 then
While (k € I,) A (FLAG = TRUE) :

(a) Compute

Yy k<t
minet(qy) = { P\
0, if k=0

(b) Compute p = ms(qy)
(¢) If minet(qy) + tmin(z,0) > T, then Set FLAG = FALSE
STEP 4.4.3 If FLAG = TRUE then

Set z; = fi((z,q),0) = (f(x,0),add(q, z,0));

Else z; not defined
STEP 4.4.4 If (Z; & X;) N (Z; € F) A &;!, then Enqueue(F,Z;);
STEP 4.5 For j € I,,:
STEP 4.5.1 Foro €3,

(a) Form set Y; ={k € I, : q. € X, }.

(b) If Y; # 0 then:

o Compute v =min(Yj);

o Compute of = 1(qy), according to Equation (4.3));
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o Set i; = fi((z,q),05) = (x,rem(q,v));

o If (z; ¢ X;) N\ (2; € F), then do enqueue(F,z;);

STEP 5. Define I';(x;) = {0 € 5 : fi(x;,0) is defined}, Va; € X;;

In Step 1 of Algorithm 1, we define the initial state of automaton G; as xy, =
(20, 0), where x( is the initial state of plant G, and the second component is set as
zero to determine that no observation is being transmitted to the local diagnoser
LD; at state xo,. In Step 2, we form the set of successfully observed events ¥
that are communicated to local diagnoser LD;, and the extended set of events X;.
In Step 3, in order to define the other states and the transition function of G;, we
create a queue of states F', which is initially equal to F' = [zo,]. In Step 4.1, we
set state (z,q) as the first state in I’ and remove this state from F. In Step 4.2,
we add it to set X; and, in Step 4.3, we form sets I,, which stores the indices of
the positions of the observable events in ¢, and I;,, which stores the indices of the
minimal times on the right of the observable events whose indices are stored in I,,.
This is important since the sum of those times will determine if a new event o can
be added to ¢, when the sum is smaller than the maximal delay of all events in ¢,
or that one of the events in ¢ must be observed by the local diagnoser. These are
the ideas behind Steps 4.4 and 4.5, which are detailed as follows.

In Steps 4.4 and 4.5, we define the transitions from (z,¢) and add to F' only
the new states reached by these transitions. In order to compute all accessible part
of GG;, we repeat Step 4 until F' becomes empty. At each iteration of Step 4, the
new transitions, from state (x,q) are defined as follows. In Step 4.4, we define
transitions from state (x,q) that correspond to new occurrences of events in the
plant, and thus, they are labeled by events that are active at state x of G. To this
end, in Step 4.4.1, we set a boolean flag equal to TRUE. In Step 4.4.2, if I, is
not empty then, for each index in I,,, we compute: (a) the sum of real numbers
(minimal times) which are on the right of event ¢ in ¢ and (b) the measurement
site index of event ¢, in accordance with Equation . In Step 4.4.2(c), if the
sum of the minimal elapsed time of event ¢, and the minimal time of o is greater
than the maximal communication delay of ¢; then we set FLAG = FALSE. In Step
4.4.3, if FLAG is TRUE then the transition corresponding to event ¢ can be defined
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in state (z,q), since either (i) there is no event in ¢, namely, I,, = () or (ii) there
is no observable event ¢ inside ¢ whose transmission of its observation must be
finished before the occurrence of o, i.e., Vqi,, minet(qi) + tmin(z,0) < T;,. We then
obtain the state #; reached by the new transitions by means of f(z,q) and add
operation. In Step 4.4.4, if £; does not belong to the set of events X; and queue F,
then we add z; to the end of queue F'. In Step 4.5, we search for the events whose
observation transmission can be successfully observed at state (z,q). Notice that,
for each communication channel, only the first event inside ¢ whose observation is
transmitted through this channel can be successfully observed at state (x,q), since
the channels are modeled by FIFO queues. In Step 4.5.1(a), we form Y;, which is
the set of all indices corresponding to events in ¢ transmitted by the same channel

ch;;. 1t Y, is not empty, in Step 4.5.1(b), we define transitions from state (z,q)

S
05

labeled by events in 32 | i.e., events corresponding to the success of the observation
transmission to the diagnoser, as follows. First, we compute v = min(Y;). Second,
the successful observation event of ¢, o, is computed according to Equation (4.3)).
It is important to notice that since v is the smaller index of Y}, then there is no
change in the order of event observations that are transmitted through the same
channel, which guarantees that each channel ch;; is modeled by a first-in first out
(FIFO) queue. After computing o, we set state «; which is reached from (z,q)
through o by applying rem operation. If new state z; does not belong to the set
of events X; and queue F, we add z; to the end of queue F. Finally, in Step 5, we

compute the set of active events, for all states of G;.

Remark 4.2 The observable event set of G; is ¥;, = Y. and not X, and the un-

observable event set is X;,, = X, i.e., the occurrence of an event o5, € X5 represents

tuo

the successful observation of event o € X,, by the local diagnoser LD;.

Example 4.3 Let us consider the networked discrete event system with timing
structure NDESWTS = (G, tmm,T) shown in Figures [{.7(a) and [{.7(b), where
Y = {os,a,b,c}, ¥, = {a,b,c}. Applying Algorithm by using as input G,
Yo, ={a}, 3o, =1{b,c}, T = [T11 Th2] =[2 0.1] and tin, defined according to Fig-
ure we obtain automaton G;, i = 1, depicted in Figure[{.8, whose construction

can be explained as follows. In Step 1, we define the initial state of automaton (xg,0),
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LD,

Yo, = {a} Yo, = {b, C}
Tll =92 T12 =0.1
M S, M Sy

(a)

Figure 4.7:  NDESWTS = (G, tyn, T') for Examples [4.1] and [4.2] where communi-
cation delay structure (a) and automaton G' with minimal time function ¢,,;, (b),

which is considered again in Example [1.3]

where value 0 second component indicates that no observation is being sent to the
diagnoser. In Step 2, we form the sets ¥, = {a,b,c}, X5 = {as}, 35, = {bs, cs},
¥ = {as, bs, ¢}, and X1 = {0y,a,b,c,a5,bs,cs}. In Step 3, we create a queue of
states F' = [x0,0], and thus, we repeat Step 4 until F' becomes empty. In Steps 4.1
and 4.2, we set (z,q) = (x0,0), F =[] and X1 = {(x,0)}. In Step 4.3, we create
the set of indices 1, that contains the indices of the events which belongs to X,
inside q. Thus, I,, = () since ¢ = 0. In Step 4.4 (resp. Step 4.5), we define the
transitions from state (x,q), labeled by events in X (resp. X5 ) associated with the
occurrences of events in the plant (resp. successful observations). In Step 4.4.1,
we set FLAG = TRUE. The next step, Step 4.4.2, should be skipped since I,, = ().
Since I'(xg) = {oy,b} and FLAG = TRUE, we define, in Step 4.4, two transitions
from state (z9,0) labeled by events b and oy, which define new states (x4,b) and
(x1,0), respectively, and, thus F' = [(z4,b), (x1,0)]. Notice that, event b (resp. o)
is added (resp. not added) to the second component of the reached state since it is
an observable (resp. unobservable) event. Finally, since I, = 0, then sets Y;, to
be formed in Step 4.5 for each communication channel ch;;, for j = 1,2 are also
empty. Therefore, no transition will be defined in Step 4.5.

Assume that after some iterations of Step 4, state (xo,a) is the first state of
queue F'. Then, in Step 4.3, we obtain I,, = {1} and I,, = 0. In Steps 4.4.2(a) and
4.4.2(b), we compute minet(a) = 0 and p = ms(a) = 1, respectively. Notice that
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even b € I'(xy), transition labeled by b is not defined in state (xo,a). This so because,
in Step 4.4.2(c), minet(a) + tyin(xe,b) =3 > Tyy = 2. In Step 4.5, since I,, = {1}
and v =1 (corresponding to the position of event a in q), we define the state to be
reached by (x2,a) as fi((z2,a),Y1(a)) = fi((xe,a),as) = (z2,rem(a, 1)) = (22,0),
and thus, transition labeled by as is defined in state (xq,a). This means that event b
cannot occur before the observation of a. Let us now assume that (z,q) = (x5,a) at
the beginning of Step 4. Then, in Step 4.3, we obtain I,, = {1} and I;, = 0. In Steps
4.4.2(a) and 4.4.2(b), we compute minet(a) = 0 and p = ms(a) = 1, respectively.
Notice that transition labeled by c is defined in state (x5, a) in Figure . This so
because, ¢ € I'(xs) and (minet(a) + tmmn(xs,¢)) = 1 < Ty = 2. We define the
state to be reached by (xs,a) due to event ¢ as (f(xs,c),add(a,zs,c)) = (v5,alc).
In Step 4.5, since I,, = {1} and v = 1, we define the state to be reached by (s, a)
as fi((zs,a),¥1(a)) = fi((z5,a),as) = (x5, rem(a, 1)) = (x5,0), and thus, transition
labeled by as is defined in state (x5, a).

To conclude the example, let us consider state (xs,alc). Then, in Step 4.3,
we obtain 1,, = {1,3} and L, = {2}. In Steps 4.4.2(a) and 4.4.2(b), we com-
pute minet(a) = 1, minet(c) = 0, p, = 1 and p. = 2, respectively. No-
tice that even ¢ € I'(x3), transition labeled by c¢ is not defined in state (vs,alc).
This so because, in Step 4.4.2(c), (minet(a) + tpmin(rs,c)) = 2 = Th1 = 2 and
(minet(c) + tmin(zs,¢)) = 1 > Ty = 0.1. In Step 4.5, two states can be reached
by state (z5,alc): (i) fi((zs,alc),v1(a)) = fi((zs,alc),as) = (x5, rem(ale, 1)) =
(x5,¢), and (i7) fi((x5,alc),P1(c)) = fi((x5,alc), cs) = (x5, rem(ale, 3)) = (x5, al).

a Qg b b >

z1,0 | 2,0 p| 2,0 SEEENY = 23,0 [ x3,C
Cs
o
f s
—» 20,0 Ts,C < 25,0 |e
Ar c y Y
b as as
A4 b a c

s C

T4,b 24,0 » 5,0 x5, alc—=p| 5, al
| as

Figure 4.8: Example of automaton G of Example [4.3]

103



Remark 4.3 There are some simple observations we can immediately make re-
garding the previous example.  First, L(G1) = {oraasbbs(ccs)?, bbsaas(ccs),
bbsaccag(ccs )™t bbsacases(ccs)?™}, p,g € N. L(Gy) is equal to x1(s1) U x;(s2)
by checking the conditions of Definition for Example where s = oypabc?
and sy = bac?. Since L(G) = {s1,$2}, L(G1) = x1(L(Q)). In this section, we will
get into formal details in order to prove that the equality L(G;) = x;(L(G)) always
holds.

Second, notice that from failure trace s; = opabc?, we can obtain trace
Pis(x1(s1)) = 815 = asbsc? which is actually observed by local diagnoser LDy. From
normal trace sy = bac? we can obtain traces Pis(x1(s2)) = {Sa2s, 5.}, such that

S9s = bsasc? and sh, = bycsasct™!.

Thus, for inspection, we can point out that lan-
guage G is diagnosable by L D1, since local diagnoser LDy will be sure of the failure
occurrence oy after receiving the information of first event as ( traces sq5 and sh,
starts with event b ). Formally, we will define codiagnosability of networked discrete

event systems with timing structure (NDESWTS) in Section [4.5
The following results concern automaton G; obtained by Algorithm [4.1]

Lemma 4.1 Let w € L(G;) and define (x,q) = fi(xo,,w). Then:

(¢) x = f(zo, Fi(w));

(b) q =0 if, and only if, every event o in w that belongs to ¥, has its occurrence
esther successfully transmitted o, in w. Otherwise, ¢ = q1q2 - - qx € Q;, where
G € X, and every qr € X,,, k € {1,2,...,k}, corresponds to one occurrence
of event qy in w which is still being transmitted, with minet(qy) (stated in Step
4.4.2(c) of Algom'thm equal to the minimal time interval elapsed since the

occurrence of qr in the plant.

Proof. The proof is done by induction in the length of the traces w € L(G;).

e Basis step: According to Step 1 of Algorithm [4.1] the initial state of G; is
equal to xg, = (z9,0). Thus, for w = ¢, fi(xo,,w) = (20,0), which agrees
with the facts that: (a)f(xo, P;(€)) = x¢, and (b) there is no event in w whose

occurrence has not been transmitted.
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e [nduction hypothesis: Yw € L(G;), such that |w| < p, fi(zo,,w) =

(f(xo, Py(w)),q), where ¢ = 0 if, and only if, every event ¢ in w that be-
longs to X,, has its occurrence successfully transmitted o, in w. Otherwise,
4=qq2...q € Q; where ¢; € ¥,, and every g, € X,,, k € {1,2,...,l}, corre-
sponds to one occurrence of event ¢ in w which is still being transmitted, with
minet(q,) equal to the minimal time interval elapsed since the occurrence of

qr in the plant.

Inductive step: Consider a trace wo € L(G;) such that |w| = p and o € ;.
We will prove initially item (a) and, after that, item (b).

Notice that, according to the induction hypothesis, the first component of
state f;(xo,,w) is equal to f(xg, P;(w)). Let us first consider the case when
o € . Then, according to Step 4.4 of Algorithm (1.1} o € T'(f(zo, P;(w)))
and the first component of the reached state is equal to f(f(xo, Pi(w)),0) =
f(zo, Py(w)o) = f(xo, Pi(wo)). Let us now consider the case when o € X .
Since, according to Steps 4.5 of Algorithm 4.1} the transitions of G; labeled
by events in ¥ do not modify the first component of the state, the first com-
ponent of f;(xg,, wo) is equal to f(zg, P;(w)), which is equal to f(xg, P;(wo))
since P;(w) = P;(wo).

Let ¢ denote the second component of state f;(zo,, w). Then, according to the
induction hypothesis, ¢ satisfies part (b) of the lemma statement with respect
to trace w. According to Algorithm the second component of the state
reached from state f;(zo,,w) by a transition labeled by an event o; € 3; is

determined as follows:

(b1) If 0; = o € 3, then, according to Step 4.4, the second component of
the reached state is add(q,z, o), where, according to Definition (a),
function add links, to the right of g, either trace t,;,(x,0)0, if 0 € 3,,,
or tin(z,0), if 0 € X, and also removes the largest prefix formed only
with non-negative real numbers. In this case, the second component of
the state reached from f;(xo,, w) by the transition labeled by ¢ will be as
follows: t,,in(z,0) must be added to the right of ¢ after the occurrence

of o in the plant to enforcing that minet(qy), defined according Step
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4.4.2(c) of Algorithm [4.1] be equal to the minimal time interval elapsed
since the occurrence of the k-th event of the second component of the
reached state; in addition, o has to be added to ¢ when o € 3,,, since
its occurrence has not been observed in wo, whereas, in the case when

0 € Yy, nothing else has to be added to q.

(b2) If 0; = o}, € X}, then, according to Step 4.5 the second component of
the reached state is rem(q, v), where v is the index of the first occurrence
of event 1; !(c%) in ¢ and, according to Definition [4.3(d), function rem
removes ¢, from ¢, and also removes the largest prefix formed only with
non-negative real numbers. Thus, the occurrence of an event o;, € X7
represents the successful of the observation of an event in w, namely, it
models the successful of the observation of event ¢, stored in g. Thus, we
can conclude that we must remove ¢, from ¢ to obtain the second com-
ponent of the reached state, as done by using function rem in Algorithm
4.1} In addition, notice that, functions add and rem are defined by using

function cut, which removes, from g € Q;, the largest prefix formed only

with non-negative real numbers.

Finally, notice that in (b1) and (b2), functions add and rem guarantee that the
first element of the second component of the reached state belongs to X,,, if the
second component of the reached state has at least one element belonging to X,,,
or that the second component of the reached state is equal to 0, otherwise. In both
cases, the lemma statement holds true, and this completes the proof. [

Based on Algorithm we can state the following theorem related to the ob-

servation of the language generated by G;.
Theorem 4.1 L(G;) = xi(L(G)).
Proof. The proof is done by induction in the length of the traces w € X.

e Basis step: Let w = €. Then, w € x;(L(G)) since Pi(e) = ¢ € L(G) and ¢
satisfies Conditions 2 and 3 of Definition[4.2] In addition, we can also conclude
that w € L(G;) since the initial state of G; is defined ((x,0)).

e [nduction hypothesis: For all traces w € ¥ such that |w| < p, w € L(G;) <
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e [nductive step: Let wo; € 3F be such that |w| = p and 0; € %;,. From

Definition [£.2] if w ¢ x;(L(G)) then wo; ¢ x;(L(G)). In addition, since L(G;)
is, by definition, prefix-closed, if w ¢ L(G;) then wo; ¢ L(G;). From induction
hypothesis, we can only consider the case when w € L(G;) and w € x;(L(G)).
This implies, according to Definition that there exists s € L(G) such that
s = Pj(w) and that w satisfies Conditions 2 and 3 of Definition 1.2, We will
first consider the case when o; = ¢ € ¥, and, in the sequel, the case when

o =0, € X

0; = 0 € X in this case, Condition 3 of Definition is satisfied for wo since
it is also satisfied for w. Regarding Condition 1 of Definition 4.2], notice that
transitions from state f;(zo,, w) labeled by events in ¥ are defined, in Step 4.4
of Algorithm [4.1] for those events that belong to I'(f(zo, s)) since, according
to statement (a) of Lemmal[d.1] the first component of state f;(zo,,w) is equal
to f(xo,s). It makes sense, since P;(wo) = so, wo satisfies Condition 1 of
Definition 4.2 only for trace so, which implies that so must be in L(G) for wo
to be in x;(L(G)), or equivalently, 0 must be in I'(f(zo, s)). To check if wo
satisfies Condition 2, let ¢ denote the second component of state f;(zo,,w),
and consider the problem of verifying the possibility of occurrence of event
o € X before the observation of one of the events belonging to ¥J,, that form q.
According to Step 4.4, this verification is carried out by checking if ¢ = 0 or,
when ¢ # 0, by comparing, for every g, € X,, that forms ¢, the minimal time
elapsed since the occurrence of ¢, with the delay bound of the channel that
send the occurrences of ¢, to the diagnoser. Thus, the transition labeled with
an event o € I'(f(zo,s)) from state f;(zo,, w) is defined if, and only if, either
q = 0 or, for every ¢, € X,, that forms ¢, the delay bound T;,, p = ms(gx)
is higher than minet(qy) + tmin(f(xo, P;(w)), o). Notice that, in accordance
with statement (b) of Lemma [4.1] checking this condition is equivalent to ver-
ify if every event in ¥, , that has occurred in wo and whose observation has
not occurred, satisfies Equation [4.11} In addition, since w satisfies Condi-
tion 2, every event in w whose occurrence has been observed in w also satisfies
Equation [4.11] Therefore, we can conclude that, when o € ¥, wo € L(G;),
wo € xi(L(G)).
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(it) 0; = oy, € Xj : in this case, Pi(woy) = Pi(w), which implies that woy, satisfies
Condition 1 of Definition 4.2 for s € L(G). In addition, wo? also satisfies Con-
dition 2 of Definition [4.2] since it is satisfied for w. Thus, it remains to check if
Condition 3 holds true for trace wo;,. To do so, let us consider a transition from
state f;(zo,,w), labeled by event of € 1;(%,,), carried out in Step 4.5, which
is repeated for each communication channel ch;;, j = 1,2,...,m. In Step 4.5,
the set of indices Y} is computed with respect to the second component of
state f;(xo,,w), denoted by ¢, and set 3,. Notice that, in accordance with
Lemma wo? satisfies Equation if, and only if, ;' (0%) € ¢. Thus,
when Y; is nonempty, index v = min(Y;), computed in Step 4.5, defines event
¢, that corresponds to the first event in ¢ whose occurrence is sent through
channel ch;;. As a consequence, v;(q,) is the only one event in ,;(%,,) such
that wi;(q,) satisfies Equations and (4.11)), and, according to Step 4.5,
it is also the unique event in v;(%,,) that is used to create a new transition
from state f;(xo,, w). Therefore, it can be concluded that, when o; = o} € ¥

wo; € L(G;) < wo; € x;(L(G)), which completes the proof. m

Remark 4.4 (Complexity to compute automaton G;) Given a networked discrete
event system with timing structure NDESWTS = (G, tpin, T) let us define the fol-
lowing variables: T = max{T;; : T;; € RL} and t = min(tymm(x,0)), for allz € X,
o€, and T =max{z € Z: z <T'/t}, where Z is the set of integer numbers. In
order to compute the mazximal number of states of G;, let us consider that link(q, p)
only concatenates q and p. Namely, it does not add the last element of q with the
first element of p when they are real numbers, and thus, every state of G; has the

following form:
(i) either the form (x,qo) where x € X and qo € X,, U{0};

(i7) or the form (z,qoeies...ex) where v € X, qy € X,, and, forr =1,2,... k,
either e, is a real number (the minimal activation time that corresponds to ei-
ther an event in X, or an event in ,, whose transmission has been finished),
or e, is a real number concatenated with an event belonging to ¥, (which cor-
responds to a minimal actiwation time and its associated event in X, whose

occurrence is still being sent).
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In the worst case, G; will have | X|(|2,,] + 1) states for (i) and | X|*|%,,

(120:| +

|X))* states with the form (ii). In addition, by assuming that all minimal activation
times are equal to t and all mazimal observation delays are equal to T, it can be
seen that k < T since, if k > T, then the mazximal observation delay of event qq is

violated. Thus, we can conclude that, in the worst case:

z =,
k=

[ X1(1%%0,

+ 1) + | X P2,

+[3))*

Therefore, X; is:
O (IXP1Z0,] (120, + D7) .

Finally, it is worth noting that the number of states in the worst case may only
decrease if we compute link(q,p) as determined by Definition 1.e., by adding the

last element of q with the first element of p when they are real numbers.

4.2.2 An Equivalent Untimed Model of NDESWTS Subject
to Communication Delays and Intermittent Loss of

Observations

We will now extend the model developed in Algorithm [4.1] to also take into account
the intermittent loss of observation of events in the communication channels. In
order to do so, we will use the dilation function introduced in [54].

Let us partition the set of observable events associated with diagnoser LD; as

3

(2]

= ZiviloUE@mlo, where Y, ;1, and X; ni, denote, respectively, the set of events
that are subject to intermittent loss of observation, and the set of events that are

not subject to intermittent loss of observation. Let ¥? w_l(zm'zo) and 7

iilo ) nzlo -

Y13 nito), where ¥~! denotes the inverse function of ¢). Since the observable event
set of Gi; is given by ¥; = ¥ | we can make the following partition of the observable

event set of G;:

s
Eoi ) zlo

ux? (4.18)

i,nilo

where the events of X¢., and X¢

Filo denote the successful transmission to diag-

i,nilo
noser LD; of the events of X, and 3 ,i,, respectively. Let us now define the

following sets: (i) the set of unobservable events that models the intermittent loss

of observation of events o, € X7,

as Ef,,ilo = {0l : 05 € Z”lo} and; (ii) set
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¥ = %; UX5,,. The dilation function Dy, : 3f — 239" is defined in a recur-
sive way as: Dy, (e) = {e}; Ds,(0) = {0}, if 0 € X\ Xf,,, Ds,(0) = {o,0'}, if
0 € X3 0; Ds(5i0) = Dy, (s:) Dy, (0),Vs; € X7, Vo € ¥;. The dilation operation D,
is extended to languages in a straightforward way as D, (L) = U, Ds,(5).

We can now obtain automaton G} that generates language D, [L(G;)], and which
models both, all possible ordering of observation of events o € 3, due to commu-
nication delays and the intermittent loss of observation of events o € % ;,. This

automaton will be defined as follows:
G; = (Xhzl fm laxO 9 )7 (419)

where I')(x;) = Dy, [I'i(2;)], Vo; € X, and fl/(z;,0") = fi(x;,0), if o' € E”lo, and
fi(xi,0) = fi(zi,0), if 0 € 5\ 5% 0 Notice that, if ¥, = 0, Gj = G;, which
implies that Dy, [L(G;)] = L(G;). It is worth remarking that the set of observable
events of G} is X} = ¥ and the set of unobservable events of G is ¥} = XU D

i,ilo*

Regarding the events of G, the following projections can be defined.
Pl =37 =¥ (4.20)

Pl =%F =¥ (4.21)

LD @
2011 - {a} 012 {b C}

Tll =2 T12 =0.1 @
MSl MSQ
(a)

Figure 4.9: NDESWTS = (G, tyin, T') for Examples 4.3, where communication
delay structure (a) and automaton G' with minimal time function ¢,,;, (b), which is

considered again in Example 4.4]
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\ 4 as Qg

bs a C Cs
b‘g as

Figure 4.10: Example of automaton G} of Example [1.4]

After giving some intuition diagnosability of NDESWTS to the reader, we can

now formally state the concept in next section.

Example 4.4 Let us consider again the networked discrete event system with timing
structure NDESWTS = (G, tyn, T') shown in Figures[{.9(a) and[{.9(b), where ¥ =
{of,a,b,c}, ¥, = {a,b,c} and Gy obtained in Ezample depicted in Figure
. Assume that 3, = {bs} is the set of events subject to intermittent loss
of observation, and %3 ., = {as,cs} is the set of events that are not subject to
intermattent loss of observation. Thus, we can form the set of unobservable events
that model the intermittent loss of observation as Eiuo = {V.}. We can then obtain
automaton G, depicted in Figure by applying the dilation function over the
language of automaton Gy, depicted in Figure [4.8 Notice that automaton G is
formed by adding to Gy transitions labeled by b, in parallel with the transitions
labeled by b,.

Regarding traces observed by local diagnoser LDy, we can make the following
observation. If we apply dilation function to failure trace s; = opabe € L(G),
we obtain Dy, (x1(s1)) = {oraasbbs(ccs)P, oraasbbl(ccs)P, }, p € N, such that trace
sdy = opaasbb(cc,)P represents the trace with lost of observation of event b. This

trace has the following projection over the set X7 :
Plls(Sd1> = &ch'

As consequence, only events as and cg can be observed by local diagnoser
LDy for this trace.  On the other hand, if we apply dilation function to
normal trace sy = orabc € L(G), we obtain Ds (x1(s2)) = {bbsaas(ccs)?,

bV, aas(ces )P, bbsaccsas(ces)P~1, bblaccsas(ces )P~ bbsacascs(ces )P~ bblacascs(ces )P}
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Notice that there exists a trace sdy = bbaas(ccs)? € Dy, (x1(s2)) that has the follow-

ing projection over the set 7 :
Plls(SdQ) = CLSCZS) = Plls(Sd1>‘

Thus, since the information of the occurrence of event b may be lost (modeled by
event V), diagnoser LD, does not make sure whether failure oy occurs or not.

Therefore, L(GY) is not diagnosable, for inspection.

4.3 NDESWTS Codiagnosability

As seen in previous section, change of order of observation of a trace s € L(G) due
to communication delays to change the diagnosability decision. This is formalized

in the following definition.

Definition 4.4 A prefiz-closed language L, generated by G, is said to be NDESWTS

codiagnosable with respect to x;, Ds,, and P}, fori=1,..., Ny, and X if:

187

(Fz e N)(Vs € U(Xy))(VEt € L/s,|t]| > 2) =
(Fi € {1,.... Noh)(Vw € P (P, [Ds, (xa(st)])) N L)(3f € wi).

O

According to Definition [4.4] language L is not NDESWTS codiagnosable if there
exists a failure trace s and an arbitrarily long length trace t, such that there exist
traces s;t; € D (xi(st)), i = 1,2,..., Ng, where s;t; is not necessarily different
from s;t; for 4,5 € {1,2,..., N} and s;, € D, (xi(wi)), with ¥ ¢ w;, satistying
P! (sit;) = Pl (siy), for all i € {1,..., N;}. This means that a language L is not
NDESWTS codiagnosable if there exist a failure trace st, with arbitrarily long length
after the occurrence of the failure event, and normal traces w;, fori = 1,..., Ny, such
that, the change in the order of observation and the loss of observation of events
create ambiguous observations in all local diagnosers.

We now present necessary and sufficient conditions for network codiagnosability
and propose two tests to verify this property: the first one based on diagnosers, and

a second one, based on verifiers.
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4.3.1 NDESWTS Diagnoser

Centralized case

To check the diagnosability of NDESWTS discrete event systems with timing struc-
ture, we use diagnoser developed in Section by applying Algorithm with the
input G; (without loss of observation) or G; (with events subject to loss of obser-
vation). Since G} = G; if ¥, , = 0, i.e., G; is particular case of G, from now on,
we will always assume, without loss of generality, G, as input of algorithms in or-
der to deal with (co)diagnosability of networked discrete event systems with timing

structure. Thus, let us instead rewrite Equation (3.1)) as follows.

G = GGy, (4.22)

sce;

where G = 0bs(GY,, ¥5,) and G = Gi|| A
Therefore, we can rewrite Theorem [3.1] as follows.

Theorem 4.2 The language L generated by automaton G is NDESWTS diagnos-
Dy, and Xy = {oy} if, and only if, G',.., i € {1,..., Ns}

sce; )

able with respect to x;, P,
does not have strongly connected components formed with states (., ), such that

xy, is uncertain and xy is an Y-labeled state, i.e., vy, = (23,Y), where x} € X].

Proof: The proof is straightforward from Theorem [3.1] by considering G} as input
of Algorithm , such that 333 is the set of observable events YUY, is the set of

i,ilo

unobservable events. [l

Remark 4.5 It is worth remarking that Facts and are still valid, i.e.,
L(G..,) = L(G},) = L(G}) and for every state (v, x}) of G, x5, C oy, .

sce; sce; )

The following example illustrates the application of Algorithm to check the

diagnosability of networked discrete event systems with timing structure.

Example 4.5 Let us consider again the networked discrete event system with tim-
ing structure NDESWTS = (G, tyin, T) shown in Figures[{.4(a) and[4.9(b), where
Y ={oys,a,b,c}, Xy, = {a,b,c}, such that X} = {as, bs, c,}. First, we consider the
case without observation losses. As a consequence, 31, = 0 and Gy = G1. From

Gh, depicted in Figure[§.8, we can sequentially obtain: (i) automaton Gy, = G| Ay,
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depicted in Figure ' (it) diagnoser automaton Gq, = obs(Gy,, X5 ), depicted in
Figure [§.11]; (iii) and finally, automaton G, = Ga,||Gy,, depicted in Figure [4.13,
According to Theorem[].7, the language L generated by automaton G is NDESWTS
diagnosable with respect to x1, Pis, and Xy = {0} since Gyee, does not have strongly
connected components formed with states (xq,,x,), such that xq, is uncertain and
x¢ is an Y-labeled state. Notice that we also obtained the same conclusion, for in-
spection, based on the language of Gy in Example [{.5 Let us consider now, as
Ezxample Y10 = {b}, i.e., the observation of event b is subject to loss. Thus,
from G, depicted in Figure we can obtain automaton Gy = G'||A, depicted
in Figure and diagnoser automaton G = obs(G) ,%; ), depicted in Figure
. Automaton G',. can be obtained by performing the parallel composition be-

scey

tween Gg, and Gy,. Since 25 states of G.... are labeled by a lot of states of Gy, we

scey

only shows, in F igure the path of automaton G, that contains a strongly con-
nected component formed by states ({(x5,0)N, (z5,¢)N, (x3,0)Y, (z3,¢)Y}, (23,0)Y)
and ({(x5,0)N, (z5,c)N, (x3,0)Y, (x3,c)Y}, (z3,0)Y), where x4 is uncertain and x;
is an Y-labeled state. Therefore, L is not NDESW'TS diagnosable with respect to x1,
Pl,, Dy, and ¥y = {oy}.

C

a Qg bs
[0V~ [a) (@0 — SR [N

of

A

b
A bs a c ‘ Cs :
| (24, b)NI_’l (w4, O)Nl—bm—bl (s, alc)NI—“’—pl(g%7 al)N |

Figure 4.11: Automaton Gy, of Example [4.5]

Cs

v
[{(20,0)N, (24, DN, (21,0)Y (25, a) Y}

Qs bs

[{(22,0)Y.(23.0)Y}]  [{(4,0)N (@5, )N, (5, a10)N}

bs Cs

A 4 JV

[ {(25,0)Y,(z3,0YY  [{(ws5, a )N} { (5, )N, (5, N}
U .,

Cs Cs

s

Figure 4.12: Automaton G4, of Example |4.5]
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4

l—lfm (24,0 (x“O)Y’(“’“)Y}’(IO’O)NH
b

[({(z0, )N, (24, DN, (21,0)Y (w2, )Y}, (21, 0)Y)  [({(z0, ON, (4, BN, (21, 0)Y, (2, @) Y} (4, 0)N)|

a bs
[ ({(0,0)N, (24, )N,(m17O)Y,(x27 )Y}, (22, )Y )| |({(1470)N7(x5,a)Nfcg),alc)N},(u,O)N)l

[ \ a

[ ({(22,0)Y,(23,0) Y}, (22,0)Y)| — ({(z4,0)N, (25, 0)N, (w5, alc)N}, (25, alc)N)|
by | c

| ({(J)Q,O)Y,(Ig,b)Y},(Ig,b)Y)l | ({(T47 ) (JJ5, )N,(J)5,CL10)N},($5,&)N)|
bs i s lcs

[ ({(23,0)Y, (23, 0) Y}, (23,0)Y)| [ ({(z5,a10)N} (25, alc)N)]
c] 1 a, .

[({(@3.0)Y (23, )Y} (w3, 0)Y)] ——] ({ (w5, 0)N, (x5, )N}, (w5, 0)N) |
. b c,

’ [ ({5, 0)N, (w5, )N}, (w5, €)N) Jer

Figure 4.13: Automaton G, of Example [4.5]

as bs ‘
(2O SO EPRTs  [PMOS s NI S (AR e [
A Us Cs

of

(2o, @ [ (s, c)NL:’| (25,0)
b

Cs

A 4 bs s X s
[ (@4, b)NIT’l (w4, 0)N|_a’| (s, G)N|_C’|(I5’ ale)N—(xs a)N]|
D
s [ a

Figure 4.14: Automaton G, of Example .

v
—— {(x0, 0N, (4, 0)N, (24, )N, (w5, a)N, (w5, ale)N, (w1, 0) Y, (wp, a) Y fmq

Qs

L 4
I{( 0)N, (x5, c)N,(22,0)Y,(23,b)Y,(23,0)Y, (23, r)Y}I

Cs \ﬁ
Cs

[(5. 0N, (@5, ON. (@3,0)Y (23, 0V}] [T, 0)Y.(w3,0)Y} ]
k_) u
I({(l’4,O)N,(5E5 a)N,(z5,alc Y}Id—
{(z5,al)N} —=

({(I5’ O)Nv(xfn C)N}I
N

Cs

Figure 4.15:  Automaton G, of Example .
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v

[ ({0, 0N, (24, BN, (w4, )N, (25, a)N, (5, ale)N,(w1,0)Y, (w2, @) Y}, (w0, 0)N)|

A

af
y

[ ({20, )N, (24, b)N, (4, 0)N, (5, )N, (w5, alc)N, (w1, 0)Y, (22, a) Y},(21,0)Y)|

A

a
A

[ ({ (0, 0N, (4, b)N, (w4, 0)N, (w5, )N, (5, ale)N, (21, 0)Y, (22, @) Y}, (22, a)Y)|

A

Qs
A

[ ({ (25, )N, (5, )N, (22, 0) Y (a3,

b)Y, (23,0)Y,(x3,¢)Y},(22,0)Y)|

A

b
y

[ ({ (x5, 0)N, (x5, O)N, (2, 0) Y, (a3,

b)Y, (23,0)Y,(23,¢)Y},(x3,0)Y)|

/
b
A

[ ({25, 0N, (w5, )N, (22, 0)Y, (w3, b) Y, (3, 0) Y, (25, ¢) Y} (w3, 0)Y)|

y

c
Y

[ ({25, 0)N, (&5, )N, (22, 0)Y, (w35, 0) Y, (w3, 0)Y, (25, €)Y} (w3, ) Y)|

Cg

Y

I ({(x5,0)N, (5, c)N,(z3,0)Y, (23, )Y}, (23, O)Y)I
K

C Cs

A
|({(x5,0)N, (25, )N, (w3, 0)Y (w5, ) Y}, (w3, ) V)|

/
scey

Figure 4.16: A path of automaton G’_. of Example that contains a strongly

connected component where x4 is uncertain and x, is an Y-labeled state.

Decentralized case

We will now address the codiagnosability of networked discrete event systems with
timing structure. Let us give some intuition before formally stating the standard
algorithm based on diagnoser developed in Section |3.1] To this end, consider net-
worked discrete event system with timing structure NDESWTS = (G, tpin, T') such
that its NDESW'T'S architecture has, without loss of generality, two local diagnosers
LD, and LD,. In order to simplify the analysis, let us consider the system without
losses of observation and assume now that we compute G; and (G5 according to
Algorithm We then apply Equation to obtain Gy, and Gge,. Suppose
that from Theorem we verify that L is not NDESWTS diagnosable for both
LD, and LD,. Therefore, we can conclude that:

(1) there exists a trace st € L(G), where s is a failure trace and ¢ is an arbitrarily
long length trace, such that there exist traces syost; € Dy, (x1(st)), and s, €
Dy, (x1(w1)), with Xy ¢ wy, satisfying P/ (s10¢t1) = Pj,(s1y). According

to Theorem [£.2] there exists a strongly connected component in automaton
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Gsee, formed with states (x4, 2y, ), where x4, is uncertain and z,, is an Y-
labeled state. In addition, assume that we mark the states that form this
strongly connected component. An example of trace s10st; € L(Gs., ), where
t1 = (00,,)? and p € N is depicted in Figure [f.17(a). Dashed line arrows

represent other possible traces of L(Gge, ).

(74) there exists a trace s't’ € L(G), where s is a failure trace and t’ is an arbitrarily
long length trace, such that there exist traces s,ofty € Ds,(x2(s't')), and
Say € Ds,(x2(ws)), with ¢ & ws, satisfying P (s20fta) = Py.(s2, ), where
P (XUX)" = 37 and Py ¢ (2, UXy)* — 5. According to Theorem
, there exists a strongly connected component in automaton Gy, formed
with states (zq,, s, ), where x4, is uncertain and z,, is an Y-labeled state. In
addition, assume that we mark the states that form this strongly connected
component. An example of trace syo 5ty € L(Gyee,), Where ty = (00,,)? and
p € Nis depicted in Figure M(b) Dashed line arrows represent other possible
traces of L(Gee,)-

Now, suppose that st = s't’, i.e., there exists a failure trace generated by plant G
such that neither local diagnoser LD, nor LD, can diagnose the failure occurrence
in trace st. This implies that L is not NDESWTS codiagnosable. As a consequence,
there exists a strongly connected component in automaton G, ||Gsce, formed with
marked states (zq,, To,, Ta,, Ts, ), Wwhere x4, is uncertain, x,, is an Y-labeled state,z,,
is uncertain and x, is an Y-labeled state. The reason is explained as follows. Since
L(Gsee;) = L(G;), common events between ¥y = ¥ U X} and ¥y = ¥ U X}, are
the set of plant events . As we mentioned Section the parallel composition
between automata synchronize the common events and allows the execution of pri-
vate events, and thus, the traces of G, and Gy, that reach a strongly connected
components formed by marked states also will be synchronized. Taking a look at
Figure [1.17(c), we can see traces so;(00s,0,)" and s0(004,04 )P Of Gyee||Gicess
where s € P ' [L(Giee, )] N Py [L(Goee, )] Notice that, since states of a parallel com-
position G, ||Gsee, are marked only if are composed from marked states in both
automata Gy, and Gy, , strongly connected components in automaton G, ||Gsee,
with marked states are the form (z4,, x4, T4y, ¢, ), Where x4, is uncertain, x,, is an

Y-labeled state, x4, is uncertain and z,, is an Y-labeled state.
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Figure 4.17: Hypothetical traces of G, (a); Gseey (b) and Giee, ||Gsee, (€).

Another interesting aspect to consider is that the inverse direction is intuitive,
i.., if Ggee||Gsee, has strongly connected components with marked states, xq4,, x4,
and z4,, z4,) are marked states of Gy, and Gy, respectively, then L is not diag-
nosable with respect to local diagnosers LD, and LD, by the same failure trace.
Therefore, L is not NDESWTS codiagnosable.

NDESWTS codiagnosability verification by using diagnoser can be formalized
by the following algorithm.

Algorithm 4.2 NDESWTS codiagnosability verification using diagnoser

Input Automaton G, = (X;, XL, f1, T xy,), fori=1,..., N.
Output NDESWTS codiagnosability decision: Yes or No.

STEP 1. Compute automata G, = G4 ||G},, fori € {1,..., Ns} according to Equa-

tion (4.22)).

STEP 2. Mark all strongly connected components of G, i € {1,..., Ny}, formed

sce;?

with states (w7, xy,), such that )y is uncertain and ), is an Y-labeled state,

i.e., vy = (73,Y), where xj € X].

N, /
tjl(;

sce; *

STEP 3. Compute automaton GNET = |

scc

STEP 4. Verify if there exists at least one strongly connected component formed with

(;]VZET

marked states in G,
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STEP 5. If the answer is yes, then language L generated by automaton G is not

NDESWTS codiagnosable with respect to x;, P, Ds,, i=1,...,N; and ¥ =

187

{o¢}. Otherwise, L is NDESWTS codiagnosable.

From Algorithm [4.2] the following theorem may be stated.

Theorem 4.3 The language L generated by automaton G is NDESWTS codiag-

nosable with respect to x;, Pl, Ds,, i = 1,...,N,, and Xy = {0} if, and only if,

187

GNET —_ ’

e Ne G . does not have strongly connected components formed

sce;

automaton

with states of type (xy , xy, ), (x4, 24,), - - -, (x;NS , Ty, ), such that x}; is uncertain and

K]

vy is an Y-labeled state, i.e., x = (x7,Y), where xj € X, for all i € {1,..., Ny}.

Proof. The proof is similar to proof of Theorem [3.2] and it is presented as follows.
(=) Let us assume that there exists a strongly connected component formed with
states (zy,, 2y, ), (24, ), - -+ (%4, 74, ), such that zj, is uncertain and zj, is an
Y-labeled state, i.e., zj = (2},Y), where x; € X{, for all i € {1,..., N,}.

NG, LIGNETY = NN P1L(G",.), such that P/

sce;) sce = sce;

G’ = |

Since

UY, 2 — % fori € {1,2,...,N,}. Thus, by construction, there exists a trace

s, € G. 1 = 1,2,..., Ny that reaches a strongly connected component formed

with states of type (), , 7}, ), such that z; is uncertain and xj, is an Y-labeled state,
i.e., ¥y = (7},Y), where z; € X]. Therefore, according to Theorem , L is not
NDESWTS diagnosable with respect to x;, Pl,, Ds, and Xy = {0y}, i = {1,...,
Ny}

(<) Assume now that the language L generated by automaton G is not
NDESWTS codiagnosable with respect to x;, P/, Ds;, i =1,..., N;, and Xy = {o}.
Thus, according to Definition [4.4] there exists a failure trace s and an arbitrarily
long length trace t, such that there exist traces s;t; € D, (xi(st)), i = 1,2,..., Ny,
and s;, € Dg (xi(wi)), with Xy ¢ w;, satisfying P/ (s;t;) = P/(siy), for all
i € {1,...,Ns}. As a consequence, the language L generated by automaton G
is NDESWTS diagnosable with respect to x;, P, D,, and £y = {of}. In addi-

187

tion, since L(GY.. ) = L(Gj) (Remark {4.5), s;it; € L(G'.. ). According Theorem
, automata G, i € {1,..., Ny} have strongly connected components formed
with states (77,7}, ), such that zj is uncertain and ) is an Y-labeled state, i.e.,

ry = (73,Y), where x; € X|. Since trace s;it; € L(G,,) and P/(s;t;) = st, where

sce;
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T11—03 T12—09 T23—01
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ch11 chis chao Ch23
MS1 MSQ M53
Plan

(a) (b)

Figure 4.18:  NDESWTS = (G, tmin,T) for Example 1.6} communication delay

structure (a) and automaton G with minimal time function t,,;, (b).

P/ =¥ — ¥ foralli € {1,...,N,}, when we compute GNFT = || G

sce;)

trace st will synchronize the strongly connected components formed with states

(zy,, 7y,), such that x7 is uncertain and zj, is an Y-labeled state, i.e., zj = (z},Y)

for each G, , forming a strongly connected component in GYZT with states of type
(wg,,20,), (T4, )5 - - - (wg, , 7y, ), such that zj is uncertain and zj, is an Y-labeled
state. [

Example 4.6 Consider NDESWTS = (G, tyn, T) depicted in Figure[{.1§(a) and
[4.18(b). From Figure[{.18(a), it can be seen that the communication delay struc-
ture has two local diagnosers, LDy and LDy, and three measurement sites, M Sy,
MSy and MSs. Let YXys, = {b}, Yms, = {c} and Xys, = {a}, be the sets of
events that the measurement sites MSy, M Sy and MSs, respectively, detects. As-
sume that the set of observable events of local diagnoser LDy is X, = {b,c}. Thus,
the occurrence of the events in ¥,, are transmitted through communication chan-
nels chyy and chyo, i.e., 3,, = {b} and ¥,, = {c}. Assume now that the set

of observable events of LDy is, ¥,, = {a,c}. Thus, the occurrence of the events

in ¥,, are communicated through channels choy and chos, i.e., 3,,, = {c} and
Yos = {a}. Figure [4.18(b) depicts automaton G, where = = {a,b,c, 0}, and

the minimal time function is given as: tpmin(To,0¢) = 0.1, tpin (21, a) = tin(x2, ¢) =
tmin(xélyc) = tmin($0;b> = tmin($5;a) = tmin(x&c) = tmin(‘r?aa) = tmin(x&c) = 17

tmin(T2,0) = 2 and tyi(x3,0) = 0.5.  Finally, the mazimal delay matriz is
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| ‘l bs
21,0 |——p] 22,0 %70051) . x4,c0.5
a
O'f Csl Csl Csl
A 4 Y b

—Pl JZQ,O | | 1‘3,0 |—b> $4,b 2 » $4,0

A
b Csy c

b C
S1 a
Csy

Figure 4.19: Automaton G; of Example [4.6]

T = [T1y Tie Ths; Toy Tog Tos|, where Th; = 0.3, Tio = 0.9, T13 = o0, Ty = oo,
Toy = 0.5 and Tos = 0.1. It is not difficult to check that L(G) is codiagnosable with
respect to P,, and X¢, 1 = 1,2. We will now verify if NDESWTS remains codiagnos-
able in the presence of communication delays and intermittent loss of observation.
Automaton Gy, shown in Figure is computed according to Algorithm
as follows. In Step 1, we define the initial state of G1 as the pair (x¢,0), where g
is the initial state of G. In Step 2, the set of events ¥ = {bs,}, X5 = {cs },
N5 = {bs;,cs,} and Xy = {oy,a,b,¢,bs,cs, } are created. Step 3 forms queue F =
[(z0,0)] and, in Step 4, we establish new transitions and states. In Step 4, we obtain
(x,q) = (x0,0), set F =[] and Xy = (20,0) in Steps 4.1 and 4.2. In Step 4.3, we
create the set of indices 1,, that records the indices of the observable events inside
q. Thus, I,, = 0, since ¢ = 0. In Step 4.4, we compute, for all k € I,,, the
manimal elapsed time after the occurrence of event qi in the plant, which is denoted
as minet(qx). We define two transitions from state (zo,0) labeled by events oy and
b, since I'(xg) = {oy,b} and ¢ = 0, and the states reached by these transitions are,
respectively, (z1,0) and (x5,b). We then add these states to queue F', which becomes
F = [(21,0), (z5,b)]. Notice that, event b (resp. o¢) is added (resp. not added)
to the second component of the reached state (xs5,b) (resp.(x1,0)) because it is an
observable event (resp. unobservable event). Since ¢ =0, no transition is defined in
Step 4.5. The iterations are performed until F' becomes empty. Notice that in the
trace s = oypacbbs,cs, € L(G1) occurs a change of order in the observation of local

diagnoser LDy. The plant generates events ¢ and b, in this order, however, the local
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diagnoser LDy observes event bs, before event cs, .

The next step in the verification of the NDESWTS is the computation, according
to Algorithm of automaton Go, depicted in Figure[{.20, Notice that, the set of
observable and unobservable events of local diagnoser LDy are %1, = {bs,,cs, } and
Y1, ={a,b,c, o}, respectively, and the set of observable and unobservable events of
local diagnoser LDy are 3o, = {as,, s, } and Xo,, = 31, = {a,b,c,0s}, respectively.

Let us now assume that event b is subject to intermaittent loss of observation only
by local diagnoser LDy, and event a is subject to intermittent loss of observation
only by local diagnoser LDy. Thus, for: (i) local diagnoser LDy: ¥y, = {b},
Y1 nito = {c} and Eiilo = {V.}; (1) local diagnoser LDy, 9, = {a}, om0 = {c}
and Zgiilo = {da,}. After forming those sets, we can compute automata G and GY,
according to Fquation , that model the communication delay and intermaittent
loss of observations of the events in ¥ j, and X9 1,, respectively. State transition di-
agrams corresponding to automata Gy and GY are depicted in Figures and
respectively. In order to check NDESW'TS codiagnosability, according to Algorithm
we first to compute automata G, and G’ . . Since states of diagnosers have

scey scea

a long label, we rename states from G’ and GYy according to Table |4.6

In Step 1 of Algorithm we can compute automata G = Gy |G}, and
G'oee, = G, ||GY, according to Equation (4.22), where Gy, Gy, Gy, Gy, are depicted

in Figures [4.25, [4.24), [4.25 and |4.20] respectively. In Step 2, we mark all strongly

connected components of G',..., i € {1,2}, formed with states (xy ,x} ), such that

xy, is uncertain and xy, is an Y-labeled state, i.e., vy, = (x;,Y), where x; € X|.

Due to the size of automata G, and G, , we show in Figures and only

the paths that reach strongly connected components with marked states in G, and

scey
(;/

scep?

to Theorem[{., the language L is not NDESWTS diagnosable. We now check if L
is NDESWTS codiagnosable or not. To this end, we need to check if some marked

1
scei?

respectively. Since there exist those strongly connected components, according

strongly connected component of G i € {1,2}, “survives” to the parallel composi-

tion. In Step 3, we compute automaton GNE' = G, ||G..,,. Since this automaton

has strongly connected components with marked states, as shown in Figure L

is not NDESWTS codiagnosable with respect to x;, Py, Ds,, i = 1,2 and ¥y = {o}.

187
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Figure 4.20: Automaton G5 of Example [4.6]

Figure 4.21:  Automaton G} of Example [4.6]

C
a Qs, 1 >
| 27,0 I—bl z8,a |T>| 28,0 | | 2s,c |

A S2 Csy
b
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af 'C
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.T070 | xr3,C I—’l 1370 1‘470 Ty, C
Cs,
b
\4 a c
] g
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Figure 4.22:  Automaton G} of Example [4.6]
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Table 4.1: Renaming states of G and G, of Example

State of G}  State of G5 No. State of G}  State of G, No.

(z0,0) (20, 0) 0 (zs,0) (23, a) 9
(z5,b) (25,0) 1 (s, ) (z5,0) 10
(x5,0) (26, a) 2 (3, c) (zs,c) 11
(6,0) (26,0) 3 (4,c0.5b)  (w3,¢) 12
(6, ) (6, ) 4 (24,¢0.5) (z3,0) 13
(1,0) (21,0) 5 (24,0) (z4,0) 14
(22,0) (22, a) 6 (24, ¢) (z4,¢) 15
(27,b) (22,0) 7 (4,b) — 16
(27,0) (7,0) 8 (z3,0) — 17

7Y|%>| sy |——»] 9Y|:—CJ10Y|

S
b ! Cs1

@—»I 6Y |—.| 1Y |—>| 12Y |——u| 13Y|
—EI\D @—»I 17y |—>| 14Y|

Csy

Y
b,
@THQNl—“A3NI:Cj4N| |15Y|
S1

Figure 4.23: Automaton G, of Example |4.6|

[sy 2 oy |%»| 10Y |
82 A
b Csz
\ 4

Y p— Z}” 72 1Y
_DE | 12Y |—>| 13Y |—>| 14Y|

52

V

C
:—»-—»lmn—n e

Figure 4.24:  Automaton Gj, of Example .
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v

{3N, 8Y, 13Y, ON, 11Y, 4N, 7Y, 5Y, 1N, 10Y, 6Y, 2N, 9Y, 12Y}

b31 Csy

{10Y, 8Y, 13Y, 3N, 2N, 9Y, 4N}  [{3N, 17Y, 4N, 15Y, 10Y, 9Y, 16Y, 14Y}

051 Cs1 bSl
Y Y
{3N, 4N, 15Y, 10Y, 9Y, 14Y {14Y, 15Y}
N N
CSl CS1

Figure 4.25:  Automaton G, of Example .

y

{3N, 8Y, ON, 11Y, 4N, 7Y, 5Y, 1N, 10Y, 6Y, 2N, 9Y, 12Y}

Csy s,y

{10Y, 15Y, 13Y, 3N, 11Y, 4N, 14Y} |{3N, 8Y, 10Y, 11Y, 9Y, 7Y, 4N, 12Y}

Csy Cs, sy
\ 4 A 4
{10Y, 15Y, 3N, 11Y, 4N, 14Y {10Y, 11Y}
N N
CSQ CS2

Figure 4.26: Automaton G, of Example [4.6,

v

({3N, 8Y, 13Y, ON, 11Y, 4N, 7Y, 5Y, 1N, 10Y, 6Y, 2N, 9Y, 12Y}, ON

S11 512
y

v Y

({3N, 4N, 15Y, 10Y, 9Y, 14Y}, 9Y) ({3N, 4N, 15Y, 10Y, 9Y, 14Y}, 14Y)
A
C Csl c C.Sl

v v

({3N, 4N, 15Y, 10Y, 9Y, 14Y}, 10Y) ({3N, 4N, 15Y, 10Y, 9Y, 14Y}, 15Y)

Figure 4.27: Paths that reach strongly connected components with marked states

in G, of Example [4.6] where 511,512 € L(Gycc, )

sccl
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Figure 4.28: Paths that reach strongly connected components with marked states

3 /
in G, of Example , where $91, S99 € L(Gee,)-
({3N, 8Y, 13Y, 0N, 11Y, 4N, 7Y, 5Y, IN, 10Y, 6Y, 2N, 9Y, 12Y}, ON),
({3N, 8Y, ON, 11Y, 4N, 7Y, 5Y, 1N, 10Y, 6Y, 2N, 9Y, 12Y}, ON)
SNET, SNET;
y \ 4
» [ ({3N, 4N, 15Y, 10Y, 9Y, 14Y}, 14Y), > [ ({3N, 4N, 15Y, 10Y, 9Y, 14Y}, 9Y),
»{| ({10Y, 15Y, 3N, 11Y, 4N, 14Y}, 14Y) »|| ({10Y, 15Y, 3N, 11Y, 4N, 14Y}, 10Y)
Cc Cc
A 4 A 4
({3N, 4N, 15Y, 10Y, 9Y, 14Y}, 15Y), ({3N, 4N, 15Y, 10Y, 9Y, 14Y}, 10Y),
Cos e, ({10Y, 15Y, 3N, 11Y, 4N, 14Y}, 15Y) Cs, Cas ({10Y, 15Y, 3N, 11V, 4N, 14Y}, 11Y)
Cs, Csy
A 4 A 4
({3N, 4N, 15Y, 10Y, 9Y, 14Y}, 15Y), ({3N, 4N, 15Y, 10Y, 9Y, 14Y}, 10Y),

({10Y, 15Y, 3N, 11V, 4N, 14Y}, 14Y)

({3N, 4N, 15Y, 10Y, 9Y, 14Y}, 14Y),
({10Y, 15Y, 3N, 11Y, 4N, 14Y}, 15Y)

({10Y, 15Y, 3N, 11Y, 4N, 14Y}, 10Y)

({3N, 4N, 15Y, 10Y, 9Y, 14Y}, 9Y),
({10Y, 15Y, 3N, 11Y, 4N, 14Y}, 11Y)

Figure 4.29: Paths that reach strongly connected components with marked states

of GNET of Example , where sygr,, snen, € L(GNET).

scc scc

Remark 4.6 (Computational complexity of Algorithm The computational com-

plexity of Algom'thm is based on the computation of GNET that is performed by

scc

parallel composition between automata G, 1 =1,...,N,. Since each G’ is the

sce;? sce;
parallel composition between Gy and G we can construct Table to show the
maximum number the states and transitions of all automata that must be computed
to obtain GNET from G.. It is worth remarking that |X;| (the number of states of

scc

G}) as function of | X| (number of states of the plant) was computed in Remark [4.4)
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Table 4.2: Computational complexity of Algorithm [4.2]

No. of states No. of transitions
G; | X | X |2]
Ay 2 2
Gy, 2| Xi] 2) X513
Gy X = 22 22X
Gice, 2| X, || X 2| X, |1 X ]|2]
GNET TI% 21X, X, (T2 211 X a, |15
scc i=1 1 d; i=1 1 d; 7
Complexity O, 11X a1 124])

4.3.2 NDESWTS Verifier

We will now present an algorithm for the verification of NDESW'TS codiagnosability
of DES based on the same idea as the verifier proposed in [47]. To this end, we first

present the definition of the one-to-one event renaming function, as follows.

pi: X, — X} (4.23)
0,,ifoce(ZUX,)\D
iy 2| o itT e @O,
o,if o€ X .
where X = X} \ ¥y, for i = 1,...,n. The domain of function p; can be extended

to X% as usual, i.e., pi(s0) = pi(s)pi(0), for all s € X% and o € ¥ . Function p;

can also be applied to a language K as p;(K) = Uscrpi(s).

Algorithm 4.3 NDESWTS codiagnosability verification using verifier

Input Automaton G, = (X;, XL, f1, T, x4, ), fori=1,..., N.
Output Automaton V = (Xv, Xy, fv,Tv,zov, Xv,,)

STEP 1. Compute automaton Gj n = (X, ¥ fi Ty, (T, N),0), where X} =~ =

X\ Xy, fori=1,..., Ny, that models the normal behavior of automaton G
as presented in Algorithm [2.5;
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STEP 2. Compute automaton G = (X; %0 fi T, (zi, N), Xyp, ), for i =

1) ’iF? 1)

1,...,Ns, that models the failure behavior of G as presented in Algorithm

23

IN?

STEP 3. Construct automaton G, = (X; ., %, fi . T}, (2i, N),0) where ¥ =
pi(¥5,), and fi'p(xiN,api) = fiy (Tiy,0) with o, = pi(0), for all o € ¥, and
Tiy € X

STEP 4. Compute automaton V; = G} |G p = (Y, Zv;, fv,. Ty, yvi0,0), for i =
1,..., N5, where By, = X} UX.

STEP 5. Find all cyclic paths cl; = (y‘k/i, ak,y‘k}:“l, o WP crg,y‘k/i), where £ >k > 0

in V; that satisfy the following condition:

35 € {k,k+1,...,0} such that, for some

i, = (@], Nyl Y), Ao € %) (4.24)
where 1, y! € X;.

STEP 6. Compute automata V; = (Yv,,Zv, fv., v, yvio, Yvim), where Yy, , is
formed by the states of V; that belong to strongly connected components that
contain cyclic paths cl; which violate condition .

STEP 7. Compute the werifier automaton V = Vil - ||V, =
(XV7 EV? fV7 Tv,0, XVm>7 where EV = Uff\ﬁl EVz
STEP 8. Verify the existence of a cyclic path cl = (2%, oy, o5 oy, ... 00, 25) in
V, 0>k >0, that satisfies the following condition:
zl € Xy,,, Vg € {k,k+1,...,(}, and for some
qge{k,k+1,...,0},0,€X.
If the answer is yes, then L is not NDESW'TS codiagnosable with respect to x;,
Dy, P, fori=1,...,Ns, and ¥y. Otherwise, L is NDESWTS codiagnosable.

The idea behind Algorithm is similar to Algorithm [2.2] In Steps 1 and
2, we compute automata G y and Gj p that that models the normal and failure

behavior of Gi. In Step 3, we compute automaton G} , from G} y by renaming its
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unobservable events. In Step 4, we compute each verifier automaton V; = Gj |G} &
for i = {1,..., Ns}. This verifier has the same idea as the verifier presented in
Algorithm [2.2} it is the parallel composition of the system with faults and the system
without faults, with a synchronization on the observable events, being, in this case,
35, In Step 5, we find the cyclic paths in V; with uncertain states (2 Ny/Y") and
events not renamed. In Step 6, we form V; from V; by marking those uncertain states
that belongs to the strongly connected components that the contain cyclic paths
which violate condition (4.24]). Finally, in Steps 7 and 8, we compute the verifier
automaton V' = Vi||...||Vy, and we check if some marked cyclic path survives
in automaton V. If the answer is yes, then L is not NDESWTS codiagnosable.
Otherwise, L is NDESWTS codiagnosable.

Lemma 4.2 Let G}y and G} be computed according to Steps 1 and 2 of Al-
gom’thm respectively.  Then, L, (Gjp) = szes Dy, (xi(s)), and L(Gjy) =
Us, 0 D)

Proof: The proof is straightforward from the construction of Gi, G} y and G p.

[l

Theorem 4.4 Language L is NDESWTS codiagnosable with respect to x;, Ds,,

P, fori =1,...,Nys, and Xy if, and only if, there does not exist a cyclic path

c = (2, o0, 25 opin, .2l 00 2), £ >k > 0 in V. satisfying the following
condition.:

zl € Xy,,, Vg € {k,k+1,...,(}, and for some (4.25)
qge{k,k+1,...,0},0,€X.

Proof: (=) Suppose that language L is not NDESWTS codiagnosable with re-
spect to xi, Dy, P., fori = 1,...,N,, and X;. Thus, according to Definition
[.4] there exists at least one arbitrarily long length trace st (s € U(3y), t € L/s)
and traces w;, i = 1,..., N,, where ¥; ¢ w; and w; is not necessarily distinct from
wj, for j = 1,..., Ny and i # j, such that P;[Dy, (x;(st))] N P, [Ds,(xi(ws))] # 0
for all ¢ € {1,2,..., Ng}. Thus, according to Lemma if L is not NDESWTS
codiagnosable, there exist traces sit; € L,,(G} ) and s;, € L(Gj y) such that,
P; (sit;) = P (siy) for all i € {1,2,...,Ng}. As shown in [47], the existence of
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traces s;t; and s;, such that P (sit;) = P, (siy) for all i € {1,2,...,n}, implies in
the existence of a path p; in V;, that ends with a cyclic path cl; that satisfies condition
([4.24)), whose associated trace v; € L(V;) satisfies Py,;(vi) = sit; and Py, ,(v;) = siy,,
where s, = pi(siy), Pvi 0 Bj, — X7 and Py, : X3, — X7 . Notice that, if the
states of the cyclic path ¢l; are marked, then v; € L,,(V;), where L,,(V;) denotes the
marked language of V;. Since V = ||, V;, then L, (V) = ., Py, [Lm(Vi)], where
Pyy, © 5y — Sy, Thus, N7y Py (vi) € Lin(V). Let v € (N, Py (v;). Since
v; € L (V2), Pyi(v;) = s;t; and Pi(s;t;) = st, for all i € {1,...,n}, and the common
events that synchronize the traces v;, for ¢ = 1,..., Ny, in (., P‘;‘l,i (v;) are in X,
then there will be a cyclic path in V', associated with v with all states marked, with
at least one transition labeled with an event o € X.

(<) Suppose that there exists a path p in V' that ends with a cyclic path ¢l
that satisfies condition (4.25)), and let v € L,,(V) be the trace associated with p.
Notice that, since V = ||’ Vi, then L, (V) = N, Py, [Lw(V;)], and Pyy,(v) =
v; € Ly,(V;), for i = 1,2,..., Ns. Notice also that, the common events of traces
v; € L (V;), for i = 1,2,..., N, are events o € ¥. Thus, since condition (4.25) is
verified, then at least one event in the cyclic path ¢l belongs to ¥, which implies
that all traces v; are associated with a path p; that ends with a cyclic path cl;,
formed with marked states, that has an event in X. According to Algorithm [4.3],
the states of a cyclic path cl; in V; are marked only if the failure has occurred.
Thus, associated with the cyclic path cl of V' there exists one cyclic path cl; in each
verifier V;, for i = 1,... N,, that satisfies condition , i.e., there exists a failure
trace s;t; € L(G;), with arbitrarily long length, and a normal trace s;, € L(G;),
such that P/ (s;t;) = Pl(siy), for all ¢ € {1,...,N,}. In order to show that L is
not NDESWTS codiagnosable, notice that, since condition is verified, then
there exists an arbitrarily long length failure trace st € ¥*, such that Py (v) = st,
where Py : X}, — X*. Since the events in ¥ are common events of all verifiers V;

and V = |

Vi, then Py, (v;) = st, where Py, : £}, — ¥*, which shows that there
exists an arbitrarily long length failure trace st such that s;t; € Ds, (x;(st)) for i €
{1,...,N,}. Thus, according to Definition 4.4} L is not NDESWTS codiagnosable
with respect to x;, Ds,, P, fori=1,..., N, and X;. O
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Example 4.7 Consider again the system of Example[{.0l NDESWTS = (G, tmin, T)
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depicted in Figure[f.18(a) and[4.18(b). We now apply the Algorithm[{.5 to compute
Vi and Vay by using as input automata Gy and G depicted in Figures and[4.23,
respectively. Following Steps 1, 2, and 3 of Algom'thm automata Gy , and G| p

shown in Figures |4.50 and |4.31], respectively and automata Gy, and Gy p, shown

in Figures and respectively, are computed. Continuing Algorithm [{.3,

verifiers Vi and Vo are computed. Due to the size of these automata, we show in

Figures |4.34|(a) and |4.34)(b) only those paths that contain the cyclic paths cly =
(ccpics, )P and cly = (ccgycp,)? that satisfy condition (8), where p,q € N, sy, € L(V;)

and sy, € L(Vy). After the computation of Vi and Vs, we compute automaton
V = W||Va. We show in Figure only the path of V' that contains a cyclic
path cl = (ccs,CpyCpics,)', where | € N, associated with the cyclic paths cly and cls.
Therefore, language L is not NDESWTS codiagnosable with respect to x;, Ds,, P,
i=1,2,...,n and Xy.

—> :130,0
lbpl
bs, ap i,
1
$5,b _,’ $5,0 ——> -TG,O ‘ Zg, C
Sp1 Cs,

Figure 4.30: Automaton G , of Example .
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- |z s 0 {2, 05V ]
Jf“ Csy Csy v o Csq
—» z0,0N b Z/ :

S1 A

Figure 4.31:  Automaton G r of Example .
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Figure 4.32:  Automaton G , of Example .
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Figure 4.33:  Automaton G p of Example .
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Figure 4.34: Path of V; with cyclic path cl; (a) and path of V5 with cyclic path cls

(b).
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b

[ [(z0,0N), (wo,0N)], [(wo,0N), (o, ON)] |i,| [(0,0N), (4,0Y)], (w6, cN), (24,0Y)] |

C

[ (26, 0N), (24, V)], [(w6,0N), (24,0Y)] |

[ [(26,0N), (24, V)], [(w6, cN), (24, ¢Y)] |

ch

\ 4

| [(wg,cN), (x4, cY)], [(z6,cN), (z4,cY)] |

| [(g,cN), (x4, cY)], [(z6,cN), (24,0Y)] |

Y

Figure 4.35: Path of V' with cycle path ¢/ Example [4.7]

Remark 4.7 (Computational complexity of Algorithm The computational com-

plexity of Algorithm [{.3 is based on the computation of automaton V', which is

the parallel composition between each Vi, ..

, Ny, is similar to Algorithm[2.4 ( [47]). Basically, we need to apply this

i=1,2,...

5 V..

The computation of each V;,

algorithm by considering the input as G,. Table shows the maximum number of

states and transitions of all automata that must be computed in order to obtain the

verifier automaton V' for Ny local diagnosers according to Algorithm[{.3

Table 4.3: Computational complexity of Algorithm [4.3]

No. of states

No. of transitions

Gi | Xi| | X |3%5]

An 1 |23 = 12|

Gy | Xi| | Xl (1%3] = 1%)
Ay 2 23|

G, 2| X;| 2| |3

Gir 2|X;| 21X |3]

Gi, | Xi| | X (1%25] = [%/1)
Vi 21X, 20X:[7 (2] — [%4])

Vo ILL2AXP

T 2121 — [154))

Complexity

O(IT%,

Xl (1% = 1241)
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4.4 Concluding Remarks

In this chapter, we have introduced an architecture of networked discrete event sys-
tems with timing structure (NDESWTS) subject to delays and losses of observations
of events between the measurement sites (MS) and local diagnosers (LD), and, for
this purpose, we have introduced a new timed model that represents the dynamic
behavior of the plant based on the, a priori, knowledge of the minimal firing time
for each transition of the plant and on the maximal delays in the communication
channels that connect the measurement sites (MS) and local diagnosers (LD). We
converted this timed model in an untimed one, and, based on the untimed model, we
presented necessary and sufficient conditions for NDESWTS codiagnosability and
proposed two tests to its verification: the first one based on diagnosers, and a second

one, based on verifiers.
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Chapter 5

Conclusion

The main goal of this work was to propose the problem of codiagnosability of net-
worked discrete event systems with timing structure (NDESWTS) in the presence
of delays and loss of observations. In this regard, the main contributions of this

work are described below:

e We introduce a new timed model that represents the dynamic behavior of
the plant based on the, a priori, knowledge of the minimal firing time for
each transition of the plant and on the maximal delays in the communication

channels that connect measurement sites and local diagnosers.

e Methodology to construct an equivalent untimed model for NDESWTS. We
provide algorithms for the computation of untimed deterministic finite-state
automata that generate the extended languages associated with the plant and
the diagnoser observation. It is worth noticing that the model for NDESWTS
proposed here allows its application in other NDESWTS problems, for in-
stance, it has also been used to study the supervisory control of NDESWTS
subject to event communication delays and loss of observations [38}39] or to

deal with malicious attacks/intrusions to cyberphysical systems.

e We propose two tests to verify for codiagnosability of NDESWTS: the first

one based on diagnosers, and and a second one, based on verifiers.

A preliminary version of the results obtained here was published in [82/)83]. Other

research topics addressed in this work were:
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1. The introduction of a diagnoser-like G, to check the (co)diagnosability whose

the advantages are presented as follows.

e The test proposed here is that the search for indeterminate cycles is

replaced with the search for strongly connected components.

e The usual assumptions on language liveness and nonexistence of unob-
servable cycles of states connected with unobservable events only are no

longer required.

e this automaton test has in its event set both observable and unobservable

events of the plant, hidden cycles are “exposed” in this approach.

e this automaton provides all information to check (co)diagnosability, i.e.,
diagnosers G4 and Gy.s; do not carry enough information to determine if
an observed cycle of uncertain states is an indeterminate cycle, since it

is necessary to also perform a search for cycles in G.

e Other advantage of the proposed test is diagnosability verification be-

comes a particular case of codiagnosability verification.

e the test can be adapted to deal with codiagnosability of NDESW'TS.

2. We proposed the extended verifier, developed to show not only the ambiguous

paths but also those paths that lead to language diagnosis.

3. We applied diagnoser-like automaton G,.. and extend verifier GGy to compute
the maximum time a system takes to diagnose a failure occurrence, so called
T-codiagnosability, and the maximum number of event occurrences necessary

to diagnose a failure occurrence, so-called K-codiagnosability.
Possible topics of research that can continue this work are listed below:

(7) Different timing structures of networked discrete event systems. In this topic,
the idea is to consider a timing structure, where, instead of assuming minimal
activation times of the plant transitions and maximal communication delays,
we could assume a priori knowledge of the time intervals in which the plant
transitions can occur and the lower and upper bounds on the communication

delays, without relying on automata with guards.
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(i)

Computation of 7- and K-codiagnosability of codiagnosable NDESWTS and a
systematic way to compute the maximal delay in the communication channel

necessary so as to the language becomes not NDESWTS codiagnosable.

The study of other NDESWTS problems by using the modeling proposed in

this work, for example, opacity, prognosis, detectability, state estimation.

Application of NDESWTS codiagnosability to real manufacturing systems.
Namely, in the context of manufacturing services [84], we can use the models
proposed here to check the workflow, and thus, we can ensure the production
quality by making the failure diagnosis to each part of manufacturing system

automatically.
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