o
Instituto Alberto Luiz Coimbra de U F RJ
Pés-Graduagao e Pesquisa de Engenharia

NEW APPROACHES TO FAULT PREDICTION AND OPACITY
ENFORCEMENT OF DISCRETE-EVENT SYSTEMS

Raphael Julio Barcelos

Tese de Doutorado apresentada ao Programa
de Pos-graduagao em Engenharia Elétrica,
COPPE, da Universidade Federal do Rio de
Janeiro, como parte dos requisitos necesséarios
a obtencao do titulo de Doutor em Engenharia

Elétrica.

Orientador: Joao Carlos dos Santos Basilio

Rio de Janeiro
Margo de 2022



NEW APPROACHES TO FAULT PREDICTION AND OPACITY
ENFORCEMENT OF DISCRETE-EVENT SYSTEMS

Raphael Julio Barcelos

TESE SUBMETIDA AO CORPO DOCENTE DO INSTITUTO ALBERTO
LUIZ COIMBRA DE POS-GRADUACAO E PESQUISA DE ENGENHARIA
DA UNIVERSIDADE FEDERAL DO RIO DE JANEIRO COMO PARTE DOS
REQUISITOS NECESSARIOS PARA A OBTENCAO DO GRAU DE DOUTOR
EM CIENCIAS EM ENGENHARIA ELETRICA.

Orientador: Joao Carlos dos Santos Basilio

Aprovada por: Prof. Joao Carlos dos Santos Basilio
Prof. Marcos Vicente de Brito Moreira
Prof. José Eduardo Ribeiro Cury
Prof*. Patricia Nascimento Pena
Prof. Antonio Eduardo Carrilho da Cunha

RIO DE JANEIRO, RJ - BRASIL
MARCO DE 2022



Barcelos, Raphael Julio

New approaches to fault prediction and opacity
enforcement of discrete-event systems/Raphael Julio
Barcelos. — Rio de Janeiro: UFRJ/COPPE, 2022.

XTIT] [128| p: 1l.; 29, 7cm.

Orientador: Joao Carlos dos Santos Basilio

Tese (doutorado) - UFRJ/COPPE/Programa de
Engenharia Elétrica, 2022.

Referéncias Bibliograficas: p. [L18] -
1. Discrete event systems. 2. Opacity. 3. Opacity-

enforcement. 4. Utility. 5. Copredictability. 6.
Fault prediction. [. Basilio, Joao Carlos dos Santos.

II. Universidade Federal do Rio de Janeiro, COPPE,
Programa de Engenharia Elétrica. III. Titulo.

il




Resumo da Tese apresentada & COPPE /UFR.J como parte dos requisitos necessérios

para a obtencao do grau de Doutor em Ciéncias (D.Sc.)

NOVAS ABORDAGENS PARA PREDICAO DE FALHAS E FORCAMENTO
DE OPACIDADE EM SISTEMAS A EVENTOS DISCRETOS

Raphael Julio Barcelos

Margo /2022

Orientador: Joao Carlos dos Santos Basilio

Programa: Engenharia Elétrica

Este trabalho se concentra no desenvolvimento de novas abordagens para proble-
mas relacionados a duas propriedades de sistemas a eventos discretos: opacidade e
preditibilidade. A opacidade requer que um comportamento secreto do sistema seja
escondido de um intruso, e, neste quesito, o primeiro problema abordado é como
tornar opaco um sistema que inerentemente nao é (forcamento de opacidade). Para
esse fim, propoe-se uma estratégia capaz de manipular a estimagao de estados do
intruso de forma que a ordem da observacao dos eventos seja embaralhada, podendo
alguma dessas observacoes ser excluidas quando estritamente necessario. Investiga-
se também como mitigar o efeito negativo do forcamento de opacidade na capacidade
do receptor auténtico de estimar o estado atual do sistema com precisao. O segundo
problema abordado é relacionado a principal critica as estratégias de forcamento
de opacidade, mais especificamente o fato de que, ao ofuscar o comportamento
secreto do sistema ao intruso, algumas das informacoes transmitidas também sao
escondidas do receptor auténtico. Neste respeito, introduz-se a nocao de utilidade
(baseada em estados), a qual se refere a algum comportamento crucial do sistema que
deve estar sempre disponivel para o receptor auténtico, mesmo quando a opacidade
estiver sendo forcada. O 1ltimo problema abordado é a predicao de falhas. Um
sistema é preditivel se, para todo comportamento de falha, é possivel previamente
ter certeza da ocorréncia da falha. Na sequéncia, apresentam-se duas estratégias para
a verificagao de preditibilidade disjuntiva de falhas (copreditibilidade de falhas): a
primeira baseada em autdomatos teste e a segunda, em verificadores. Sao abordados
também a predicao online de falhas e, para tanto, é apresentada uma estratégia para
o projeto de preditores locais de falha, e a K-copreditibilidade, que requer que todas

as falhas sejam preditas pelo menos K eventos antes de suas ocorréncias.
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In this work, we are concerned with developing new approaches to problems
related to two discrete-event system properties, namely, opacity and predictability.
Opacity is a property that ensures that a secret behavior of the system is kept
hidden from an intruder, and, in this regard, the first problem we address is how
to make opaque a system which inherently is not (opacity enforcement). To this
end, we propose a strategy which is capable of manipulating the state estimation of
the intruder by shuffling event observations and also deleting some of them when
strictly necessary. We also investigate how it is possible to mitigate the negative
effect of opacity enforcement on the capability of the legitimate receiver to accurately
estimate the current state of the system. The second opacity problem addressed
in this work is related to the main criticism of the opacity enforcement strategies
existing in the literature, namely that in order to obfuscate the secret behavior of
the system from intruders, some transmitted information is also concealed from the
legitimate receiver. In this regard, we introduce the notion of (state-based) utility
to refer to some crucial behaviors that must always be available to the legitimate
receiver, even when opacity is being enforced. The last problem we address is fault
predictability, where a system is predictable with respect to the fault event if, for
every faulty behavior, we can be sure of the fault prior to its occurrence. We then
present two strategies for the verification of disjunctive fault predictability (fault
copredictability), one that is based on a diagnoser-like test automaton, and the
second one that deploys verifiers. We also consider online fault prediction, present a
strategy for designing local fault predictor systems, and address K-copredictability,
namely, if all fault occurrences can be predicted at least K events prior to their

occurrences.
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Chapter 1
Introduction

Discrete-Event Systems (DES) are dynamic systems whose space state is a discrete
set and its evolution is ruled by the asynchronous occurrence of events over time
[1]. DES modeling formalisms have been proven to be a powerful tool to solve
several problems, such as sensor failures [2H6|, state estimation [7, 8], supervisory
control [9-12] and cyber attacks [I3HI7], among many other topics. In order to
approach the problems that arise in the field of automation and control, the DES
community has been proposing and developing properties since then, for example:
fault diagnosis [I8), 19] and fault prediction (also referred to as prognosis) |20} 21],
which are mostly concerned with identifying and foreseeing fault occurrences in the
system, respectively; opacity notions [22-24], which are focused in privacy problems,
where secret behaviors must be concealed from external agents; detectability [8) 25]
26], which is related to monitoring tasks, where the space states of the system
must eventually be determined; controllability [27], observability [28] and relative
observability [10, IT], which are developed in supervisory control theory [9], in the
sense that the supervisory controller must never disable uncontrollable events and
different behaviors that are equally observed must have the same control decision,
respectively.

Among the problems the DES theory has been employed to solve, this work
addresses opacity enforcement and fault predictability verification, and, as a con-
sequence, it focuses on the properties of opacity and fault prediction, respectively,

which will be reviewed in the two subsections as follows.

1.1 Opacity

Opacity is a property that ensures that a given secret behavior of the system is
kept hidden from external observers with malicious intentions, usually referred to
as Intruders, which are assumed to passively observe the information flow. It has

emerged in the Discrete-Event Systems (DES) community [22] as a convenient way



to deal with a class of security problems.

Different notions of opacity have been formulated based on how the secret behav-
ior of the system is defined [23, 24]. The most usual ones are: strong/weak opacity
[23], language-based opacity (LBO) [29,[30], current-state opacity (CSO) [31], initial-
state opacity (ISO) [32], K-step opacity [31], and infinite-step opacity [33]. Another
notion is the initial-and-final-state opacity (IFO) [24], which generalizes both CSO
and ISO.

After these opacity notions having emerged, the first problem that the DES
community has been concerned with is opacity verification, that is, given a system
and a secret behavior, check whether opacity holds true or not. FEarly results on
this topics have been presented by SABOORI and HADJICOSTIS |32} [33], 34} 35
and DUBREIL et al. [36]. These works differ from each other with respect to the
opacity notion which is being considered, the strategy used to verify the considered
notion, and also the computational cost to achieve the proposed verification. Notice
however that the DES community still researches new strategies, for example: YIN
and LAFORTUNE [37] improve both infinite-step and K-step opacity verification
by using two-way observers, and; MA et al. [38] introduce the notion of strong
infinite-step opacity and use state recognizers to verify this property and also strong
K-step opacity, earlier proposed by FALCONE and MARCHAND [39].

Opacity has also been studied in other DES formalisms such as, timed systems
[40, 41], stochastic automata [42H45], transition systems [46, 47|, modular systems
[48], networked DES [49], fuzzy DES [50], Petri-nets [51,52] and linear time-invariant
systems [53] 54]. Readers are referred to [55] and [56] for a more detailed overview
on opacity topics.

Since not every system is inherently opaque, it is necessary to develop mecha-
nisms to make the system opaque in accordance with some opacity notion of interest.
In this regard, two major methods have been explored in the literature, which work
as follows: (i) either they restrict the system so as its secret behavior is never in-
ferred, (ii) or they modify the observation of the system for external agents.

The first mechanism for opacity enforcement is typically approached with the
help of supervisory control theory (SCT), which is used to restrict the behavior of
the system so as its secrets are not leaked, being, therefore, a conservative approach.
In this regard, SABOORI and HADJICOSTIS [57], by using an Initial State Esti-
mator (ISE), propose a supervisor that limits the system within a pre-specified legal
behavior while enforcing ISO and disabling the least possible number of controllable
events. SABOORI and HADJICOSTIS [58] improve the results of SABOORI and
HADJICOSTIS [57] and extend them to infinite-step opacity. DUBREIL et al. [30]
provide a reduction of LBO enforcement through SCT of partially observed DES

to the same problem under full observation and then present a solution for the



computation of a supremal controller that enforces LBO. YIN and LAFORTUNE
[59] investigate CSO enforcement and propose the so-called All Enforcement Struc-
ture (AES), obtained by means of a game structure between the supervisor and the
system, and thus, it embeds all valid supervisors, which allows the synthesis of a lo-
cally maximal supervisor that enforces CSO. TONG et al. [60] also investigates CSO
enforcement by means of SCT for partially DES, but under incomparable observa-
tions, which means that no relation between the observation of the Intruder and the
Supervisor can be established. The scenario where the Intruder may disclose the
control policy and allow itself to recover the control decision made by the supervisor
(and thus being able to obtain a better state-estimate of the system), is addressed
by XIE et al. [61], who propose a non-deterministic supervisor that provides a set of
control decisions at each time instant, where the specific control decision is chosen
randomly.

Before presenting opacity enforcement strategies through modifications in the
observation of the system, it is worth highlighting that BRYANS et al. [46] introduce
three different models for the observation of a system: (i) static observation, where
the event signals generated by the system that are observable by external agents
are fixed; (ii) dynamic observation, where the observability of these event signals
depends on predefined rules, for example, the already observed behavior, and; (iii)
Orwellian observation, where the observability of event signals depends not only on
the past behavior, but also on the future one.

With respect to static observation models for opacity enforcement, CASSEZ et al.
[62] propose a static mask, which computes a maximum subset of the observable
events (sensor selection) that makes the system opaque. FALCONE and MARC-
HAND [39] propose a strategy to enforce K-step opacity, where, depending on the al-
ready observed behavior, it may hold the incoming event signals for an exact amount
of steps such that the system becomes opaque. Recently, DULCE-GALINDO et al.
[63] extend the standard definitions of ISO and IFO to weak versions, and then,
propose an opacity enforcement by means of synchronizing automata. BARCELOS
and BASILIO [64] propose a CSO enforcement strategy that shuffles the order of
event observations with a view for the secret behavior of the system to becoming
indistinguishable from the non-secret one.

A different strategy for opacity enforcement is the insertion function, which has
been proposed by WU and LAFORTUNE [65] to address CSO enforcement. The
idea behind insertion functions is to allow the system to run freely, but misleading
the Intruder to never infer that the secret behavior has occurred by inserting ficti-
tious event signals in the output of the system. The procedure to obtain insertion
functions has been improved by WU and LAFORTUNE [66], which also approach

the problem of quantifying the insertion of events and provides the synthesis of the



optimal insertion function. JI et al. [67] refer to the insertion function strategy
deployed in [65] [66] as private, since the Intruder is unaware of it, and then they ad-
dress the scenario where the Intruder may also know or discover the structure of the
insertion function, therefore providing a strategy that enforces opacity even when it
is publicly known, the so-called public-and-private opacity enforcement. In contrast
with the previous works concerning insertion functions, KEROGLOU and LAFOR-
TUNE [68] propose a new insertion function which is embedded into the system
and acts based on the real location of the system, being a more powerful strategy
than the previously related ones. JI et al. [69] address the problem of enforcing CSO
through insert functions into a system with energy level that can be consumed or in-
creased depending on the event occurrences and insertions. KEROGLOU et al. [70]
propose CSO enforcement through insertion functions enhanced with finite memory,
where instead of immediately releasing the modified behavior, it stores a predefined
number of consecutive events to only then output a modified information.

Later, the insertion function has been extended to edit functions by WU et al.
[71], which allows not only the insertion of event observations but also its deletion.
In the sequel, JT and LAFORTUNE [72] improve the edit function so as to enforce
opacity even when the strategy is publicly known. JI et al. [73] improve the strate-
gies proposed in [67, [72] by considering opacity enforcement using nondeterministic
public known edit functions. WINTENBERG et al. [74] investigate K-step opacity
enforcement through edit functions. Recently, LI et al. |[75] also extend the insertion
function, but, differently from edit functions, the extended insertion function allows
fictitious event signals to be inserted not only before genuine event occurrences but
also after them.

With respect to opacity enforcement strategies with dynamic observation models,
CASSEZ et al. [62] extend the notion of CSO to dynamic observation and investigate
the problem of synthesizing a dynamic mask that makes the system opaque, since
it selects if an event is observable based on the previous behavior of the system.
ZHANG et al. [T6] propose a controller that makes some events unobservable to
ensure weak /strong opacity, where the observation deletions are as least as possible
in order to release the maximum information. BEHINAEIN et al. [77] improve the
results obtained by ZHANG et al. [76] and also investigate the problem of making
the estimation of some states opaque and, at the same time, the estimation of other
states non-opaque. YIN and LI [78] address the dynamic masks synthesis problem
for infinite-step opacity.

Finally, as far as the author of this work knows, opacity under Orwellian ob-
servation has only been investigated by HOU et al. |[79)], where a strategy for the
verification of CSO is proposed.



Contribution of this work on opacity enforcement

We consider in this work the problem of CSO enforcement, where a system is said to
be current-state opaque if the Intruder is unable to ascertain if the current state of
the system is a secret one or not. In this regard, in order to deal with systems which
are not inherently current-state opaque, the enforcement strategy we propose here is
based on shuffling the order of observations of the events that have occurred in the
system, and also observation deletions. The idea behind this strategy is to mislead
the Intruder to never be certain that the system is currently in a secret state by
making the Intruder always believes that the system is in a non-secret state. This
strategy is implemented by means of the so called Opacity-Enforcer, which is placed
between the plant and the legitimate receiver, before the point where information is
likely to leak, i.e., be observed by the Intruder.

The Opacity-Enforcer works as follows [80]: when it receives a signal associated
with an event occurrence, it chooses, based on preset rules, either to release it, re-
lease another stored signal, or hold all signals until the arrival of other events, with a
view to changing the order of the observation of the events. The Opacity-Enforcer is
also allowed to delete the observation of some held event, which is performed in order
for the sequence of released signals to be consistent with the behavior of the system.
The events released by the Opacity-Enforcer are transmitted to a legitimate receiver
through a network, which is assumed to be susceptible to leak information to Intrud-
ers. The Opacity-Enforcer proposed here is obtained by adapting the automaton
developed by NUNES et al. [6] and combining it with the system automaton, in order
for the shuffled sequences to remain within the language generated by the system,
and with the automaton that models the allowed observation by the intruder. In
addition, in order to deal with observation deletion, the dilation operation proposed
by CARVALHO et al. [3] is used.

Since opacity enforcement strategy presented in this work is likely to also mislead
the state estimation of legitimate receivers, we present a protocol that is capable of
mitigating this negative effect on the capability of the legitimate receiver to accu-
rately estimate the current state of the system. This protocol leverages the legitimate
receiver’s knowledge on the actions to be taken by the Opacity-Enforcer in order to
refine the estimation of the current state of the system.

We also address the main criticism of opacity enforcement strategies existing in
the literature, namely that in order to obfuscate the secret behavior of the system
from intruders, some transmitted information is also concealed from the legitimate
receiver. In this regard, we introduce a notion of (state-based) utility of the system
to refer to some crucial behavior that must always be available to the legitimate

receiver, even when opacity is being enforced.



It is worth remarking that the notion of utility within opacity enforcement strate-
gies has been presented firstly in [71], where the authors synthesize obfuscation
policies through edit functions that ensure privacy and utility at the same time.
However, in their approach, the authors define a value for each pair composed of
the current state of the plant and the state estimated by external observers, and
then, they impose that the utility of the system is preserved when these values never
exceed a predefined maximum value. Differently from the strategy proposed in [71],
in this work, the utility of the system is based on the visit of the so-called useful
states, and, in addition, we require that the event observations outputted by the
Opacity-Enforcer are such that, when some useful state is reached, it must be esti-
mated before a new state is reached, and also that whenever the receiver estimates

an useful state, the plant is currently in that state.

1.2 Fault prediction

Predictability, also referred to as prognosis, is a DES property whose widely adopted
definition has been presented in GENC and LAFORTUNE [20]. The predictability
aims to foresee an event occurrence in a system before its actual occurrence. It
differs from diagnosability in the sense that, whereas diagnosability ensures that the
occurrence of an unobservable event (usually referred to as fault) is always detected
within a finite number of event observations after its occurrence, predictability means
that we can always ascertain that such an event will inevitably occur prior to its
actual occurrence.

The notion of predictability was introduced by JIANG and KUMAR [21] as
pre-diagnosability, and was based on state-traces. The widely adopted definition
of predictability was introduced later on by GENC and LAFORTUNE [20], and is
related to the possibility of being sure about future occurrences of the fault event
based on the observation of sequences that do not contain the fault event, i.e., before
its actual occurrence. Differently from JIANG and KUMAR [21], predictability is
defined in GENC and LAFORTUNE [20] based on event sequences.

After the aforementioned works, fault prectability has become a research topic
of wide interest in the discrete-event community. TAKAI [8T] considers predictabil-
ity in the presence of deadlocks, and introduces the notion of robust predictability,
where a single predictor which is able to foresee the fault occurrence for all possible
models of observations is synthesized. More recently, BARCELOS et al. [82] discus
the problem of predictability verification of discrete-event systems (DES) modeled
by finite state automata in less restrictive scenarios, where the assumptions regard-
ing language liveness and absence of cycles of states connected by unobservable
events only are both dropped. XIAO and LIU [83] have approached the problem



of robust fault predictability against intermittent/permanent losses of observations.
WATANABE et al. [84] propose a verification strategy for safe fault diagnosability
and predictability, which, in the case of predictability, requires that every fault is
predictable and a predefined illegal behavior is inhibited from occurring by disabling
some controllable event after the fault prediction.

As in fault diagnosis, predictability has also been addressed in decentralized ar-
chitectures, where local agents work in a cooperative way to predict fault occurrences
[85H89]. In KUMAR and TAKALI [85], predictability is approached in a decentralized
architecture and the definition proposed by GENC and LAFORTUNE [20] is referred
to as “uniformly bounded prognosability”, and later on, they introduce an weaker
version of coprognosability. KUMAR and TAKAT [85] also propose the notion of
reaction bound, which calculates the largest number of steps after the prognostic
decision in which the fault may occur, and propose a copredictability verification
test for regular languages that is based on verifiers and and on the so-called indica-
tor strings. TAKAI and KUMAR [86] consider a distributed architecture assuming
that the communication between the system and predictors are limited and subject
to delay. In KHOUMSI and CHAKIB [87], the decentralized architecture presented
in KUMAR and TAKAI [85] is referred to as disjunctive fault predictability, i.e.,
the predictor system is sure that the fault will occur if, at least, one of the local
predictors is sure. Then, the authors propose a conjunctive and a mixed architecture
that embeds both the disjunctive and conjunctive features. In YIN and LI |88], it
is evaluated how soon the fault can be predicted and, at the same time, it ensures
that the fault will occur in a bounded time after its prediction. YIN and LI [89]
address the loss of local predictability decisions in the communication between the
local predictors and coordinator.

Recently, YIN and LI [90] propose two new decentralized protocols for fault pre-
dictability verification, namely, the positive state-estimate (PSE) based protocol,
where each local agent sends a state estimation, which is believed that a fault will
certainly occur in the future, and the negative state-estimate (NSE) based proto-
col, where the local agents provide estate-estimations which they believe that the
fault alarm should not be issued; notice that, in both cases, the verdict of the fault
occurrence is given by a coordinator that takes into account the decisions of the
local agents. ZHOU et al. [91] address the problem, in a decentralized architec-
ture, where any fault should be predicted K steps before its occurrence, and, once
the fault alarm is issued, the fault must definitely occur within M steps, and in-
troduce three notions of predictability ((M, K)-disjunctive-coprognosability, (M,
K)-conjunctive-coprognosability and (M, K)-strongly-coprognosability) and estab-
lish algebraic structures to verify these notions.

It is worth noting that predictability has also been addressed in stochastic DES



[92-94], Petri-nets [95H98| and timed systems [99]. We refer the readers to WATAN-
ABE et al. [I00] for an overview on fault prediction of DES.

Contribution of this work on fault predictability

This work addresses the problem of disjunctive predictability verification and online
fault prediction of DES in less restrictive scenarios [L0I], i.e., without making the
usual assumptions of language liveness and absence of cycles of states connected
by unobservable events. To this end, we adapt the test automaton and the veri-
fier, proposed in VIANA and BASILIO [102] and VIANA et al. [103], respectively,
which are used to verify codiagnosability, in order to develop two new strategies
to verify disjunctive predictability, as follows: (i) the first one, based on the test
automaton[I02], and; (ii) the second one, obtained by using verifiers [104], [T05].

Since the aforementioned methods embrace more general DES classes, the results
presented here supersede those presented in GENC and LAFORTUNE [20]. The
choice for a diagnoser-based strategy is backed up by [L06], where it is claimed
that, based on a rigorous statistical analysis, the size of the states of diagnosers
and verifiers are, respectively, ©(n%771°¢k+063) and ©(n?), on the average, where
k (resp. n) is the number of events (resp. states) of the plant automaton. This
means that, for systems with 60 events or less, the number of states of diagnosers
is likely to be smaller than that of the corresponding verifier. Therefore, it is worth
developing verification algorithms based not only on verifiers but also on diagnoser-
based automata.

Another contribution of this work is the development of a strategy to design
local fault predictor systems, to be used in online fault prediction. As opposed to
the online fault prediction approached in KUMAR and TAKAI [85] and GENC and
LAFORTUNE [20], our method is neither based on indicator-string nor on indicator-
states but on finding the smallest sequences that allow the local fault predictors to
foresee the fault occurrences. Leveraging the knowledge on these sequences, we
address the problem of finding the minimum number of (either observable or unob-
servable) event occurrences after the fault is predicted by some local fault predictor
and prior to the actual fault occurrence, and formulate the K-copredictability prob-
lem, i.e., if the fault can be predicted at least K event occurrences prior to its actual

occurrence.

1.3 Thesis structure

We have structured this work as follows. In Chapter 2] we present a brief review

on DES, which includes basic concepts and the properties we discuss in the further



chapters. In Chapter [3, we address the problem of current-state opacity enforce-
ment, where we manipulate the state estimation of the Intruder by shuffling event
observations and also deleting some of these event observations when strictly neces-
sary. Still in Chapter [3] we show that, by allowing the legitimate receiver to know
the operations that are being performed to make the system opaque, it is possible
to mitigate the damage caused to the state estimation of the legitimate receiver. In
Chapter [d] with a view to approaching the main criticism of opacity enforcement
strategies, we introduce the notion of utility, which is a behavior of the system that
the legitimate receiver must unambiguously infer from the system. In this regard,
we improve the strategy presented in Chapter [3|so as the Opacity-Enforcer has now
the task of concealing the secret behavior of the system from intruders and, at the
same time, ensure that the useful behavior of the system is available to the legiti-
mate receiver. In Chapter [5] we approach the problem of disjunctive predictability
verification and online fault prediction of DES in less restrictive scenarios, where we
develop two algorithms to solve disjunctive predictability verification and another
one to perform the online fault prediction. In addition, we also introduce the notion
of K-copredictability and propose an algorithm for its verification. Finally, the con-
tributions we have made in this work with respect to opacity enforcement, utility
ensuring and fault copredictability are presented not only at the end of Chapters
and [o, respectively, but also summarized in Chapter [, where we also present

possible extensions of the topics developed in this work.



Chapter 2
Theoretical background

This chapter is intended to review some of the basic concepts to be used in this work,
mostly concerning finite-state automaton (FSA), its operations and properties. To
this end, we have structured this chapter as follows. In Section we present a
brief review on discrete-event systems theory, and; in Section [2.2] we present a few

properties of DESs.

2.1 Discrete-event systems theory

In contrast to the continuous variable systems, which are characterized by
continuous-states and time-driven transitions, discrete-event systems (DES) are
characterized by having as state space a discrete set, and the transitions between
states driven by the occurrence of events [I]. These events, for example, denote
specific actions that the system may take or are associated with occurrences of
spontaneous nature. The occurrence of events, generally, causes the system state
to change, and are assumed to be instantaneous. Events are typically denoted by

7

lowercase letters. For example, the symbols “a”, “0”, “o”, “u” often denote events.

We define a discrete-event system as follows.

Definition 2.1 (Discrete-event system) A Discrete-event system (DES) is a
discrete-state event-driven system, that s, its state space is formed with a discrete set
and its state evolution depends entirely on the occurrence of asynchronous discrete

events over time. O

The collection of events is called the set of events (also referred to as “alphabet”),
that is finite and is denoted as 3, e.g., ¥ = {a,b,c}. Since the occurrence of
successive events, which may or may not be different, composes the behavior of
a DES, we define “sequence” of events as the concatenation of events (also called

2

“word”, “string” or “trace” in the literature) and is denoted as s. For example,
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s1 = abc, sy = ca are possible sequences formed with the events of ¥ = {a,b, c}.
The “length of a sequence” is the number of events that form it, denoted as ||s||, e.g.,
||s1]| = 3 and ||s2|| = 2. In addition, |A| denotes the cardinality of the set A, which is
the number of elements that form set A. The “empty trace”, which is denoted by ¢, is
the sequence with no events, and thus, its length is zero, i.e., ||e]| = 0. Transitions
that are labeled with event ¢ are referred to as “silent transitions”. Finally, the
behavior of a DES can be modeled by using “languages”, which is a set formed with

finite-length (bounded) sequences and whose formal definition is as follows.

Definition 2.2 A language L defined over an event set 3 is a set of finite-length

sequences formed with events o € X, including the empty trace ¢. O

The Kleene-Closure of an event set X is denoted by X* and is a language com-
posed of all possible sequences with finite length formed with the events of ¥, in-
cluding €. Tt can be defined as ¥* = {e} UX U XX U.... Note that 3* is discrete
but infinitely countable.

Before moving on to the operations that can be performed with sequences, we
must first clarify some terminologies. Let s = tuv, where s,t,u,v € ¥*. We call ¢ a
prefix of s, u a substring of s and v a suffix of s.

We now present some useful operations on sequences used throughout the text:

e Prefiz-closure of a sequence s, defined as 5= {u € ¥* : (v € X*)[uv = s]}.

e Natural projection [9], or simply projection, of a larger event set ¥, over a
smaller event set X, i.e., ¥, C ¥, is defined as P, : ¥} — X}, where
P.y(e) =€, Poplo) =0 it o € Xy, Pop(o) =cif o € ¥, \ X and P,p(s0) =
P, y(s)Pap(0), where s € X, 0 € X,.

e Inverse projection, defined as Pa_’b1 X — 2% where Pa_bl(t) ={s e X:
Pa,b(s) = t} and Zb Q Ea.

The prefiz-closure, projection and inverse projection can be extended over a
language L by applying them to each sequence of L. Another useful operation on

languages used throughout the text is the post-language.

e Post-language of L after a sequence s is defined as L/s = {t € ¥* : st € L}.
Notice that, by definition, if s ¢ L, then L/s = .

The formalism used here to model DES is the so-called (deterministic) finite

state automaton, which is defined as follows.
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Figure 2.1: State transition diagram.

Definition 2.3 (Automaton [I]) An automaton, denoted by G, is a siz-tuple G =
(X, %, f, T, xo, X)), where X is the finite set of states, ¥ is the finite set of events,
f: X x¥ — X is the partial state transition function, I : X — 2% is the active event
set function, being defined as I'(x) = {o € ¥ : f(x,0)!}, where f(z,0)! denotes that
f(x,0) is defined, i.e., Iy € X such that f(x,0) =y, vo € X is the initial state and
X C X s the set of marked states. O

It is worth remarking that, whenever there are no marked states (X, = 0), the
automaton can be represented as the five-tuple G = (X, X%, f,T',z9). In order to
formally define the languages generated and marked by an automaton, let us extend
the transition function to f : X x ¥* — X by the following recursion: f(x,¢) = x;
flz,o8) = f(f(a:,a),s); o€, se Xt

Automata are typically represented by directed graphs, also known as state
transition diagrams, whose nodes and labeled arcs represent states and the tran-
sitions between them, respectively. In addition, marked states are represented by
double circles whereas the initial state is represented by a circle with a single ar-
row pointing into it. Figure shows the state transition diagram of automaton
G=(X,% f, ' x9, Xn), where X = {z,y}, ¥ = {01,020}, f(z,01) =y, f(y,00) = v,
D(x) ={o1}, I'(y),= {02}, 20 = x and X,,, = {y}.

Definition 2.4 (Generated and marked languages) The language generated
by G is defined as L(G) = {s € ¥* : f(xg,s)!}, and the marked language of G
is defined as L,,,(G) = {s € ¥* : f(zo,5) € X} O

It is worth highlighting that the generated and marked languages are denoted as
L and L,,, respectively, where the context allows.
Notice that languages formed with finite length sequences can be represented as

automata. In this regard, we present the following definition.

Definition 2.5 (Regular Languages) A language L is said to be regular if it can

be marked by a finite-state automaton.

Therefore, the automaton formalism is a practical tool for manipulating regular

languages. On the other hand, languages that either have infinite length or are
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formed with infinite length sequences are called “non-regular” languages, and would
require infinite states to be represented by automaton formalism.

We will now recall the main operations with automata. We start with the unary
operations accessible part, coaccessible part and trim.

The accessible part removes all states that cannot be reached from the initial

state and their associated transitions, being defined as:
AC(G) - (XACa Za fAca 1—‘Aca Zo, Xm,Ac)>

where X4, = {x € X : (s € 9)[f(xo,5) = 2]}, fac : Xae X ¥ — X4 where
fac(z,0) = f(z,0)if f(z,0) € X4, or undefined, otherwise, and X, 4. = X,;,NX 4.
States that have been removed when taking the accessible part of an automaton are
called “not accessible”.

The coaccessible part removes all states from which no marked state can be

reached and their associated transitions, being defined as:

CoAc(G) = (Xcoaes 2, feoae, Lcoae, To,coacy Xm),

where Xcoae = {z € X : (Is,y € ¥* x Xpn)[f(x,8) = v}, fooae : Xcoae X ¥ —
Xcoae where fooac(z,0) = f(z,0) if f(x,0) € Xcoae or undefined, otherwise, and
Zo,coAc = Lo if T € Xcoac Or empty, otherwise. States that have been removed when
the coaccessible part of an automaton is calculated are called “not coaccessible”.
The Trim operation results in an automaton that is both accessible and coacces-
sible, i.e.,
Trim(G) = CoAc(Ac(GQ)) = Ac(CoAc(@)).

As a consequence, the states of automaton Trim(G) are such that they are reached
by an initial state and can also reach some marked state.

Following the unary operations, we now present the composition operations of
automata, namely the parallel composition and the product composition.

The parallel composition of two automata results in a new one that synchronizes
their common behavior and allows their individual behaviors to happen without

constraints, being formally defined as:
G'1HG2 = AC(Xl X X, 21 U X, f1H2>F1||2796’0,1 X 02, Xm,1 X Xm,2)7

where f”‘g((l’l,l’g),g) = (fl(I1,0'>7JZ2)7 if o € Fl(l’l) \ 22, f”‘g((l’l,l'g),O') =
(w1, fa(xg,0)), if 0 € Ty(xs) \ ¥4, f1||2((951,9€2)70) = (fi(z1,0), fa(wp,0)) if 0 €
[y (z1) N Ty(x2), or undefined, otherwise.

On the other hand, the product of two automata results in a new one that models
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their synchronized behavior, being formally defined as:
Gi X Gy = Ac(X1 X Xo, %1 U X9, fixe, Tixae, To1 X o2, X1 X Xim2),

where fiyo((z1,22),0) = (fi(x1,0), fa(xe,0)) if 0 € I'1(x1) N Ty(x2), or undefined,
otherwise.

Finally, an automaton Gpq = (X, X4, fud, I's Xo, X;n) is said to be nondetermin-
istic if at least one of the following conditions holds true: (i) automaton G,4 has
more than one initial state, i.e., | Xo| > 1; (ii) there exist silent transitions defined
in G, i.e., Jy € X such that f,4(x,e) =y, or; (iii) the transition function is non-
deterministic, i.e., |foa(z,0)| > 1, where (x,0) € X x 3. Notice that, in order for
conditions (ii) and (iii) to be satisfied, ¥,; may include event ¢, i.e., ¥4 = X U {e},
and frq: X x 2 — 2%,

The observer automaton associated with a nondeterministic automaton G4 is a
language-equivalent deterministic automaton Obs(G,q), for which £(Obs(G,q)) =
P55 (L(Gra)) = L(Gra)- In order to build the observer, let us present the e-reach
of a state z € X, eR(z), which is the set composed of all states that can be reached
from z by following transitions labeled with ¢; by convention, x € eR(z). It can
be extended over a state set Y € 2% as follows: eR(Y) = |,y €R(x). Then, the

observer of a nondeterministic automaton G, is defined as:

ObS<Gnd) = (Xob57 27 fobsa Fobsa L0,0bs, Xm,obs)a

where Xps C 2%, fors(Tops,0) = eR({x' € X : (z € wus)[r) € fra(z,0)]}),
Lops(Tops) = Umexobs ['(x), To0ps = €R(Xo), and Xy, obs = {Tobs € Xobs © Tops N Xy #
o).

The observer automaton can be extended to partially-observed DES modeled
by deterministic automata, which have “unobservable transitions” instead of silent
transitions. In this case, the observer automaton associated with a deterministic
automaton G and an event set ¥’ C 3 is denoted as Obs(G, ¥'). In order to compute
the observer of a partially-observed automaton, we replace all transitions labeled by
“unobservable events” o € ¥\ ¥’ with silent transitions (which makes automaton
GG nondeterministic), and then, we proceed with the aforementioned procedure to
obtain Obs(G, ¥’). Notice that, the generated and marked languages by Obs(G, ¥)
are L(Obs(G,Y)) = Prw(L(G)) and L£,,(0bs(G, YY) = Py s (L, (G)), respectively,
where P55y 1 X% — X7,

Let us assume that the event set X is partitioned into ¥ = ¥,UX,,, where 3,
and >, are the sets of observable and unobservable events, respectively. In this
case, we define the projection P, : ¥* — X and denote Gops = Obs(Gpa, Xo),
Lops = L(Gops) = P,(L) and Ly, ops = L (Gops) = Po(Ly,), where the context allows.
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2.2 Opacity and predictability of DES

In the following subsections, we present two properties of interest in this work:

opacity and predictability.

2.2.1 Opacity

Opacity is a property which ensures that a given secret behavior of the system is
kept hidden from external observers with malicious intentions, usually referred to
as intruders, which are assumed to passively observe the information flow.

In this subsection, we present the usual notions of opacity that have been ap-
proached with automata formalisms in the literature. These notions are typically
divided into language-based opacity and state-based opacity.

We start with the notion of language-based opacity (LBO), first presented by
BADOUEL et al. [29], and formally defined by DUBREIL et al. [30]. In words,
language-based opacity states that “given a secret language Ly C L and a set of
observable events X.,, then every secret sequence in the secret language s € Ly must
have the same observation as some non-secret sequence t € L\ L". Formally,

language-based opacity is defined as follows.

Definition 2.6 (Language-Based Opacity) Given a DES modeled by G =
(X, %, f, T, xg), projection P, : ¥X* — ¥* and a secret language Ly C L, we say
that G is language-based opaque with respect to 3, and Ly if Vs € Ly, there exists
t € L\ Ly such that P,(s) = P,(t), i.e., P,(Ls) C P,(L\ Lg). O

Example 2.1 Let us consider a system modeled by an automaton G, whose gen-
erated language is L = (abc+ cab), where ¥, = {a,b} and X, = {c}. As-
sume now that the secret language is Ls = {abc}. As a consequence, L\ Ly =
{€,a,ab, c, ca, cab}, which implies that G is language-based opaque, since cab € L\ L
and P,(abc) = P,(cab) = ab. O

Alternatively, LIN [23] defines LBO between two sublanguages of the system and
introduces the notions of strong and weak opacities, depending on how much the

intruder is able to infer from the secret behavior of the system, as follows.

Definition 2.7 (Strong and Weak Opacities) Given a system modeled by G =
(X,%, f,[,x), whose generated language is L, a general mapping © : ¥} — 37,
where Y., %, C X, and two languages Ly, Ly C L, then:

o Ly is strongly opaque with respect to Ly and O if ©(Ly) C ©(Ly);
o Ly is weakly opaque with respect to Ly and © if ©(Ly) NO(Ly) # 0. O
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It is not difficult to see from Definition that, whenever L; # () and Ly # 0,
strong opacity implies weak opacity, but not conversely. We illustrate the definitions

of strong and weak opacities with the following example.

Example 2.2 Let L = m and consider the following sublanguages of L:
Ly = {abc}, Ly = {a,ab,abc}, Ly = {cab}. In addition, let ¥ = {a,b,c}, &, =
{a,b}, o = {c}, and © = P, : ¥* — X. Notice that P,(L) = {ab}, P,(L2) =
{a,ab}, and P,(L3) = {ab}. Thus, we can say that Ly is strongly opaque with respect
to Ly and © = P,, since P,(Ly) C P,(L3), and that Ly is weakly opaque with respect
to Lz and © = P,, since P,(Ly) N P,(L3) = {ab} # (). Note, however, that Ly is not
strongly opaque with respect to Lz and © = P,, since a ¢ P,(Ls). O

It is worth recalling that LIN [23] defines opacity as a general property between
languages with a view to showing that other properties — anonymity, secrecy, ob-
servability, diagnosability and detectability — could be seen as special cases of opac-
ity upon properly defining languages L and L. As a consequence, Definition
does not require a secret behavior and the presence of some intruder.

Notice that, when comparing Definitions [2.7] and it is not difficult to see that
language-based opacity is equivalent to strong opacity for the particular case where
Ly=1Ls, Ly =L\ Ls and © = P,.

We will now consider the notions of state-based opacity. We start with the defi-
nition of current-state opacity (CSO), which has first been introduced by BRYANS
et al. [22] in the context of Petri Nets and has been presented as a property of finite-
state automata by SABOORI and HADJICOSTIS [31]. Broadly speaking, a system
is current-state opaque when “the intruder never knows if the system is actually in
a secret state or not”. We recall the formal definition of CSO provided by WU and
LAFORTUNE [24], where the automaton G may have more than one initial state,

therefore zg is replaced with X, € 2% and automaton G is nondeterministic.

Definition 2.8 (Current State Opacity) Given a system modeled by G =
(X,%, f,I', Xy), projection P, : ¥* — X* and a set of secret states X, then sys-
tem G is current state opaque if Vxg € Xy and Vs € L satisfying f(xg,s) € X,
A%y € Xy and 35 € L such that f(Zo,5) € X \ X and P,(s) = P,(3). O

Example 2.3 Let G be the automaton represented in Figure Y = {a,b,c},
Yo = {a,b}, Xy = {c} and X, = {3}. We can say that G is current-state opaque
because sequence “acb”, which reaches secret state 3, has the same projection as
sequence “cab”, that reaches state 7, i.e.,f(0,ach) =3 = X, f(0,cab) =7 € X \ X;
and P,(acb) = P,(cab) = ab. Note that, if we set ¥, = {a,c}, ¥, = {b} and
X = {4}, the system is no longer current-state opaque, since there does not ezist a

sequence t € L : f(xg,t) € X \ X5, whose projection is P,(t) = P,(acba) = aca. O
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Figure 2.3: System related to Example , taken from [32].

We present now the notion of initial-state opacity, that was initially proposed
in the context of Petri nets by BRYANS et al. [22] and brought to the finite-state
automaton formalism by SABOORI and HADJICOSTIS [32]. A system is initial-
state opaque when ‘“the intruder is never sure whether the initial state of the system

was a secret state or not”, being formally defined as follows.

Definition 2.9 (Initial-State Opacity) Given a system modeled by G =
(X,%, f,I', Xo), projection P, : ¥* — X%, and a set of secret initial states Xo s C X,
G 1is initial-state opaque with respect to ¥, and Xo s if Vg € Xo s and for all s € L,
f(zo, s)!, there exists yo € Xo \ Xos and t € L, f(yo,t)! such that P,(s) = P,(t). O

Example 2.4 Let G be the automaton represented in Figure taken from SA-
BOORI and HADJICOSTIS [32], where ¥ = {a,b,c}, ¥, = {a,b}, X, = {c},
Xo =X and Xos = {2}. In this example, the intruder wants to discover if, among
all the possible initial states, the system has started from a secret state. Indeed the
system modeled by automaton G is initial-state opaque, since for every sequence s
starting from state 2, there exists another sequence t = cs starting from state O with
the same observation, i.e., P,(s) = P,(t). On the other hand, if the set of secret
initial states is Xos = {0}, then the system is no longer initial-state opaque, since
when the sequence “aa” 1s observed, the intruder will track down the initial state 0.
O

The next notion we recall here is K-step opacity, proposed by SABOORI and
HADJICOSTIS [31]. Tt is a more general property that embeds the secrecy of states
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from the last K steps executed by the system until the current moment. In words,
when “the intruder is never sure that the system is in a secret state or has visited one
wn the last K steps”, the system is said to be K-step opaque. Its formal definition

is as follows.

Definition 2.10 (K-Step Opacity) Given a system modeled by G = (X, %, f,T,
xg), projection P, : X* — XX, a set of secret states Xs C X, and an integer K > 0 €
N, we say that G is K-step opaque with respect to ¥,, X, and K if for all s € L,
and for all ' € 5 satisfying |P,(s)| — |P,(s')| < K and f(zo,s") € X, there exists
te L and t' €t such that f(zo,t') € X \ X, P,(s) = P,(t) and P,(s') = P,(t'). O

Example 2.5 Assume that G is the automaton represented in Figure and let
Y =A{a,b,c}, ¥, = {a,b}, ¥y = {c} and X; = {3}. Then, we can say that G
18 1-step opaque but not 2. In order to show that fact, let us consider the observer
automaton Obs(G,%,) depicted in Figure . Note that, when the intruder observes
sequence “ab”, it estimates states {3,7}. Then, the only possible next observable
sequence is “aba”, and now the intruder knows that the system is currently in {4, 8}
and was in {3,7} one step back. Thus, the system is 1-step opaque. However, when
the intruder observes sequence “abaa’”, it becomes sure that G is currently in state 4
and, by considering automaton G shown in Figure we can see that the system
was also in state 4 one step back and in state 3 two steps back, which is a secret

state. Thus the system is not 2-step opaque. O

Note that CSO can be understood as 0-Step opacity, since the only concern of
CSO is about the intruder being sure that the current state is a secret one, i.e., it
takes into account zero past steps.

The last state-based opacity notion we revisit in this work is the so-called infinite-
step opacity, which has been introduced by SABOORI and HADJICOSTIS [33],
being an extension of K-step opacity. In this regard, a system is said to be infinite-
step opaque if “the intruder is never sure whether the system has ever been in a

secret state or not”. Its formal definition is as follows.
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Definition 2.11 (Infinite-Step Opacity) Given a system modeled by G =
(X,%, f,,xg), projection P, : ¥* — X and a set of secret states Xs C X, G
is infinite-step opaque if for all s € L and for all s € 5 satisfying f(xo,s) € X,
there exists t € L and t' € t such that f(xg,t') € X \ X, P,(s) = B,(t) and
Po(s") = Folt'). -

Example 2.6 We revisit the automaton G depicted wn Figure where ¥ =
{a,b,c}, ¥, = {a,b}, ¥uo = {c} and X, = {3}. Since the system is not 2-step
opaque, as explained in Fxample it cannot be infinite-step opaque. However, if
we replace the self-loop in state 8 with another self-loop labeled with event “a”, then
the system becomes infinite-step opaque, since now the intruder can not ascertain if

the system has ever been solely in the secret state 3. O

It is worth noting that WU and LAFORTUNE [24] proposed a new opacity
notion, namely initial-and-final-state opacity (IFO), which is a generalization of both
CSO and ISO, where the secret behavior of the system is modeled as pairs composed
of an initial and a marked state. Moreover, WU and LAFORTUNE [24] provided
transformations among CSO, IFO, and LBO, and, for prefix-closed languages, also
between LBO and ISO. The computational complexity for performing any of these
transformations is of polynomial time [24]. Figure 2.5 presents a diagram with these
transformations between the opacity notions.

We emphasize that our main objective on this topic is to approach the problem of
current-state opacity enforcement. We recall that, in this notion, the secret behavior
is modeled as states, which cannot be accurately estimated by the intruder at the
current time instant. Therefore, in order for a system to be current-state opaque,
all sequences that reach a secret state from the initial state must, from the point of
view of the intruder, be indistinguishable from some other sequence that reaches a
non-secret state from the initial state.

In this regard, an easy and intuitive way to verify if a system G is CSO is to

build its observer automaton G, since its states can be understood as current
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state estimates, and verify if there is no state of G, formed with secret states
solely. Thus, the set of secret states of G is computed by X o5 = Xops N 2%,
since these states denote estimations composed of secret states only. The existence
of some state in X ,,, means that the intruder is capable of inferring, at some time,
that the current state of the system certainly is a secret one. We then say that the
system is CSO if and only if X, ;s = (), which means that the intruder is not able
to estimate a set of secret states only. In this case, the problem of CSO verification

can be rephrased as “the intruder must never estimate a set of secret states only”.

2.2.2 Predictability

Predictability, also referred to as prognosability in the literature, is a property of
DESs that ensures that some specific events, usually the fault event, can always be
foreseen before its actual occurrence.

In order to present the formal definition of predictability, let W(o) denote the
set composed of all sequences in L = L(G) whose last event is o, being defined as
V(o) ={soc € L:s e ¥* 0 € X} This function can be extended to an event set
> C ¥ as follows: U(3) = s

we denote Y, € s to mean that at least one event in X, is necessary to form sequence

V(o). Given a sequence s € L and a subset ¥, C ¥,

s, i.e., do, € X,,5N¥(o,) # 0. For example, consider sequence s = bca € L(G),
where G is the automaton depicted in Figure . Clearly s = {e,b,bc, bea}, and
so, for ¥’ = {b,o}, we have that ¥’ € s, since, although ¥(os) = {abcos} and
SN¥(os) =0, U(b) = {b,ab} and 5N U(b) = b # ().

The formal definition of predictability is as follows [20].

Definition 2.12 (Predictability [20]) A prefiz-closed and live language L is pre-
dictable with respect to projection P, : ¥* — X and event o, € ¥, if:

(3z e N) (Vs € ¥(0,)) (3t €5)[(o, ¢ t) AP |,
where the predictability condition P is:
(‘v’u € L) (‘v’v € L/u) ((Po(u) = P,(t)) A (o, ¢ u) A (JJv] > 2) = (0, € v)) O
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Let ¥y C ¥,, be the set composed of fault events, which is assumed to be a
singleton for the sake of simplicity and without loss of generality [I07], i.e., ¥ =
{o¢}. We will assume here that the fault event o is the event to be predicted, i.e.,
o, = oy, and thus, 3, = {o;}. We call s a faulty sequence if ¥ € s; on the other

hand, a sequence s such that X ¢ s is said to be normal.

Example 2.7 Consider automaton G depicted in Figure whose generated lan-
guage is L, its event set ¥ = {a,b,c, 0}, and the fault event set ¥y = {os}. Assume
that ¥, = {a, c} denote the set of observable events. Since, the projection P, of each
prefic of sy = abeoy (P,(sf) = ac) is identical to the projection of some prefiz u,
of the arbitrarily long length normal sequence uivy € aca® (P,(uyvq) € aca®), lan-
guage L is not predictable with respect to P, and ¥ (we cannot determine an exact
moment from which we are certain that the fault will inevitably occur). However,
if we consider X! = {a,b} as being the set of observable events, it is not difficult
to see that L becomes predictable with respect to P, : ¥* — X and Xy, since, for
prefiz ab € 5y, there exists no prefix ug of the arbitrarily long length normal sequence
Uy € (a + b)ca* such that Pl(us) = Pi(ab) = ab, and thus, after sequence ab is

observed, any external observer can infer that the fault oy will inevitably occur. 0O

Fault prediction verification is similar to diagnosability verification |18, 102, 104].
Whereas the latter is usually based on the search, after each fault occurrence, for
state estimates where we are certain that the fault has occurred, in the former,
we must search for a state estimate prior to the fault behavior such that the fault
occurrence is inevitable. Therefore, a system is said to be predictable if, for every
fault behavior, there exists a state estimation, prior the fault occurrence, such that
we are certain that the fault will inevitably occur.

Inspired by [I02], a recent strategy for the verification of fault predictability
has been proposed in [82], where the assumptions on language liveness and absence
of cycles of states connected by unobservable events have been dropped. In order
to build the fault predictor automaton proposed in [82], it is first necessary to
build the label automaton A, = (Xa,, {0}, fa,.Ta,, ®o.4,,0), where X4, = {N, F'},
fa,(N,og) = fa,(F,0p) = F, o4, = N. Automaton A, has been depicted in
Figure 2.7 Then, we compute G, = G||4; = (X4, 3, fr, T, 204, 0) and also its
observer observer Gy = Obs(Gy, %,) = (X4, X0, fa, La, 0.4, D), which models the

fault predictor automaton.
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Notice that the parallel composition G, = G||A; results in a new automaton
where all of its states are labeled either with N, meaning that the fault has not
occurred yet, or with F', denoting that the state has been reached after some fault
has occurred. According to [I8], a diagnoser state is said to be F-certain (resp.
normal) if all of its components are F-labeled (resp. N-labeled). If a state has both
N and F'-labeled components, it is called uncertain. We then recall the definition

of predictor states, as follows.

Definition 2.13 (Predictor states [82]) A state x € X, of the fault predictor
automaton Gy is a predictor state if it 1s uncertain and either x is the initial state

of Gq or there exists (2, 0,) € Xq X X, such that z' is normal and fq(2',0,) = x. O

Notice that predictor states are the first uncertain states of G4 reached from the
initial state x4, which may include x4 itself, if it is an uncertain state. The set
formed with all predictor states of G4 is denoted as X,,. It is not difficult to see that
if G has a fault event, then GG; has at least one uncertain state, which implies that
X, > 1

The next step to perform the fault prediction is to mark all predictor states in
Gy, i-e., Xpma = X,p, and also all states labeled with N in Gy, i.e., X, = {z € Xy :
z is labeled with N}. Then, we proceed as follows: (i) compute Gg.. = G4||Ger =
(Xsees 2y fsees Usces Xo.sces Xmosee); (il) set their marked states as being initial states,
i.e., Xosce = Xm.see; (1i1) unmark all states, i.e., Xy, sec = 0; (iv) compute Ggeeae =
Ac(Gyee), and; (v) find all non-trivial strongly connected components (SCCJ) of
Gsceac- Notice that the initial states of Gecqc are such that their first components
are predictor states and their second are states labeled with N.

Finally, we recall the following necessary and sufficient conditions for predictabil-

ity verification based on automaton Gy ., presented in [82].

Theorem 2.1 (Fault predictability verification [82]) A language L is pre-
dictable with respect to projection P, and failure event set ¥y if, and only if, all
non-trivial strongly connected components of Gsecac are composed of states (xq,x;)

whose second component x, is F-labeled. O

According to Theorem if all non-trivial SCCs of Gy qc are formed with states
(x4, x¢) whose second component z, is F-labeled, then all initial states of Gy ac,
which are pairs composed of a predictor state and a normal one, will eventually
lead Geeqc to states where the fault has occurred. This means that all faults will

eventually be predicted, and thus, L is predictable. We also recall that no fault

LA set of states B C 2% forms a nontrivial SCC of G if: (i) for each pair 2,y € B, x reaches y
and vice versa; (ii) the set B is maximal, i.e., there exists no state z which is not in B but satisfies
(i); (iii) if B ={«} (|]B|=1), then Jo0 € & : f(z,0) = z.
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Figure 2.9: Observer automaton Gy = Obs(Gy,3,) from Example

occurrence is missed, since no fault behavior was removed throughout the procedure

to compute G ge-

Example 2.8 Let us consider again automaton G depicted in Figure where
Y = {a,b,c,or}, ¥y = {0} and L(G) = L. Assume that the set of observable
events is X, = {a,c}. We then compute automaton G, = G| A, and its observer
Gq = Obs(Gy,%,), illustrated in Figures and respectively. Notice that states
{ON,5N}, {6 N} and {1N,2N} of the observer automaton G4 are normal, whereas
states {3N,6N,4F'} and {6 N,4F'} are uncertain. Since {3N,6N,4F'} is the unique
uncertain state that is preceded by a normal state, {3N,6N,4F'} is the unique predic-
tor state of G4. We then mark state {3N,6N,4F} in Gy and all states labeled with
N in Gy, and compute Gy = Gy||Ge, which is depicted in Fz'gure and whose set
of marked states is Xy, scc = {({3N,6N,4F},3N), ({3N,6N,4F},6N)}. The next
steps for the fault predictability verification proposed in [82] are: set X, scc as initial
states of Gyee, unmark all of its states and compute Gyeeqc = Ac(Gsee). Notice that
automaton G qc has two non-trivial SCCs, both composed of one state only, as fol-
lows: ({6N,4F},AF) and ({6N,4F},6N). The existence of an initial state of Gsecac
(whose first component is a predictor state) that reaches a non-trivial SCC whose last
component is labeled with N means that there exists a sequence sy = ac that reaches
the marked state ({3N,6N,4F},6N) in Gsce, with an arbitrarily long-length nor-
mal continualion and whose observation is identical to the sequence s = abc, which
reaches state ({3N,6N,4F} 3N), that immediately precedes the fault occurrence,
i.e., Py(ac) = P,(abc) = ac, meaning that the fault cannot be predicted. This result
concurs with that of Fxample and is also in accordance with Theorem 2.1, since
the existence of a non-trivial SCC whose second component s labeled with N implies

that the language L is not predictable with respect to P, and X¢. If the reader carries
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Figure 2.11: Automaton Geeqc = Ac(Gye) from Example .
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out the fault predictability verification for ¥, = {a, b}, then the resulting automaton
Gsceae Will have only one non-trivial SCC, namely state ({4F},4F), which implies,
according to Theorem that L is predictable with respect to P, : ¥* — ¥ and
X O

In Chapter 4] we address two new strategies for fault copredictability verification

[101]; one of them that is also based on test automaton G and improves the results

presented in [82].

25



Chapter 3
Opacity enforcement

In this chapter, we approach the problem of enforcing current-state opacity by shuf-
fling event observations and also deleting some of them when strictly necessary. The
idea behind this chapter is that, by manipulating the order of released observation
of events, we ensure that the intruder is never capable of estimating a set of secret
states only, whereas the harm caused by the opacity enforcement strategy to the
estimates of the legitimate receiver can be mitigated by allowing it to know about
the Opacity-Enforcer policies.

Throughout this chapter, Section characterizes the problem to be solved, the
assumptions made on the model of the system, the capacity of the intruder over the
system and how the proposed Opacity-Enforcer works; Section enlighten us with
the concepts behind the strategy for enforcing opacity through shuffle and deletions
in event observations whereas Section formally presents such a strategy; Section
presents the algorithms developed to achieve the opacity enforcement strategy;
Section show us a didactic example where the strategy proposed in this chapter
is applied. Section presents a procedure to improve the accuracy of the state
estimation by the legitimate receiver, when it exists, by assuming that the receiver
knows, a priori, the operations that will be performed by the system. Finally,
Section summarizes all of the contributions made in this chapter. A preliminary
version of the results obtained in this chapter are presented in [64] whereas its full

version has been presented in [80)].

3.1 Problem formulation

The architecture considered in this chapter is shown in Figure[3.I} and is composed of
a plant, an Opacity-Enforcer and two players, a legitimate receiver and an intruder.
After an event occurrence being read by a sensor, it is transmitted to the Opacity-
Enforcer in the same order and immediately after their occurrences in the plant.

The observable events, that are released by the Opacity-Enforcer, are transmitted
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Figure 3.1: The opacity enforcement architecture.

to the legitimate receiver through a non-secure network, being susceptible to leak
information to intruders. Although both legitimate receiver and intruder have the
same power of observation and have full knowledge of the model of the system,
only the legitimate receiver knows how the Opacity-Enforcer behaves to enforce the
desired opacity. The secrets of the system are represented as secret states, which
the intruder must never discover.

For security reasons, the intruder must never estimate that the system is in a se-
cret state, even when it is not; for example, if the intruder estimates that the system
is in a secret state but the system is not, the intruder can still take malicious actions

on the system. For this reason we introduce the following design specification.

S1 The intruder can never estimate that the current state of the system is a secret

state regardless the current state of the system.

The Opacity-Enforcer we propose here works as follows. When it receives a
signal associated with an event occurrence, it makes one of the following decisions:
(1) it immediately releases the event; (i7) it holds the event until one or more events
occur; (#4i) it holds the event and releases a previously held event, not necessarily
in the order of its occurrence, which may change the order of event observation;
(1v) or it deletes the event. In other words, the Opacity-Enforcer either delays the
event release by a certain number of steps, where step is understood here as any
new arrival of events at the Opacity-Enforcer, or deletes the event forever.

We make the following assumptions on the intruder’s capacity:

I1. The intruder has a copy of the automaton that models the system, including
events, states, transition functions, and its initial state(s).

I2. The intruder has full access to the events transmitted from the Opacity-Enforcer
to the legitimate receiver, i.e., it observes all of the observable events.

I3. The intruder does not know about the existence of the Opacity-Enforcer, and
so, it does not know that the information might have been changed.

I4. The intruder always expects to estimate some state inside the model whenever

it observes an event.

27



Notice that, the current-state opacity enforcement strategy proposed in this work
is capable of misleading the Intruder to never estimate that the current state of the
system is a secret state even when the strategy is publicly known, ¢.e., assumption
I3 is dropped, as discussed later in Subsection

3.2 Opacity enforcement through shuffle and dele-

tions in event observations

In this section, we propose an opacity enforcement strategy that leverages the
possibility of either delaying an event release or deleting its observation in or-
der to cause changes in the observed sequences, so as to create new sequences
whose projections satisfy the CSO requirement of Definition In this regard,
let G, = (X, %, fp,I'p, Xop) be the automaton that models the behavior of the
plant, ¥ its observable event set and X,, the secret states of the plant. Notice
that, when we build its observer G = 0bs(G,, %) = (X, X, f,[', z¢), the estimation
of some secret states in X, may become indistinguishable from the estimation of
states in X, \ X, ,, and therefore, the opacity enforcement strategy must manipulates
the observation of events so as the intruder becomes unable to estimate those states
that leak the secret, i.e., the secret states of the observer X N 2%s# (to be denoted
as X, for simplicity).

It is worth remarking that since the strategy for opacity enforcement presented
here modifies the sequence of observations outputted by the plant, so as to mislead
external agents, it is only necessary to know the observed behavior of the plant, and
not its actual behavior, which includes both observable and unobservable event oc-
currences. Since we are concerned with manipulating the order of event observations
to obfuscate the estimation of secret states of the observer X, all of the operations
and functions hereafter defined will be performed over the language of the observer
L=L(G).

As consequence, the CSO enforcement strategy modifies the order of observed
events to create new sequences that mislead the intruder’s estimation of the current
state of the system so as it becomes unable to estimate any secret state of the ob-
server, which corresponds to the secret states of the plant that are not inherently
opaque. To this end, in order to build automaton Rpg that models the behavior
of the Opacity-Enforcer, we must check if, for every sequence that reaches a secret
state and its continuations, it is possible, by shuffling event observations and/or
deleting some of their observations, to create a new sequence that can be seen as
another possible one whose prefixes and continuations lead only to non-secret states.

It is important to take into account which continuations the modified sequence of
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released events have when performing the opacity enforcement strategy, otherwise
the Opacity-Enforcer may release a sequence of events such that all of its continu-
ations lead to secret states and they cannot be modified to sequences that lead the
system to a secret-free path of estimation.

The problem of opacity enforcement can be posed as follows [65]: given a system
modeled by an automaton G = (X,3, f,I',z) that is not CSO, obtain another

automaton Rop that satisfies the following conditions:

OEl. ROE is CSO,
OE2. L(G) = L(Obs(Rog, X)).

Thus, the CSO enforcement strategy developed in this chapter is obtained by
building an automaton Rop from G that satisfies conditions OE1 and OE2. How-
ever, we must first verify if a system is current-state enforceable.

To this end, let us define the following operation over the sequences of L.

Definition 3.1 (Sequence permutation) Let s = 0103...0, € ¥* and T(s) =
(01,09,...,0,) denote the n-tuple formed from it. The sequence permutation is a
mapping S, : ©* — 2% where for each s = 0105...0,, il associates a set S, =

{s, € ¥* 1 s, is a sequence that corresponds to a permutation of T(s)}. O

Example 3.1 Let s = aba. The corresponding tuple of s is T(s) = (a,b,a). The
permutations defined from T(s) form the set P = {(a,b,a),(a,a,b),(b,a,a)} and

thus, the sequence permutation of s is Sy(s) = {aba, aab, baa}.

In order to model event deletion, we need to augment the language generated by
automaton G to include unobservable events. To this end, the first step is to dilate
the language L [3]. Let X = XpUX-p be a partition of ¥, where ¥ denotes the set
of observable events whose observation are allowed to be deleted and >-p denotes
the set of observable events whose observation cannot be deleted; Xp and X-p will be
referred to as deletable and undeletable event sets. We emphasize that the choice of
which events are deletable is a design variable. In addition, let 3; = {04 : 0 € ¥p}
denote the set of deleted observations, and define ¥4; = X U X,.

Definition 3.2 (Dilation) The dilation operation is the mapping Dil : ¥* — 2%au,
defined as: Dil(e) = {e}; Dil(o) = {o}, if 0 € ¥\ Xp; Dil(o) = {0,04}, if
o € Xp; and, Dil(so) = Dil(s)Dil(o), where s € ¥* and o € X. Its extension
over a language L is performed by applying it to each sequence in L, i.e., Dil(L) =
User Dil(s). O
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Figure 3.3: Example for opacity-enforceability.

We say that a system is current-state opaque enforceable (CSOE) if, for all se-
quences s that reach a secret state, and for any of their continuations t, there always
exists a sequence u after st, so that there is a shuffling v of stu, with possible event
deletions, such that all prefixes w of v lead to non-secret states only, as illustrated

in Figure Formally, opacity-enforceability is defined as follows.

Definition 3.3 (CSO Enforceability) A system, whose observable behavior is
modeled by an automaton G = (X, %, f,T', xg), is CSOE with respect to ¥p, X and
Py« X3, — XF through changes and deletions in the order of event observations if
(Vs : f(xo,s) € X;)(Vt € L/s)(3u € L/st AN Fv € Pyy(Dil(Sy(stu))) N L)[f(zo,w) €
X\ X, Vw € 1. O

According to Definition [3.3] given an automaton G that is not CSO but is CSOE,
it is possible to build an automaton Rog such that for all sequences s € L(G) that
lead to secret states, we can obtain, by changing the order of event observations
together with possible event deletion, at least one sequence whose projection with
respect to X is in the language generated by G (condition OE2), its prefixes never

visit secret states, and it satisfies condition OE1.

Example 3.2 In order to illustrate the CSO enforceability concept, let us consider
a system whose observed behavior is modeled by the automaton shown in Figure[3.3

Assume, initially, that the set of deletable events is Xp = 0, and that the set
of secret states is Xy = {3}. Notice that, Ly = abba* is the set of all sequences
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that reach the secret state, and that for all of the continuations t € a* of s € L,
we may set u = € (a finite sequence). Notice that since Py(Dil(Sy(stu))) N L =
Pui(Dil(S,(abba*))) N L = abba* + bba*, it is clear that v € bbaa*, and thus, for all
w e, f(0,w) €{0,4,6} C X\X;. Therefore, the system is CSOFE through shuffles
of events in X and deletions of events in Xp.

Assume, now, that Xp = {b} and X, = {3,6}. In this case, Ly = abba* + bba*.
Let us first consider sequences abba*. In this case, we cannot shuffle sequence
abba* so that it becomes like bbaa*, since f(0,bb) = {6} € X,. Notice that
Pui(Dil(Sy(abba*)))NL = abba*+bba*+ba*, and since the observation of event b can
be deleted, we can see that for s € abba®™ and for allt € a*, there exists a finite u = ¢,
and so, we may define v € baa* such that for all w € v, f(0,w) € {0,4,5} C X\ X,.
Let us now consider sequences s' € bba*, which reach secret state 6. Notice that
Pui(Dil(S,(bba*))) N L = abba* +bba* +ba*. It is clear that t' € a* represent all pos-
sible continuations of s', and so, there exists v’ = ¢ that allow us to define v € ba*
such that for all w' € v/, f(0,w') € {0,4,5} C X\X,. Thus, the system is, in this
case also, CSOE through shuffles and deletions of events. O

Remark 3.1 In Ezample[3.4, when Xp = {b}, X, = {3,6} and assuming sequence
s = bbaa is generated by the system, state 6 is reached. in this case, an immediate
solution would be to delete two occurrences of event b after bba is generated (leading
to the estimation of state 1). Thus, when the last event a is generated, sequence aa
will be transmitted to all external observers. However, such a sequence is not in the
behavior of the system, and so, would reveal to the intruder that some manipulation
of event transmissions has been carried out; therefore, thus violating Assumptions
I3 and Ij. Thus, the challenge here is that the Opacity-Enforcer modifies the ob-
servation of events wisely, by taking into account not only past event occurrences
but also future ones, in some way that these modifications never compromise future

estimations. O

In order to define an opacity enforcement strategy, the occurrence of an event
in the system must be distinguished from its observation by the intruder. To this
end, let 3. be a copy of X with all of its events labeled by a subscript “r”, i.e.,
Y, ={o, : 0 € ¥}. We recall that ¥, the set of deleted observations, is itself a
copy of Xp, the set of deletable events. We define the following functions.

Definition 3.4 (Release and Deletion Functions)
o The release function is the mapping ¢, : X¥* — X%, where p,.(€) = ¢, p.(0) = 0,
and o (so) = @ (8),(0), where o € 3 and s € ¥*.

o The inverse release function is the mapping o, ! : % — ¥* where o, () = ¢,

90;1(07“) =0 and ‘pr—l(srgr) = 90;1(57”)90;1(07");
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o The deletion function is the mapping pq : 35, — 3%, where pi(e) =€, wa(0) =
oq, and pq(so) = @q(s)pa(o). O

3.3 Opacity-enforcement strategy

According to Section [3.1] for every sequence that has occurred in the plant, the

Opacity-Enforcer must take one of the following actions after each event arrival:

OEAL1. Release immediately its observation, or hold the event but releasing the
observation of another event that has been held (not necessarily in the same
order it occurred);

OEAZ2. Delete its observation (if the event is deletable), or hold it and delete the
observation of another deletable event that had been held;

OEA3. Take no action, i.e., hold the event that has arrived without releas-
ing/deleting any observation at all and then wait for the arrival of a new

event.

In order to implement this policy, we propose the following procedure: all se-
quences s generated by the system are sent to an augmentation function, which
enlarges those sequences with information of possible event releases and deletions,
such that, when the released information reaches the intruder, it will be misled to
never estimate a set of secret states only. With that in mind, we make the following

definitions:

e Augmented event set: X, =X U X, UX,.
e Function N : ¥f x ¥, — N, which, for a pair (s,0), N(s,o) returns the

number of occurrences of event ¢ in sequence s.

Notice that >, denotes the event set of the automaton that models the behavior
of the Opacity-Enforcer and allows the CSO enforcement strategy through event
observation shuffling/deletions, since the event set ¥, is composed of: (i) the events
generated by the plants ¥; (ii) the release of their observations %, and; (iii) the
deletions of their observations Y4, if it is an deletable event. For example, sequence
Sq = abb.a,ccqa € 3, denotes that event a and b have been generated by the plant
in this order, but event b had its observation released before that of event a (b.a,),
then event ¢ has been generated by the plant, its observation has been deleted (c;)
and another event a has been generated by the plant in the sequel. Since event a

occurred two times in s,, we have that NV (s,,a) = 2.
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Since both release and deletion of observations are executed after their occur-

rences, the following constraint must be imposed:

N (50,0) > N (54,00(0)) + N (4, 0a(0))- (3.1)

where s, € X! and 0 € ¥. According to Inequality , the number of occurrences
of an event ¢ € ¥ in a sequence s, € X! must be greater than or equal to the
sum of the observation releases and deletions of o. Thus, for s, € X7, the set of
allowed events to be released or deleted with respect to an augmented sequence can
be defined as:

Savp(Se) = {0 € sa: (0 € X) A (N(Sa,0) > N (54, 0:(0)) + N (4, 0a(0))) }. (3.2)

In order to make the reading easier, we will define the following projections to
be used throughout the text:

1) Pug: S5, — 5%
2) Py: X o B
3) P: S — 3
4) Py $F =

We now formally define the language augmentation function.

Definition 3.5 (Language augmentation function) The language augmenta-
tion function A : ¥F — 2595 of q system modeled by automaton G with respect to

secret states X, and event sets X2, X, and X4 is defined as:

A(sa) = Ar(8a) U Aa(sa) (3.3)
where:
o A (s,) = {O’T € ¢, (Srvn(sa)) : f(xo,gogl(Pr(saar))> e X\ XS};
o Ay(s,) = gpd(ERvD(sa) N ED). O

The language augmentation function works as follows: for a given augmented
sequence s, € X%, A(s,) returns a set of events composed of all allowed event releases
o, and event deletions o,. Notice that, A, ensures that all released observations
make the intruder estimate only non-secret states of the observer, and, according
to the definition of A,, every event of Y z,p that is allowed to be deleted can be
deleted at any time. If there is no allowed observation releases or deletions for a
given augmented sequence s,, then A(s,) = ), meaning that no action is to be taken
by the Opacity-Enforcer; so, it waits for the arrival of a new event generated by the

system.
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Example 3.3 Let us consider a system whose observed behavior is modeled by au-
tomaton G shown in Figure and assume that ¥ = {a,b}, ¥p = {b} and
Xs = {3,6}. Let us consider the sequence s = abb.b € ¥* which means that ab
has happened in the system, b, was released and event b has just occurred. According
to Definition[3.5, we have A(abb,b) = {a,, by}, since: (i) Lpyp(abb,b) = {a,b}, (i)
f(zo, 0, (bray)) =5 and 5 € X \ X, and (iii) by € @a(Ervp(abb.b) N Ep). Notice
that b, ¢ A(abb,b), since the release of event b, would lead to the estimation of the

secret state 6. O

In order to build a language L, such that P,(L,) = L and Vs, € L,
f(xo, 0, (Pr(s4))) € X\ X, we will apply the language augmentation function to
the language L generated by the system, so as whenever an external observer receives
these released events, it always estimates non secret states of the model.

Language L, is formally defined recursively as follows.

Definition 3.6 (Augmented language) Given language L € 3* and an augmen-
tation function A : ¥ — 2%Y%a the qugmented language L, € X7 is recursively

defined as follows.

1) e € Ly;
2) (54 € La) N [((0 € ) A (Pu(sa0) € L)) V (0 € A(S4))] ¢ 500 € L. O

It is clear, according to Definition , that at least one new sequence (s,0) is
added to the augmented language every time an observable event ¢ occurs in G.
In addition, in order for the Opacity-Enforcer to release (resp. delete) an event
observation o, € X, (resp. g4 € X4) after s,, then s,0, (resp. s,04) must also be
added to L,. It is worth noting that, by construction, P,(L,) = L. In addition, if at
a certain point the Opacity-Enforcer is no longer able to release any new observation,
then only sequences s,o must be added to L,, after ¢ occurs in the system.

However, as the next example shows, for a given regular language L, the corre-
sponding augmented language L, may have the following problems: (i) it can be
non regular, which prevents the implementation of the Opacity-Enforcer by using a
finite state automaton; (i) it may happen that for some sequence s, € L, and all
of its continuations s, € L, with events o € ¥, both A(s,) = 0 and A(s,) = 0.

Example 3.4 Let us revisit Ezample[3.3. According to Definition we set, ini-
tially, L, = {e}.
e For s, = ¢, we have that {a,b} C L,, since {P,(a),P,(b)} C L. Thus,
sequences a and b are added to L,, which becomes L, = {¢,a,b}.
o For s, = a, we have that s, = ab € L,, since P,(s,,) € L, and s,, = aa, € L,
since a, € A(s,). Thus, sequences s, and s, are added to L,, becoming
L, ={e,a,b,ab,aa,}.
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Figure 3.4: Part of the automaton that generates non regular language L,.
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e [or s, = b, we have that both s; = bb and s, = ba are in L,, since
Pu(sy,), Pa(s,,) € L, and also that both sequences s,, = bb. and s, = bbg

ai az

must be in L,, since b,,bg € A(s}). Therefore, sequences s, , s, , s,. and s,

as’ “as
are added to L,, which becomes L, = {¢,a,b, ab, aa,,bb, ba, bb,,bby}.

Notice that, if we continue this process, the resulting augmented language L, will

be non regular, since, as we can see in Figure[3.4], after sequence s, = bb.bbsa € L,,
either event a occurs again or the observation of a is released (event a,), and this
pattern continues indefinitely for all sequences bb.bbgaa™, m € N, which shows that
the automaton that generates L, requires an infinite number of states. In addition,
for sequence s, = aa,bb.b, we have that A(s,) = 0, since b, cannot be released,
otherwise, it would make the intruder estimate a secret state. However, sequence s,
can still be augmented with event occurrences in the plant (event a, in this case),
since sequences s, = aa,bb.ba™, m € N, where A(s,) = 0, are such that P,(s,a) € L,
and s0, s, € Lq, as depicted in Figure[3.4l Notice that, in this case, events a and b

are being held indefinitely after sequence aa,bb.b is executed. O

In order to avoid the problems arising from the definition of L,, we will introduce
a restriction on the maximum number of occurrences of future events in the plant
for which an event observation can be held. To this end, let us define the following

step delay bound set:

SD(k) ={(01,ks,), (02, key),s - (On, ks, ) }- (3.4)

where k = [koy, koyy - ko, )y ko, € N, @ = 1,2,...,n, where n = |X|, is a vector
whose i-th component represents the maximum number of steps the observation
release of event o; can be delayed. Since event observation releases/deletions do not
delay the observation of other events, the step delays are accounted only when plant
events o € Y occur. It is worth mentioning that the choice of the event step delay
bound is a project variable, where the greater each k,, is, the easier is to enforce
CSO, but, on the other hand, the more inaccurate the estimates of the legitimate

receiver become.
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Let pre(sq, o), iy = 1,...,N(s4,0), denote the prefix of an augmented se-
quence s, € X! whose last event is the i,-th occurrence of o € 3, and let us define
pre(saq, o)), where £ € {r,d}, as the prefix of s, whose last event is the i,-th action
(observation release, ., or deletion, o4) of the Opacity Enforcer over the observa-
tion of event o when i, < N(s,,0,) + N (84,04), or; pre(sa,aé") = s,, otherwise.

We state the following result.

Fact 3.1 An augmented sequence s, € 3% satisfies a step delay bound SD(k), i.e.,
S, F SD(k) if, and only if, Vo € 3, || Pa(pre(sa, o)) — || Pa(pre(sa, )| < ke,
io =1, ..., N(84,0), and ¢ € {r,d}. O

In words, an augmented sequence satisfies the step delay bound if, and only if,
for all all events o € ¥, the number of plant events between the i-th occurrence of
event o and its observation release/deletion is less than its step delay bound. For
example, let ¥ = {a,b} and SD(k) = {(a,1),(b,0)}. Let us consider the following

sequences:

(i) sq1 = abba. In this case, i, = 1,...,N(sq,a) = 1,2. Notice that
Sa1 # SD(k), since pre(sq1,a;) = sq1 = abb.a and pre(s,1,a') = a, which im-
plics that. [|Pa(pre(sas, a)) | — |1 Pu(pre(sar, a))l| = | Palabbya)| — | P(a)] =
|labal| — ||la]| =2 > k, = 1.

(ii) Ssa2 = aba,aaba,b,. Tn this case, i, = 1,2,3 and ||[P.(pre(saz,a}))l —
[Pa(pre(saz, a'))ll = | Pa(abar )| = [[Pa(a)]| = [labl] — [la]] = 1 < kq = 1, but
| Pu(pre(sas, af))l| — |Pa(pre(saz, a®)|| = ||Pu(abaraaba,)|| — || Pu(abaya)|| =

|abaab|| — ||abal|| = 2 > k, = 1; therefore, s, ¥ SD(k).

It is worth remarking that if some sequence s, € L, does not satisfy SD(k), then
all of its continuations in L, do not satisfy SD(k) either, i.e., s, ¥ SD(k) — (Sata #
SD(k),Vt, € Lo/s,)). This implies that, given an augmented language L, and a
step delay bound SD(k), the bounded delay augmented language L3P C L, is such
that L3P = {s, € L, : s, F SD(k)}. With that in mind, we recursively define L>"

as follows:

Definition 3.7 (Bounded delay augmented language) Given language L €
¥*, an augmentation function A : Xf — 2%'Y%d gnd q step delay bound SD(k),

the bounded delay augmented language LSP € X* is recursively defined as follows:

(i) e € LSP;
(it) (sa € L3P) A {[(c € Z) A (Pa(sa0) € L) A (sq0 F SD(k))] V [0 € A(sa)] }

s.0 € L3P,

!'We use the symbol F as an abuse of notation, where a F b means that clause “a” literally
satisfies condition “b”.
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Figure 3.5: Part of the automaton that generates a regular language L5P bounded
by SD(k).

The construction of the bounded delay augmented language L7 is similar to that
of the augmented language L,. We start with the empty sequence ¢ and then, for
each sequence s, that is already in LP, we add s,o into L if one of the following
two conditions holds true: (i) o is an event generated by the plant (o € ¥), it can
occur in the plant after P,(s,), i.e., Py(s,0) € L, and its occurrence, considering
the events being hold in s,, does not violate the step delay bound (s,o F SD(k)),
or; (ii) event o denotes an observation release or deletion according to the language

augmentation function, i.e., o € A(s,).

Example 3.5 Consider again the automaton shown in Figure where ¥ =
{a,b}, ¥p = {b} and Xy = {3, 6}, and, assume that SD(k) = {(a, 1), (b, 0)}.
Thus, whenever event b occurs, its observation must be either released or deleted im-
mediately, whereas event a can have its observation released either immediately or

in one subsequent event occurrence, but not after that. We set, initially, L3P = {e}.

e For s, = ¢, we have that {a,b} C L3P, since {P,(a), P,(b)} C L and a,b F

a )

SD(k). Thus, sequences a and b are added to L5P, which becomes L3P =
{€,a,b}.

e For s, = a, we have that s, = ab € L3P, since P,(s, ) € L and s, F SD(k),

a 7

and s, = aa, € L3P, since a, € A(s}) and s, F SD(k). Thus, sequences s,

and s, are added to LYP, which becomes L3P = {e,a,b, ab, aa, }.

SD
a 7’

by,ba € A(s?). Note that, sequences s, = bb and sl = ba cannot be in L3P,

o For s, = b, we have that both s; = bb. and s, = bbg are in L since

"
a4

since, even though P,(s,), Pu(sh,) € L, both sequences, s, and s, , imply

a4’

that the observation of event b is being held for one step, which violates SD(k)
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(ke = 0), i.e., s,.,s,, ¥ SD(k). Therefore, only sequences s, and s, are

added to L,, which becomes L5P = {e, a,b,ab, aa,, bb,,bb}.

The bounded delay augmented language L3P is obtained by carrying out this
procedure until there exists no new sequence that can be added to L3P. Notice that,
sequence s, = ba € L, but s, ¢ LQSD, even though P,(s,) € L, since it models
the case when the first occurrence of event b is being held for one step and such
a behavior is not allowed by SD(k), i.e., ||P.(pre(sq, b))l — || Pa(pre(sq, b)) =
| Pa(ba)|| — || P.(b)]| = ||ball = ||b]] = 1 > ks = 0, hence, s, ¥ SD(k) which implies
that s, N L3P = ().

Figure depicts part of the automaton that generates L5P. It is worth noticing

that the L3P is reqular whereas L, is not. O

It is worth remarking that the bounded delay augmented language L5 may still
be undesirable, in the sense that, even though all sequences s, € L3P satisfy the

step delay bound SD, one of the following undesirable behaviors may occur:

UB1. The Opacity-Enforcer halts after a sequence s, € L3P, where for some event
0 € 84, Inequality holds with strict inequality relation (>). In this case,
the Opacity Enforcer holds indefinitely the observation of non deletable events,
since, from the definition of L5”, every new observation release would either
lead to the estimation of a secret state or to a sequence that is outside the
language generated by the system. This is illustrated in Figure [3.5, where,
after reaching state 12, no action can be taken by the Opacity Enforcer, since
neither another observation of event a can be held nor previous observations

of a can be released or deleted;

UB2. The immediate continuations of a sequence s, € L are conflicting, in the
sense that the Opacity-Enforcer is allowed not only to take some action (release
or deletion) but can also wait for another event occurrence, i.e., the Opacity
Enforcer action is not unique: it can execute either OEA1/OEA2 or OEA3.
This is illustrated in Figure [3.5] where, after reaching state 8, the Opacity-
Enforcer cannot decide if it releases the observation a, or waits for another

occurrence of a;

UB3. The immediate continuations of a sequence s, € L3P suggests that the
Opacity-Enforcer may take different actions: observation release (OEA1) and
deletion (OEA2). This is illustrated in Figure [3.5] where, after reaching state
1, the Opacity-Enforcer has to decide between releasing and deleting events

observation, b, and by, respectively.
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Thus, it is necessary to prune L to obtain a prefix-closed augmented language
LOF which does not have the aforementioned undesired behaviors. This can be
achieved by removing from L5 all sequences s, and s.t,, for every t, € L3P /s,, in
such a way that P,(L9F) = L and all of the remaining sequences s, € LI satisfy

simultaneously the following Opacity-Enforcer conditions:

OEC1. (Vs, € LI®)((LY" /sy = 0) — (Vo € T, N (54, 9:(0)) + N(q, 0a(0)) =
N (54,0)));

OEC2. (Vs, € LO¥)((30 € ¥ : Pu(sq)o € L) = (Fta € LE¥/s, : Pu(sata) =
Po(sq)0)).

Opacity-Enforcer Condition OEC1 states that all augmented sequences s, €
LO% that have no continuation ¢, € ¥ must have all event observations either
released or deleted by the Opacity-Enforcer. Condition OEC2 states that if an
event o can occur in the system after P,(s,), then there must exist at least one
continuation t, of sequence s, that models this behavior.

It is worth noticing that Condition OEC1 ensures that no sequence in L9¥
satisfies undesirable behavior UB1 and Condition OEC2 ensures that P,(L9%) = L.
Together, Conditions OEC1 and OEC2 ensure that the language LO¥ is CSO
with respect to X and SD, in the sense that the intruder is unable to estimate
secret states when observing the events released by the Opacity-Enforcer, i.e., events
I I

In order to ensure that the Opacity-Enforcer has unique actions over the aug-
mented sequences s, € L9F, we still need to continue the pruning process. With
a view to keeping the step delay bound of each event as low as possible, which
makes the legitimate receiver estimation more accurate, we proceed according to
the following rules: (i) the release (resp. deletion) of a event observation (OEA1
(resp. OEAZ2)) has the highest (resp. lowest) priority among other actions the
Opacity-Enforcer may take; (ii) if there is no observation to be released and no held
observation is being delayed for its maximum step delay bound, then the Opacity-
Enforcer must take no action (OEA3) and wait for an event occurrence, and; (iii)
the Opacity-Enforcer must either release exactly one observation o,, or delete ex-
actly one observation og4, or still perform no action (in this case, it waits for an
event o to occur in the system). Such rules are formally described by the following

conditions:

UCL. (Vs, € LE)((3o, € T, : 5,0, € LIF) — 5,(L U ) S: N LOF = );
UC2. (Vs, € L9E)((Fo € ¥ : 5,0 € LIF) — 5,5,5: N LOF = 0);

UC3. (Vs, € LIP)((|L9F N 5o, < 1) A (ILEF N s,y < 1)),
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Notice that, Conditions UC1 and UC2 ensure that UB2 is never satisfied,
whereas Condition UC3 avoids the undesired behavior stated in UB3.

Example 3.6 Let us consider the bounded delay augmented language generated
by the automaton depicted in Figure where it was assumed that SD(k) =
{(a,1),(b,0)}. In order to obtain the Opacity-Enforcer language, we first set
LOF = L3P and then, we remove sequences from LT which either represent an
undesirable behavior or leave the Opacity-Enforcer with non unique actions.

Let us consider initially the pruning of L9F so as the remaining language satisfy

Conditions OEC1 and OEC2. The used sequences are obtained from the automaton
in Figure[3.5

o Sequence s,1 = aa,bb.bbgaa, which reaches state 20, violates Condition
OEC1, and must be removed, which tmplies that the transition from state
19 to 20 must be deleted. It follows that sequence s, = aa,bb,bbga no longer

satisfies Condition OEC1, and so must also be removed from LOF.

o Sequence s, 3 = aa,bb.bby, which reaches state 18, wviolates Condition OEC2
and should be excluded, since P,(s,3) = abb can be continued with a in L,
but there is no continuation t, € L% /s, such that P,(s,t,) = abba. Now,
the remaining sequence s,4 = aa,bb.b (state 17) does not satisfy Condition
OEC1 and must be deleted. By carrying out this process, we have to remove

all sequences (aa, + aba, )X} from LOF.

Once LOY has only sequences that satisfy Conditions OEC1 and OECZ2, we con-
tinue the pruning process with a view to satisfying Conditions UC1 — UC3. We

present two examples of this pruning procedure.

o Sequence s,5 = bb.bbga, which reaches state 5, can be continued with both a
and a,, as illustrated in Figure which means that the Opacity-Enforcer
has two options: to release an observation or wait for an event occurrence.
Such a lack of unicity violates Condition UC1, and, thus, since observation
release has the highest priority, we must remove all sequences bb,.bbsa(a,a)*a

from LOF i.c., state 6 is removed.

o Sequence s, = b also requires the Opacity-Enforcer to choose between releas-
ing its observation (event b, ) or deleting it (event by), which violates Condition
UC2. Thus, since observation deletions have the least priority, we must re-

move all sequences bby¥* from LOF.

Figure shows an automaton whose generated language is one of the possible

feasible augmented languages LO¥ C L, of the language generated by automaton

depicted in Figure[3.3 O
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Figure 3.6: Automaton that generates a regular feasible language LOF.

Remark 3.2 Notice that Condition UCS3 is not violated in Example[3.6. However,
when it is violated, i.e., two or more observations are allowed to be released (resp.
deleted), a wise solution is to keep in LOF only the continuation that corresponds
to the action over the event occurrence that has first happened, and removing all
other continuations. For example, if s, € L9F can be continued with both o1, and
09, but oy has started being held before oo, i.e., |[pre(sq, of)|| < |lpre(sa, o5)|,
ki = N(Say0ir) + N(Sa,0ia) + 1 for i = 1,2, then we should let only sequence

840135 be in LOF. O

Remark 3.3 As opposed to the works where edit functions are used to delete event
observations, we are also interested in distinguishing if the event observation has
been deleted or the observation release has been delayed, and so, dilation plays a key
role in the strategy proposed here. For example, assume that an event o has occurred
in the plant but its observation has been deleted. Thus, if we remove event o4 (that
accounts for the deletion of o) in the corresponding augmented sequence s,, we will
not be able to know, when the number of event occurrences of o in the plant is greater
than the number of occurrences of o, (that accounts for observation releases of o), if
the exceeding occurrences of o have either been deleted or no action regarding event

release has yet been taken by the Opacity-Enforcer. O

3.4 Algorithms

We present two algorithms in this section. Algorithm is an adaptation of the
algorithm proposed by [6], and generates all possible shuffles of the event occurrences
and observation releases/deletions. Algorithm checks if the system is CSOE and

returns an automaton that realizes the Opacity-Enforcement strategy.
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3.4.1 Algorithm for shuffling event occurrences and observa-

tion releases/deletions

We propose an algorithm (Algorithm to build an automaton (denoted as D),
whose states, as in [6], represent queues of events that were generated by the sys-
tem but have not been released/deleted yet. The symbol v, that denotes “blank
space”, is also used in the labeling of the states of D to account for the observation
release/deletion of an event that is not the first of the queue. For example, assume
that we are building automaton D from the event set ¥ = {a, b} and that only event
b is deletable. Thus, transitions labeled by events b, and by will represent the change
from the state labeled with aba to state ava, and a transition labeled with event
a, will move automaton D from state aba to state ba. The blank space v plays a
crucial role in the modeling process, since it allows the count of the number of steps
that event observations are being delayed. As a consequence, state v is the initial
state of D, since no event has occurred yet.

The algorithm presented here can be considered a special case of that proposed
by [6] in the sense that there are no unobservable events to be considered here. The
structure of automaton D represents the evolution of a buffer determined by SD(k)
regarding the occurrence of the events in . The states of D represent the current
stored event queue and the transitions represent either event occurrences or actions
over event observations (release or deletion).

In order to label each state of automaton D, some operations over sequences

s € (X U{r})* are required, as follows.
Definition 3.8 Let ¥, = YU{v} and let Q C X¥. We define the following functions:
e Replacement function. It is the mapping rep : Q@ x (N'\ {0}) = Q, such that

Ve=qiqz...q € Q,

rep(q,i) = Qg2 - Gi1VGit1- - @, 41 <1
7 undefined, otherwise.

o Cut function. It is the mapping cut : Q — Q, where Yqg = q1q>...q € Q,

Gidiv1---q, O (Fi < D[(q # v)A
cut(q) = (e = v, Vk € {1,2,...,i—1})] O
v, if g =v, Yk € {1,2,...,1}.

In order to illustrate functions rep and cut, let us consider a state ¢ = ab € Q.
We have that cut(rep(q,1)) = cut(vb) = b, and cut(rep(q,2)) = cut(av) = av.
Algorithm computes automaton D, that generates all allowed shuffles of the

event occurrences and observation releases/deletions. The idea behind this algorithm
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is to start from the initial state v (empty queue), and, for a state zp = s, we
add to the right of s events ¢ that are allowed to occur according to SD(k), and
define transitions labeled by o connecting zp to a new state ), = so. Regarding
the actions over the observation, if it is related to the first element of some state
27, = os, both events o, and o4 will be active in 27, defining transitions to state
rp = s; notice that event o has been removed from queue o,. On the other hand,

if some event in the middle of the queue that forms state 2y = s10'sy, where o! is

the first time event o has happened in the queue that labels 2, both events o, and

o4 will lead the automaton to state 277 = s vsy; notice that, in this case, event o is

replaced with v.

Algorithm 3.1 Computation of automaton D

Input: ¥, Xp, k™ = [k, ko).
Output: D = (Xp, %4, fp,I'p,xo.p)-
1. xop < v and Xp < 0.
2. Set X = 0, (%), Lg = pa(Xp), and X, =X U X, UX,.
3. F < x0,p, where I denotes a FIFO queue.
4. While I # 0, do:
4.1. u < head|F]
4.2. If w=x0p, then:
4.2.1. For each o € X:
Set fp(u,0) =o0.
Ip(u) < I'p(u) U{c}.
Enqueue(F, o)
4.2.2. Xp — Xp U {u}.
4.2.8. Dequeue(F).
4.3. Else:
4.8.1. Set = ||u|| and build I, = {1,2,...,(}.
4.3.2. Denote u = a'o?...0" and create the set I, = {y € I, : (30Y €
u)lo? = v]}.
4.8.8. Ip, < I\ 1.
4.8.4. If ||ovo¥Tt . ot < kT, for ally € Ip,, then:
For each o € X
Set fp(u,0) = uo.
Ip(u) < T'p(u) U{o}.
Enqueue(F,uo).
1.8.5. Set Spomp = 3.

2For those who are not familiar with queue manipulation, Enqueue (resp. Dequeue) is the
operation that inserts (resp. removes) an element in the last (resp. first) position of a queue.
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4.3.0. For each y € Ip,:
If 0¥ € Yiemp.
Ltemp  Stemp \ {0V}
o, < pr(0Y).
Set u = cut(rep(u,y)) and fp(u,o,) = .
I'p(u) < I'p(u)U{o,}.
If (@ ¢ Xp) A (@ ¢ F):
Enqueue(F, ).
If 0¥ € ¥p:
o4 < pa(a?).
Set fp(u,0q) = u.
I'p(u) < I'p(u) U{og}.
4.3.7. Xp + Xp U {u}.
4.3.8. Dequeue(F).

Algorithm works as follows. It starts by creating the initial state zo p in
STEP 1, labeling it by v, since no event has occurred yet and the set of states Xp is
set as empty. STEP 2 creates sets X, (resp. 3,) by labeling each event of ¥ (resp.
Yp) with subscript 7 (resp. d) by means of the release (resp. deletion) function
©r(0) (resp. @q(0)), and then, builds the augmented event set ¥,. STEP 3 creates
a FIFO queue F' and sets its first element as the initial state of D. STEP 4 starts
a loop where all possible event occurrences and observation releases/deletions are
analyzed, which may require that new transitions and states be created in D. Notice
that STEP 4 is repeated until F' becomes empty, meaning that no new state needs to
be added. STEP 4.1 chooses the first state u of queue F, and then, STEP 4.2 checks
if it is the initial state. If so, then Algorithm proceeds to STEP 4.2.1, where
the transition function fp(v,0) = o is defined for each event o € X, and the active
event set I'(zg p) of the initial state is updated; then, these states labeled with o
are added to the queue F'. After all states corresponding to the events of X have
been created, STEP 4.2.2 adds state u to the set of states Xp, and in the sequel,
STEP 4.2.3 removes u from F. On the other hand, if the current state u is not the
initial state, Algorithm skips to STEP 4.3, where the length of u is measured,
i.e., { = ||lu||, and then, it creates a set whose elements are the positive integers
smaller or equal to ¢, i.e., [, = {1,2,...,¢}. STEP 4.3.2 searches for the positions
of the blank spaces in the label of state u and then stores them in the integer set
I,. STEP 4.3.3 creates set Iy, which has the positions of all events that were not
released /deleted yet. STEP 4.3.4 checks if every non released/deleted observation
can still be delayed, and, if so, it creates new transition functions fp(u, o) = uc for

every event o € 3, updates the active event set I'(u), and insert the created states
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to queue F. In order to take into account observation releases, STEP 4.3.5 creates
event set Y., that stores the events that can still be released from a given queue.
STEP 4.3.6 works in the ascending order of y € Iy ,, where for each 0¥ € Xy,
it removes 0¥ from Y., so that each event o is analyzed only once, and then,
it sets the transition function by means of replacement and cut functions, updates
the active event set, and adds every new state created in this step to queue F; in
addition, if ¢¥ is a deletable event, STEP 4.3.6 also adds a transition labeled with
04 = @a(0?) representing the observation deletion of event o¥. STEP 4.3.7 adds u
to the set of states Xp and, finally, STEP 4.3.8 removes u from the queue F.

We will now obtain the language generated by D, and to this end, let us first

introduce the following function .

Definition 3.9 (Rearrangement function) Given an event set ¥ =
{01,09,...,0,}, the rearrangement function x : X* — 2% is a mapping with
respect to SD(k) = {(01,ks,), (02, ko), -, (On, ks,)} and is defined as follows:

X(s) = {sa € P (s) : 50 F (i) A (i)}
where, Vo € X:

(i) N(sa,a) > N(sa,gor(a)) —i—N(sa,god(a));

(ii) ||P.(pre(sa, o)) — ||Pa(pre(sa, 0®))|| < k,, where i, = 1,...,N(s4,0) and
e {rd}. O

Condition (i) ensures that x(s) always has at least the same number of event
occurrences as the sum of observation releases and deletions, and condition (i7)
ensures that SD(k) is not violated. Thus, rearrangement function y returns all of
the possible order rearrangement of observation releases and deletions regarding the
step delay bound SD(k). The rearrangement function can be extended to languages
by applying it to each one of the sequences in the language, i.e., x(L) = [J,c, x(5).

For example, given ¥ = {a,b}, SD(k) = {(a,1),(b,0)} and Xp = 0, for a
sequence s = bab, we have that x(s) = {bb,aa,bb,, bb.aba,b,, bb.abb,, bb.abb,a, }.

With the help of x(s), we can state the following result.

Lemma 3.1 The language generated by automaton D with respect to the event set
Y and the step delay bound SD(k) is L(D) = x(¥X¥) O

Proof. The proof is omitted, since the algorithm for obtaining automaton D is a

special case of Algorithm 1 by [6]. |
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D by
SoSNe=
Figure 3.7: Model of a not CSOE system.

Let us now build automaton Ggnr = (Xsng, Xas fsngs Ushfs Tosng) = G||D, which
models the shuffle of event occurrences subject to observation releases and deletions
determined by SD(k). Notice that, with the help of Lemma , it is not difficult
to see that L(Ggp) = Py L) N x(Z%) = x(L).

It is not difficult to see that the events released in a shuffled sequence of G,y may
lead the intruder to estimate a secret state or even conclude that some event occur-
rence is not allowed, thus violating Specification S1 and Assumption I4, respectively.
This problem can be solved if automaton Gy is synchronized with an automaton
Gint that models the allowed state estimations for the intruder, determined by Spec-
ification S1 and Assumption I4. Automaton G, is formed by removing all secret
states from GG and then adding subscript r to all events that label its transitions, i.e.,
Gint = AC(th,Ervfmt,rmt,xo,mt); where X, = X \ X, fmt(ﬂ?,%(U)) = f($70)7
if f(x,0) € X\ X, or undefined, otherwise, I';,,;(z) = {0, € X, : fine(2z,0,)!}, and
2ot = {0} NXine. Notice that L, = {¢,(s) : (s € L)A(f(z0,t) € X\ X, Vt €35)}.

Finally, let us construct automaton G357 = (XJP X, fine, T3P, 255) =
Gsnf||Gint, which gives us all shuffled sequences so as the released observations nei-
ther lead the intruder to estimate secret states nor lie outside the modeled behavior.
Thus, we may conclude that £(G5P) = L3P = x(L) N P~ (Lint).

We now present a necessary and sufficient condition for a regular language L to
be CSOE with respect to ¥, ¥p, SD(k) and X, expressed in terms of L5P.

Lemma 3.2 A system, whose generated language and bounded delay augmented
language are L and L3P, respectively, is CSOE with respect to SD(k), X, and ¥p

a )

if, and only if, P,(L5P) = L.

Proof. Since (L) = P, Y(L)Nx(X*) and L3P = x(L)N P~ Y(Lint), we may conclude
that LY C P7(L), and thus P,(L5P) C P,(P;Y(L)) = L. Let us now prove that
the system is CSOE if, and only if, L C P,(L5P).

(<) Assume that the system is not CSOE but that L C P,(L5P). Consider
the system depicted in Figure where 3 = {0y, 09,...,0,} and whose generated
language is L = ¥*, and assume that X; = {1} (thus L;,; = {¢}) and Xp = 0,
i.e., no event observation can be deleted. If we set SD(k) = {(01,0),...,(0,,0)},
then it is not difficult to see that the system is not CSOE w.r.t. SD(k), X, and
Yp. However, since P71 (Liy) = (X, \ 3,)* = X% and x(L) = (U?:l aiwr(al-))*, we
may conclude that L0 = {e} UX. Thus, P,(L5P) = L3P, which contradicts the
assumption that L C P,(L5P).
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(=) Assume that the system is CSOE but that L ¢ P,(L5”). Thus, there exists
s € L such that s ¢ P,(L5P), i.e., for all s, € P;1(s), we have that s, ¢ L5P. In
addition, since L5P = (L) N P7Y(Lnt), we may conclude that 3s € L such that
(a0 & X(L)) A (5a € P7Y(Lint)), Vs, € P 1(s), which means that there exists some
sequence s € L that can not be shuffled and, at the same time, lies outside the
allowed state estimation for the intruder, which means that s reaches a secret state,
and also, there is no allowed shuffling that makes s looks like a sequence in G,
implying that the system is not CSOE w.r.t. SD(k), X, and Xp, which contradicts

the initial assumption. [ |

Remark 3.4 It is immediate from Lemma that in order to verify if a given
system modeled by an automaton G is CSOE with respect to SD(k), Xs, X and
Yp, we first compute Obs(GSP | X), mark all states of both Obs(GSP %) and G, and
then check if both Obs(GSP X)NComp(G) and Comp(Obs(G5P,¥))NG have empty
marked language, where the Comp(+) is an operation thal generates the complement

language regarding a marked language (the readers are referred to [1]). O

3.4.2 Algorithm for realization of the CSO enforcer

Before we proceed to the computation of the automaton that implements the CSO
enforcer, we present another necessary and sufficient condition that guarantees the
CSO enforceability of a system through changes and deletions in the order of event

observations, this time, in terms of LI%.

Lemma 3.3 A system modeled by automaton G = (X, %, f,I', z9), is CSOE with
respect to Xp € 3, Xg C X and SD(k) = {(01,ks,), (02, koy)s -y (On, ko, )} through
changes and deletions in the order of event observations if, and only if, there exists a

non empty prefiz closed augmented language LOF obtained from LY whose sequences
satisfy the Opacity-Enforcer Conditions, i.e., ILOY C LD . LOF A£ ). O

Proof.
(=) If the system is CSOE w.r.t Xp, X and SD(k), i.e. Vs : f(zo,s) € X, Vt €
L/s,3u € L/st and Fv € Py (Dil(Sy(stu)))NL such that Vw € 7, f(zo,w) € X\ X;.
The proof is constructive and, for that, we will analyze two cases: (i) sequences
s that reach a secret state, i.e., s € L : f(xo,s) € X;, and; (ii) sequences s whose
prefixes never lead to a secret state and whose continuations will never lead to a
secret state either, i.e., s € L : (f(zo,s) € X \ Xs) A (f(xo, st) € X \ X,V € L/s).
Notice that, we do not consider sequences s € L that have a continuation that leads
to a secret state, since, in this case, the CSOE requires the knowledge about future

event occurrences after s.
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For case (1), according to Definition [3.3] for all stu € L, there exists an augmented
sequence s, € XF 1 (Py(sq4) = stu) A (sa E SD(k)) A (N (Sq, r(0)) + N (84, pa(0)) =
N (s4,0),Yo € ) A (f(zo, 0, (w,)) € X\ Xy, Vw, € P.(5;)). consequently,
sa € L2P. s, E OEC1 (for the case where s, has no continuation in L7,
the number of event occurrences is equal to the sum of released and deleted
observations), and, s, F OEC2 (since, if 30 € ¥ : P,(s,)0 € L, we can
set ' = tuo, and, according to Definition there must exists v € L/st/
such that there exists s, € L3P : s, F SD(k) A s, € s, and thus, there
exists s € s, : P,(s!) = stuc = P,(s,)0). In case (i), for sequences
s € L : (f(zo,s) € X\ Xs) A (f(zg,st) € X\ Xs,Vt € L/s), there exists
Sa € Uyes 0(er(0) + @a(0))]* N LY such that P,(S,) = sS4, s« F OEC1 (since
the observation of each event o in s, is immediately released/deleted after its
occurrence) and s, F OEC2 (since, if do0 € ¥ : P,(s,)0 € L, we can set s’ = so
and find s/ : s, € s/ and P,(s/) = s'). Therefore we can form a set L/ with
sequences of case (i) and (ii), and their prefixes, where every sequence in L/, satisfies
simultaneously Conditions OEC1 and OEC2, and so, by setting L% = L' we

have that 3L C L, : L9¥ #£0.

(<) Assume that the system is not CSOE w.r.t. Yp, X, and SD(k). Ac-
cording to Definition ds : f(xo,s) € Xs, and 3t € L/s, Vu € L/st, and
Vv € Pyy(Dil(Sy(stu))) N L is such that 3w € 7, f(xo,w) € X,. Consider
all sequences s, € X such that P,(s,) = stu and ¢ '(P.(s,)) = v. Since
Jw € v, f(zo,w) € X, there exists w, € 5, such that ¢, '(P.(w,)) = w, and
therefore w, ¢ L5P. Let w,,, ||wa,|| = n € N be the longest prefix of w, such that

w,, € L3P, Assume that w,, € L9¥. Thus, w,, cannot have a continuation in
LSD

L% since it does not have one in L3P i.e., L9¥ /w,, = {e}. We will now prove
that L9 = () by showing that wrr® ¢ LOF VwPre € w,,. If there exists 0 € ¥
such that N (w,,,0) > N(wa,,¢r(0)) + N (wa,, pa(0)), then Condition OEC1

would be violated, and thus, w/, ¢ LY¥. Assume now that Condition OEC1

holds true. Since w,, € 3, we may conclude that P,(w,,) € P.(s,) = stu. If
P,(w,,) # stu, then o € ¥ : P,(w,, )0 € L. On the other hand, if P,(w,,) = stu
and since Condition OEC1 holds true, all event observations of sequence stu were
either released or deleted, which is a contradiction, since in this case there would

rre e w, 1 f(xo, 0 L (Po(wP))) € X, which implies that w,, ¢ L3P.

Since w,, € LY% and 3o € ¥ : P,(w,,)o € L, according to OEC2, we have
that w), € LYP : (w,, € w) ) A (Pu(w), ) = Pa(w,,)o), which is a contradic-

an

exist w

tion, since we assumed that LO¥ /w,, = {e}, and thus, w,, ¢ LYF. Consider now
sequence w,, , = W,, 0, Whose length is n —1 and o, € X}. If 0, € X, U Xy,

then P,(w,,) = Pi(w,, ,), and since Jo € ¥ : P,(w,,)o € L, we may con-
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clude that 3o € ¥ : P,(w,, ,)o € L. On the other hand, if o, € X, then
P,(w,,) = Py(w,, )04, which implies that Jo, € ¥ : P,(w,, ,)0, € L . In both
cases, W,, , have a continuation according to OEC2, which is a contradiction un-
less w,, , ¢ L9F. This procedure is carried out for all w?™ € w,,. It is worth
remarking that Vs, € L9 : ||s,|| = 1, we have that s, € ¥, since the first event of
the augmented sequences must always be an occurrence in the system. In addition,
for w,, = ¢, there exists w,, = 0; € ¥ : P,(wgy,)o; = 0; € L but there does not exist
s € LY9F such that P,(s)) = o;, since w,, = 0; and its continuations are not in
LOF . Therefore, ¢ ¢ L9, and since this language is prefix closed, we may conclude
that LOF = . u

We now propose Algorithm which computes the realization of the Opacity-
Enforcer automaton, to be denoted as Rog = (Xog, X4, for, Lor, Toor), whose gen-
erated language is L?¥. The idea behind Algorithm is to prune the bounded de-
lay shuffled language LY of G5 so as to simultaneously satisfy Conditions OEC1,
OEC2, UC1, UC2 and UC3. To this end, all sequences that do not satisfy those
conditions are recursively removed from the original augmented language L7, This
procedure is repeated until the remaining language satisfy the desired behavior of
the Opacity-Enforcer. We will assume with no harm that the input automaton G5
is CSOE.

In addition, in order for the desired model of the Opacity-Enforcer to both never
inhibit plant occurrences and ensure OEC2, we must verify, for each state zop =
{z,xp,zy} of automaton Rog, the existence of some sequence s, that satisfies
for(xo0E, Sa) = Tor and f(xg, P.(s.)0)!, for some o € ¥. If such a sequence s,
exists, then there must exist some ¢, € (X, U X4)*o such that fog(zoor, Sata)!. To

this end, we first define the Opacity-Enforcer action reach.

Definition 3.10 (Opacity-Enforcer action reach) Given an automaton G, =
(Xas Xas fa, Lo, 20,4), the Opacity-Enforcer action reach is a mapping OEAR : X, —
2Xe that outputs all states x!, reached from x, through a sequence formed with events
associated with actions taken by the Opacity-Enforcer. It is formally defined as

follows.

OFEAR(x,) = {2, € X, : (s, € (X, UX0))[faa, 80) = ]} O

Having calculated all the states z/, € Xog reached from z, € Xpp through
actions taken by the Opacity-Enforcer, the next step is to compute among the active
event sets of the states in OFAR(z,) those events that are plant events. To this

end, we define the following function.

Definition 3.11 (Next) Given an automaton G, = (Xa, Xa, fo, Las T0.4a), the func-
tion next is a mapping NX : X, — 2% as follows.
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NX(z)=( |J Talz})) N O

!/, EOFAR(xq)

Finally, the recursion of Algorithm is performed as follows: we start with

a )

LUP ={s e LY¥ : s EUB1Vv UB2V UB3}. Tt stops when LY? = (.

LOP = L3P, and, at each iteration, we create language LY” = LOP\ LU, where

Algorithm 3.2 Computation of automaton Rog

Input: G3P = (X0, S0, fine, TSP, 257).
Output: Rop = (Xog, Xa, for,Tor, %o0E)-
1. Set V=G5 = (Xy, %, fv,Tv, zov).
2. flag < true.
3. While flag = true, do:
3.1. flag < false.
3.2. For each xyv = (x,2p, Tins) € Xy:
3.2.1. If (xp # v and Ty(xy) = 0) V ((T'(x) NTp(zp)) \ NX(xv) # 0),
then Xy < Xy \{zv}, V < Ac(V), flag < true.
4. For each vy = (x,2p, Tiny) € Xy:
4.1 If Ty (zy) N E, £ 0, then set Ty (zy) =Ty (zy) N X, and V = Ac(V).
4.2. If Ty (zy) NE # 0, then set Ty (zy) =Ty(zy) NE and V = Ac(V).
4.3 If Iy (zy) N (2, UXy)| > 1, then:
4.8.1. Denote xp = qy ... q|zp| and set i = 1.
4.3.2. While ({¢:(¢:), pa(@)} NTy(zy) =0) A (i < |lzp||), doi=1i+1.
4.3.3. Set Uy (zy) =Dy (zy) N{or(@), palqi)} and V = Ac(V).
5. Return Rop =V = (Xog, Xa, for, Lo, TooE)-

We now explain Algorithm in details. STEP 1 creates a copy V of automaton
G5P. STEP 2 sets a flag equal to true, that will be used in the recursion of STEP 3,
which removes all states xy from automaton V that satisfies at least one of the
following conditions: (i) I'v((z,2p, xin)) = 0 and xp # v, which means that some
event observation is being held forever; (i) there is some event o € ¥ allowed to
occur in x (o € I'(z)) that does not violate SD(k) (o € I'p(xzp)) but not allowed
to occur in any of the states reached through actions taken by the Opacity-Enforcer
NX(OEAR(zy)), meaning that some event o that can occur in G is being inhibited,
which is an action that the Opacity-Enforcer can not perform. STEP 3 is repeated
until the flag becomes false, which is only possible if no state in Xy needs to be
deleted. Thus, STEP 3 of Algorithm enforce Conditions OEC1 and OEC2.

The strategy of shuffling event occurrences with their observations is likely to

leave V' with non-unique decision, ¢.e., a state of V' may have events of >, >, and
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Y4 simultaneously in its active event set. In this case, the Opacity-Enforcer must
either wait for the arrival of an event occurrence, release an event observation or
even delete it. Such non-unique decisions are removed in STEP 4, where we im-
pose the following priority order for the Opacity-Enforcer actions. Firstly, release
an observation event o, € Y, whenever it is possible (STEP 4.1); secondly, wait
for some event occurrence in the plant o € ¥ (STEP 4.2), and; finally, delete an
event observation o, € Y, only as last resource, hence, the least prioritized decision.
In addition, STEP 4.3 guarantees that the Opacity-Enforcer will either release or
delete exactly one observation at each state; thus, if there is a state that has two
or more allowed events to be released, STEPS 4.3.1 and 4.3.2 find the event among
them that occurred first and removes the others, which is performed in STEP 4.3.3.
STEPS 4.1, 4.2 and 4.3 implement Unicity Conditions UC1, UC2 and UC3, re-
spectively. Finally, STEP 5 computes the realization of Opacity-Enforcer automaton
Rop =V.

Remark 3.5 (Computational complexity of Algorithm All of the steps
of Algorithm are either constant or linear with respect to the number of states
of V, except STEP 3, where at least one state of automaton V is removed each
time STEP 3 is repeated; therefore, the fist time STEP 3 is executed, |Xy| states
are analyzed, the second time, | Xy | — 1 states are analyzed, and as consequence, in
the worst case (1 + | Xy|) x | Xy|/2 states will be checked until V' becomes empty,
which implies that the computational complexity of Algorithm is O(|Xv|*). In
addition, since (i) V = G5 = G||D||Gint, (i3) |Xint| < |X| and (iii) Xp = 1 +
[Zfzo(\il\ +1)7] x [8] < ¢ x |S[F [6], where k = max(|k,,],. .., |ko,|) and ¢ is a
big enough natural number, we may conclude that V has at most ¢ x |X|? x |S[F?
states, and then, we may conclude that Algorithm[3.9is O(|X|* x |E|**2). Notice
that, starting with the observed model requires a priori computation of the observer,
and so, | X| is O(2%2!), where | X,| is the cardinality of the set of states of the plant.
Thus, with respect to the plant model, the worst case computational complexity of

our method becomes O(24%r x |3|?4+2),

Theorem 3.1 A system whose observer automaton G = (X, X, f,I',zo) is CSOE
through changes and deletions in the order of event observations with respect to
Yp C %, Xy C X and SD(k) = {(01,k1), (02, k2),...,(0n, kn)} if, and only if,
automaton Rog is such that L(Obs(Rog, X)) = L, i.e., P,(L9F) = L. O

Proof. (=) Assume that the system is CSOE w.r.t. Xp, X, and SD(k). By
construction, L3P = P Y (L)YNx(L)N P (Lin) and L9P C L3P which implies that
LOF C L3P C P7Y(L), and therefore, P,(L9F) C L.

We will now prove that L C P,(L9F) by induction on the length of sequences.
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(i) s = ¢ € L. According to Lemma LOF = 0, which implies that ¢ €
Py(LJP).

(ii) Assume that for all sequence s = s, € L such that ||sg]| < k, there exists at

least one sequence s, ) € LaOE such that P,(sqx) = Sk

(iii) Now, consider sequences sx.1 = spo € L. According to Lemma L =
P,(L5P), and thus, there exists sequences s, 11 € L5 such that P,(sqp11) =
Sg+1- Notice that automaton Rpg is obtained by pruning automaton V', which
is a copy of G5P | whose generate language is LZP. Thus, if all sequences s, 441
are removed in STEP 3 of Algorithm then all sequences whose projections
have length k£ + 1 violate either Condition OEC1 or OEC2, which means
that L5P is not CSOE, contradicting the initial assumption. Thus, at least one
sequence Sq 41 : Pa(Sa k1) = Sk+1 remains in V' after STEP 3, and hence, there
exists at least one sequence s, ;41 € LaOE such that P,(sqx+1) = Skg+1. Notice
that, if a sequence s;,; ,, is removed from LZP in STEP 4 of Algorithm

: " " _
then there must exist another sequence s, , ., such that P,(s;,.1) = Ski1.

Thus, L C P,(L2%), which implies that L = P,(L9%).

(<) Assume that L = P,(L9F). Since L(Ror) C L(G5P), we have that
L(Obs(Rog, X)) C L(0bs(GP. X)), therefore, L C P,(L5P). By construction,
L3P = P7Y(L)Nx(L)N P7Y(Lynt), which implies that LS” C P, 1(L), and therefore,
P,(L3P) C L. Therefore, L C P,(L5P) C L, which implies that L = P,(L5P), and
so, according to Lemma [3.2] the system is CSOE w.r.t. ¥p, X, and SD(k). |

Remark 3.6 Given a system that is CSOE w.r.t. ¥p, Xs and SD(k), it is not
difficult to see that, after the computation of automaton GSP and the evecution of
Algorithm the language LOF generated by the resulting automaton Rog is such
that all of its sequences are in accordance with Conditions OEC1-OEC2 and UC1-
UC3. In addition, Rog s the realization of the Opacity-Enforcer, keeping track not
only of the events executed by the system but also of the release and deletion of their
observations. Notice that, if we input an automaton G5P whose generated language
is not CSOE, then STEP 3 of Algorithm [3.9 will remove all sequences from V', and
thus, the obtained automaton Rog will be empty. This result is in accordance with
Lemma since when a system is not CSOE, either L9Y = () or there exists some
sequence s, € LOF that violates Conditions OEC1 or OEC2. The latter cannot
happen since STEP 3 enforces Conditions OEC1 and OEC2. 0O

According to Theorem [3.1] automaton Rog obtained according to Algorithm
satisfies condition OE2. In order to show that the realization of automaton Rog
solves the problem of opacity enforcement, we now must prove that Rog also satisfies
condition OE1. This result is presented in Proposition as follows.
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Proposition 3.1 Assume that the system modeled by G is not CSO with respect to
X and ¥ and define Xso0r = {ror = (¢, 2p,Tint) € Xog : © € X} as the set of
secret states of automaton Rog. Then, automaton Rog obtained from G according
to Algorithm is CSO with respect to X; o and X, .

Proof. All sequences s, € L9F that reaches secret states of X,om, i.e.,
for(xo0E, Sa) € Xsor, are such that f(zo, Pu(s,)) € X, since its first component is
a secret state. In addition, according to Deﬁnitionand , f (xo, o (P,,(sa))> €
X\ X,, since its third component is not a secret state. Since sequence ¢ ' (P, (s,))
reaches a non secret state, it will be, according to Definition and [3.7] aug-
mented so as its projections over X and 3, correspond to the same sequence, and
thus, there must exist a sequence s/, € LYF such that P.(s)) = P,(s,) and that
P.(s,) = ¢, (P,(s4)), which implies that there exists a state 2/ € X \ X, such that
f(zo, Pa(s))) = ', and, as a consequence, there exists a state x5 = (2, 2/, 2,,,) €
Xor \ X0k such that fop(xoor, s,) = vpp. Consequently, automaton Rog is CSO
with respect to X, or and X,. [ |

Remark 3.7 According to Algorithms and there are two trivial ways to
enforce CSO w.r.t. Xp, Xy and SD(k). The first one is by setting k,, infinite,
i=1,...,1%], and Xp = 0, i.e., all event observations can be held indefinitely and
none of them 1s deletable. In this case, the resulting enforcer automaton will be
Ror = G, which implies that L9 = L. Notice that, P,(L9F) = ¢, meaning that the
Opacity-Enforcer releases no observation. The second trivial way to enforce CSO
is by setting each k,, = 0, i = 1,...,|X| and Xp = X, i.e., no event observation
can be delayed but all of them are deletable. Thus, the language generated by the
resulting enforcer automaton Rop will be such that L9F = {s, € (UU62 agpd(a))*

P.(s.) € L}, meaning that every event observation is deleted immediately after its
occurrence. The corresponding Opacity-Enforcer automaton can be constructed as
follows. For each transition f(x,0) =y, we first remove it, and then add state x’'
and transitions f(x,0) = x’ and f(2',04) = y. Notice that, in this case we also have
that P.(L9F) = €. In both cases, the estimation of the intruder will cease at the

witial state, which we assumed to be a non secret state. O

3.5 Example

In order to illustrate the CSO enforcing strategy proposed here, consider automaton
G shown in Figure [3.8] where the initial state is ¢y = 0, the observable event set is
Y = {a,b,c,d} and the set of secret states is X; = {5}. Notice that the model for
state estimation of both, legitimate receiver and intruder, is given by G, since all of

its events are observable.
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Figure 3.9: Automaton D

Let us consider the following setup for CSO enforcement: observation release of
events a and d can be held for at most one step, whereas events b and ¢ must be
released immediately after their occurrences. In addition, only event d is deletable.
Thus, we set SD(k) = {(a, 1), (b, 0), (¢, 0),(d, 1)} and Xp = {d}. According to
Theorem [3.2] in order to verify if the language generated by the system is CSOE
with respect to the current setup, we compute G5 and verify if P,(L5P) = L. To
this end, we build automaton D according to Algorithm shown in Figure [3.9
Then, we create automaton Gj,; as a copy of G, remove all secret states (in the
example, state 5 only), take its accessible part and add subscript r to all of its
events. Finally, we build automaton G = G| D|Gn:. Proceeding according to
Remark [3.4, we may conclude that the system is CSOE w.r.t. ¥p, X, and SD(k).
Due to its size, the state transition diagram of G5P has not been depicted.

Therefore, we can proceed to the construction of the Opacity-Enforcer automaton
Rog. Algorithm starts by setting V = G5P and flag = true in STEPS 1 and 2,
respectively. STEP 3 will keep deleting undesirable states of V until there is no state
ry = (z,Tp, Ty ) that violates Conditions OEC1 or OEC2, which is performed in
STEP 3.2.1. Figure [3.10| shows part of automaton V when STEP 3.2.1 is executed
for the first time. Notice that, the red colored states violate Condition OEC1,

zp # v A I'y(xzy) = (), which means that these states have some observation being
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Figure 3.10: Part of V' that shows undesirable states.

held indefinitely, and, thus, they must be removed. When those states are removed,
the blue colored states become undesirable the second time STEP 3.2.1 is executed,
since they violate Condition OEC2, (I'(z) NT'p(xzp)) \ Ty (zy) # 0, meaning that
some events o € Y should be inhibited, which is an action that cannot be performed
by the Opacity-Enforcer, and so, these states must also be removed. It is worth
remarking that Algorithm (3.2 always sets V' = Ac(V') at the end of STEP 3.2.1.

When all the remaining sequences satisfy simultaneously Conditions OEC1 and
OEC2, Algorithm [3.2) skips to STEP 4, where all transitions from automaton V'
that violate Conditions UC1-UC3 are removed. Figure [3.11| shows red colored
transitions and states that must be removed due to the existence of possible non
unique actions. Notice that, state ({2},a,{1}) has transitions labeled with a, and
d, and so, STEP 4.1 will remove the transition labeled with d, in order for the
Opacity-Enforcer to release an observation as soon as possible (UC1). In state
({3},d,{0}), the Opacity-Enforcer may either wait for the occurrence of a or delete
the observation of d; therefore, STEP 4.2 will remove the transition labeled with
dg, since observation deletions must be performed only as the last resource (UC2).
Finally, state ({2}, ac, {0}) has two observation releases defined, and so, STEP 4.3
will remove the transition labeled with ¢,, since event a happened before ¢ (UC3).
Finally, STEP 5 computes Ror = V, which is shown in Figure [3.12

Notice that the components in state zop = (x, 24, Tin:) of automaton Rog, shown
in Figure provide the following information: component x shows the current
state of the system, zp shows the events that are being held by the Opacity-Enforcer,
and, x;,; is the intruder’s state estimation. In addition, automaton Rog keeps track

of both the system dynamics and the observation released to the intruder. For
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Figure 3.12: Automaton Rog that realizes the opacity enforcement strategy.
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example, in automaton Rog depicted in Figure [3.12] when G generates sequence
s = dab, i.e., the system reaches the secret state 5, the corresponding augmented
sequence in Rpg will be s, = dadgbb,a,, which determine the actions to be taken by
the Opacity-Enforcer and also their order. In this case, sequence s, denotes that the
Opacity-Enforcer will initially hold events d and a, and then delete the observation
of d (dg) and wait for event b to occur before releasing the observations of b and
a (bra,). Since the sequence of released events is b.a,, the intruder estimates the
system as being in state 2. Finally, notice that all information is represented in the
state of automaton Rpg reached by sequence s,, namely, state zog = ({5}, v, {2}),
which denotes that the current state of G is = 5, there is no event being held

(xp = v), and the intruder estimates state x;,,; = 2.

3.6 Mitigating the negative effect of opacity en-
forcement on the legitimate receiver’s state es-
timate capability

One of the criticisms to opacity theory is that, when the information is also intended
to be sent to some receiver that needs to be aware of the system evolution, both
the intruder and the legitimate receiver are misled when opacity is enforced. In this
section, we present a protocol that, when applied to the strategy proposed here, is
capable of mitigating the negative effect of opacity enforcement on the capability of
the legitimate receiver to accurately estimate the current state of the system. This
protocol leverages the legitimate receiver’s knowledge on the actions to be taken by
the Opacity-Enforcer in order to refine the estimation of the current state of the
system.

We recall that the state estimation of the legitimate receiver and the intruder
may differ since the legitimate receiver has complete knowledge on the opacity en-
forcement strategy applied to the system. The estimates of the legitimate receiver
are based on the first component of each state of automaton Rog, whereas the es-
timate of the intruder is based on its third component. In this regard, the model of
the state estimates of the legitimate receiver is obtained by computing the observer
automaton Gq r = 0bs(Rog, X, 1), where the index 1 is used to indicate that the
state estimations are computed with respect to the first component of the states
of Rog. On the other hand, the real state estimations of the intruder are given
by the observer automaton Gieurine = Obs(Rog, 2r,3), which can be also obtained
by computing the accessible part of automaton G after all secret states have been

removed and its transitions labeled with subscript r.
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Figure 3.13: Automata Ges g (a) and Geaine (b) with the states capable of being
estimated by the legitimate receiver and the intruder, respectively.

Example 3.7 Consider the plant modeled by automaton G, shown in Figure
and whose Opacity-Enforcer automaton Rog is depicted in Figure [3.123  The le-
gitimate receiver’s state estimates of the current state of the system after each
event release is given by automaton Gegr = ObS(Rop,%,,1) shown in Fig-
ure [3.15(a), whereas the states the intruder estimates correspond to automaton
Grearint = Obs(Rog,%,,3), depicted in Figure (b) Notice that, when event
a is released (occurrence of a,) the intruder estimates that the system is in state 4,
whereas the legitimate receiver is sure that the systems is in state 2, which is actually
correct, since, according to Figure[3.19, event a is only released after the occurrences
of either sequences ac or dac in the plant. In addition, when the Opacity-Enforcer re-
leases events b, and a,, in this order, the intruder believes that the plant is in state 2,
whereas the legitimate receiver has a more accurate state estimate ({0,2,5}), which

means that the plant may have visited the secret state. O

It is worth remarking that, if the existence of the Opacity-Enforcer becomes pub-
lic (Assumption I3, regarding the intruder being unaware of the Opacity-Enforcer,
is dropped), then the state estimation model used by the intruder becomes identical
to that of the legitimate receiver, since the intruder is now aware of the opacity-
enforcement strategy. Notice that, in this case, the intruder is still unable to accu-
rately infer secret states when the current state of the system corresponds to them,
and thus, the system is still current-state opaque from the point of view of the
intruder when the strategy for CSO enforcement is publicly known.

By dropping Assumption I1, which states that the intruder has complete knowl-
edge of the system, and then by assuming that the model of the system that is
publicly known may differ from its real model, the legitimate receiver’s estimation
can be further improved if the information regarding the real sequence that will be
executed by the plant is known a priori. To this end, let G, be the automaton whose

generated language is formed with the real sequences that will be executed by the

o8



Figure 3.14: Automaton G. whose generated language corresponds to the actual
sequences to be executed by the plant.

plant. Algorithm presents the construction of automaton Gt p with the state

estimation of the legitimate receiver, given that it is aware of G..

Algorithm 3.3 Computation of automaton G¢,

Input: Rog and G.,.
Output: Gy g-
1. Compute RSy = G.||Rok.
2. Compute G5, p = Obs(Ro g, Xr, 1).

3. Return Ggg g

Notice that, in STEP 1 of Algorithm [3.3] we remove from Rog all sequences
that will not be executed by the plant, which are the ones that make the legitimate
receiver’s current state estimation less accurate. Next, in STEP 2, we compute
automaton Gt p as the observer of Ry with respect to its first component, thus

obtaining a refined state estimation.

Example 3.8 Let G., depicted in Figure[3.14}, be the automaton which corresponds
to the real sequences to be executed by the plant modeled in Figure[3.8, whose Opacity-
Enforcer automaton Rog is shown in Figure [3.13, In addition, assume that the
legittmate receiver knows the model of G. in advance. According to Algorithm
we obtain automaton Gty p, which gives all of the legitimale receiver’s estimations,
as shown in Figure [3.15. Notice that the legitimate receiver has now a much more
accurate estimation of the current state of the plant. In particular, according to
Figure |3.15, whenever event b, is released, the legitimale receiver is sure that the
system is in the secret state (5), whereas, according to Figure[3.15(b), the intruder

always estimates that the plant is in state 1. O

The above discussion shows that the strategy proposed here has the potential
to be used to address opacity enforcement in order to avoid misleading the receiver
as well. In this regard, an Opacity-Enforcer could be designed to establish some
compromise between achieving opacity with respect to a malicious intruder and

accuracy of receiver’s estimation.

29



}

—|  {0,2,4,5} |

b, Qr
\ \

of[ 53 | [ 2 ]|
a, Cr

H {0,5} | [ {0,2} F

Figure 3.15: Automaton Gp, » with the state estimations of the legitimate receiver.
3.7 Concluding remarks

In order for the intruder to be always misled to wrongly estimate non-secret states,
the CSO enforcement strategy proposed in this chapter leverages the possibility of
delaying and deleting some event observations.

The Opacity-Enforcer proposed in this chapter keeps track not only of the events
executed by the system but also release and deletion of their observation signals,
and has shown to have the potential to be used to enforce opacity and, at the same
time, not mislead the legitimate receiver as much as the intruder.

In addition, we have presented a protocol that, when applied to the strategy pro-
posed in this chapter, is capable of mitigating the negative effect of opacity enforce-
ment on the capability of the legitimate receiver to accurately estimate the current
state of the system. This protocol leverages the legitimate receiver’s knowledge on
the actions to be taken by the Opacity-Enforcer in order to refine the estimation of

the current state of the system.
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Chapter 4

Ensuring utility while enforcing

opacity

In this chapter, we approach the main criticism of opacity enforcement techniques
presented in the literature, namely the fact that in order to make the system behavior
opaque to the intruder, the observation of the legitimate receiver becomes obfuscated
as well. In most cases, the crucial information the legitimate receiver requires is not
necessarily the secret behavior of the system (which must be concealed from the
intruder in order for the system to be opaque). In this regard, we introduce the
notion of (state-based) utility to refer to such a crucial behavior, that is required to
always be available to the legitimate receiver, even when opacity is being enforced.
To this end, we propose an algorithm that, whenever possible, ensures the utility
of the system and, at the same time, enforces current-state opacity. Although the
algorithm we propose in this chapter relies on the same strategy as that presented
in Chapter [3 it is simpler.

This chapter is structured as follows. Section presents the architecture of the
system considered in this chapter, the problem to be solved and introduces the notion
of utility; Section [1.2] recalls the strategy to augment languages through shuffles and
deletions of event observations presented earlier in Chapter In addition, the
conditions required for the augmented language to model not only the behavior of
the system, but also the event observation release/deletion policy, so as to ensure
utility while enforcing opacity are also given in Section [£.2} Section presents the
algorithm developed to achieve both utility and current-state opacity enforcement;
Section illustrates the strategy proposed in the chapter with a toy example.
Finally, Section summarizes all of the contributions of the chapter.
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4.1 Problem formulation

We consider here the same architecture as that assumed in Section and depicted
again in Figure[d.1] which is composed of a plant, an Opacity-Enforcer and two play-
ers, a legitimate receiver and an intruder. The observable events generated by the
plant are transmitted in the same order as their actual occurrences to the Opacity-
Enforcer, which is now responsible for manipulating the order of event observation
releases/deletions in order for the following two tasks be simultaneously achieved:
(i) the intruder is misled to never infer that the secret behavior has been executed
(opacity enforcement), and; (ii) the legitimate receiver must always be aware of the
system useful behavior when it occurs (preserve utility).

Since the notion of utility approached in this chapter is state-based, we define
the set of useful states X, which, when visited, characterizes the useful behavior of
the system. It is worth mentioning that, since we require that all useful states are
unambiguously observed by the legitimate receiver, any secret state is obfuscated
to the intruder and both legitimate receiver and intruder have the same access to
the events released by the Opacity-Enforcer, as a consequence, in order for the
Opacity-Enforcer to ensure the utility of the system and enforce CSO, a secret state
must never be useful, and vice-versa. We say that, if the visit to useful states is
unambiguously observed by external agents, i.e., when all external agents are sure
that the system is in those states, then the system is said to have ensured-utility
(EU). The formal definition is as follows.

Definition 4.1 (Ensured-Utility Systems) Let a system be modeled by automa-
ton G = (X, %, f,I',xg), projection P, : ¥* — ¥ and let X, be the set of useful
states. Then, system G has ensured-utility with respect to P, and X, if

(Va, € X,)(Vs € L, f(x0,5) = z,)(Va' € X \ {x,})
(Vs' € L, (f(wo,8") = 2') = (Po(s) # Po(s))) O

According to Definition a system has ensured-utility with respect to P, and
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X, when it is possible, under the projection P,, to distinguish every useful state z,
in X, from any other state X \ {x,} of the system, which includes the fact that
x,, must be distinguished even from other useful states z!, € X,, 2!, # x,. On the
other hand, if there exist states x, € X, and 2’ € X \ {x,} and sequences s,s" € L
such that f(xo,s) = zy, f(z0,s') = 2’ and whose observations are identical, i.e.,
P,(s) = P,(s), then the legitimate receiver cannot distinguish the visit to the useful
state x, from another state 2’ when sequence P,(s) is observed, therefore, according
to Definition [4.1] the system does not have ensured-utility with respect to P, and
Xu-

Notice that the notions of utility and (weak) detectability[] [25, 26] may be alike,
in the sense that both of them require that the current state must be determined
in finite time. However, they differ in two aspects: (i) utility requires that we are
capable of determining the current state of the system only if it is a useful state in
Xy, as opposed to detectability, which is concerned with determining any current
state of X and also its subsequent states; (ii) every useful state must always be
distinguished from any other states, whereas detectability requires that every state
eventually becomes distinguishable from other states.

It is worth highlighting that both the design specification S1 and all of the

assumptions made on the intruder’s capacity I1-I4 are also assumed here (see Sec-

tion .

4.2 Ensuring utility while enforcing opacity

One of the drawbacks of enforcing opacity is that the legitimate receiver also be-
comes unable to distinguish some behaviors of the plant, where one of them may
even provide crucial information required by the legitimate receiver. With that in
mind, we introduce the notion of utility, which is the useful behavior of the system
that we require to always be available to the legitimate receiver. In this regard,
besides enforcing opacity, any Opacity-Enforcer to be designed has an additional
task, namely preserving the utility of the system, which is accomplished whenever

the following (utility) specifications hold true simultaneously.

US1. Whenever the plant visits an useful state, the legitimate receiver must esti-
mate it as soon as possible;
US2. Whenever the legitimate receiver estimates an useful state, the plant must

currently be in that state.

LA discrete event system is (weakly) detectable if we can determine the current state and the
subsequent states of the system after a finite number of observations for some trajectories of the
system [25].
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In order to enforce current-state opacity, the Opacity-Enforcer must mislead the
intruder’s estimation of the current state of the system if it is currently in a secret
state and, to this end, it leverages the possibility of either delaying/deleting the
observation of events, as detailed in Section

We recall that the strategy for ensuring utility while enforcing opacity presented
here modifies the sequence of observations outputted by the plant but not its actual
behavior. Thus, given that G, = (X, X, fp, ['p, %o ,) is the automaton that models
the behavior of the plant and X denotes its observable event set, we define its
observer as G = Obs(Gp, X) = (X, X, f,I',z9), and so, all of the operations and
functions hereafter defined will be performed over the language L = L(G). We also
recall that X, denotes the set of secret states of the observer.

We assume, without loss of generality, that the plant modeled by automaton G,
has ensured-utility with respect to projection P : 37 — ¥* and the set of useful
X,; otherwise the task of ensuring the utility of a system that has useful states
that are not inherently indistinguishable is not possible. As a consequence of the
plant being an ensured-utility system, when we compute its observer automaton
G = 0bs(G)p, Y), the states © € X of G are either composed of not useful states
z € 2% \Xu or are composed of a unique useful state z € X,. Therefore, the useful
states of the observer are the same as the useful states of the plant, and will be
denoted as X, as well.

Notice that the task of the Opacity-Enforcer can be viewed as an event obser-
vations release/deletion manipulation, and thus, the event set X, of the automaton
that models the Opacity-Enforcer must be composed of: (i) the events generated by
the plant X; (ii) the release of their observations ¥,, and; (iii) the deletion of their
observations Y, (if the event is deletable). Thus, we define the augmented event set

as 2, = YUY, UX,;. We also recall the following projections.

1) P,: X — X%
2) P i ¥f ¥

Moreover, in order to model the policy of the Opacity-Enforcer regarding
event, observation release/deletions (OEA1-OEA3) restricted to step delay bound
SD(k), we can augment the language L generated by G to the bounded delay aug-
mented language L2 according to Definition , which augments the sequences of
L by adding to them event observation releases and deletions (not necessarily in the
same order as they occurred) according to the restrictions of the step delay bound
SD(k) (which prevents L3P from being a non regular language and from events

being indefinitely held by the Opacity-Enforcer).

Example 4.1 Let G = (X,%, f,T', o), depicted in Figure be the automaton

that models the observed behavior of a plant, whose secret behavior is defined by the
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Figure 4.2: Automaton G.

visit to state 3, i.e., Xy = {3}. Notice that, by setting SD(k) = {(a,0), (b,1), (¢,0)}
and Xp = 0, it is possible for the sequence s = abc, which reaches the secret state
3, to be augmented to sequence s, = aa,bcc,b,., which means that the observation
of event b has been delayed for one step, and now, whenever sequence s occurs
in the system, all external agents observe o *(P.(s,)) = @, (acb.) = ach, and
hence, they estimate state 5 instead of the secret state 3. However, if we define
state 4 as an useful state (X, = {4}), it is not possible to ensure utility while
enforcing opacity in the system, since as mentioned previously, when s = abc 1is
generated, o, Y(P.(s,)) = acb is observed by external agents, whose prefir ac lead
them to estimate the useful state 4 whereas the current state of the system does not
correspond to it, which violates specification US2. On the other hand, if we now
set SD(K') = {(a,2),(b,0),(c,0)}, then sequence s = abc can now be augmented to
sequence s, = abb,cc,a,., which is observed by external agents as o, '(P.(s,)) = bca.
In this case, utility has been ensured while opacity was being enforced, since none of
the prefizes of ¢ (P.(s4)) = bca mislead the legitimate receiver to wrongly estimate
the useful state 4 and the intruder estimates state 8 whereas the system is currently

in the secret state 3. O

We recall from Section [3.3] (see page[38)) that the Opacity-Enforcer must not hold
indefinitely the observation of non deletable events (UB1), and thus, it is necessary
to prune L2 to obtain a prefix-closed augmented language L9¥. To this end, we
remove from L5 sequences s, and s,t,, for every t, € L /s,, so that P,(L9¥) = L
and all of the remaining sequences s, € L9F satisfy simultaneously the following

Opacity-Enforcer conditions:

OECL1. (Vs, € LI®)((L9¥/sa = 0) — (Vo € X, N (54, 0:(0)) + N (5q, 0a(0)) =
N (84,0)));

OEC2. (Vs, € LYF)((o € X : Py(sq)o € L) = Bty € LIF /s, : Pi(sata) =
Po(sq)0)).
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We also recall that Condition OEC1 ensures that no sequence in L9F satisfies
undesirable behavior UB1 and Condition OEC2 ensures that P,(LY¥) = L, which
guarantees that the language LY is CSO with respect to X, and Xp, in the sense
that the intruder is unable to estimate secret states when observing the events
o, € X, released by the Opacity-Enforcer.

In order for the Opacity-Enforcer to also ensure utility, the policy of event ob-
servation release/deletion must satisfy both specifications US1 and US2. To this
end, we must remove from LI all sequences s, and s,t,, for every t, € L9¥/s,,
that violates either US1 or US2, resulting in a new prefix-closed augmented lan-
guage LYOF such that: (i) P,(LY9F) = L, and; (ii) all of sequences s, € LYOF
not only satisfy OEC1 and OEC2 simultaneously, but also the following additional

Opacity-Enforcer conditions:

OEC3. (Vs, € LY°®)((3z, € Xu)[f (20, Pa(5a)) = zu A f(20, 07 H(Pr(a))) # 2] —
(54255 N LYOE = 9));

Y

OECA4. (Vs, € LYOF)((3x, € Xu)[f (20, Pa(5a)) # u A f(20, 07 H(Pr(8a))) = 2] —
(84 NTEE, = 0)).

Notice that Condition OEC3 ensures that when the system is currently in some
useful state x, € X, but the legitimate receiver has not estimated it yet, then the
Opacity-Enforcer must release/delete event observations before the system evolves
(occurrence of some event o € 3) with a view for the legitimate receiver to estimating
state x, as soon as possible. Condition OEC4 ensures that the Opacity-Enforcer
must not release any event observation o, € X, that makes the legitimate receiver
estimate some useful state x, € X, when the current state of the system is not
x,. Therefore, Conditions OEC3 and OEC4 guarantee that language LY9F which
models the behavior of the Opacity-Enforcer, satisfy specifications US1 and US2
simultaneously. It is worth noticing that, if the resulting language LUCF is not empty
and satisfies both Conditions OEC1 and OECZ2, then, with the help of Lemma [3.3
LUOE

the system modeled by automaton G is CSOE. Finally, we conclude that is

capable of ensuring utility while opacity is being enforced.

Example 4.2 Consider again automaton G = (X, %, f,T',x9) shown in Figure
where X, = {3}, X, = {4} and Xp = 0. In order to illustrate the Opacity-Enforcer
Conditions OEC3 and OECY, we set SD(k) = {(a,2),(b,0),(c,1)}. Let H, de-
picted in Figure be an automaton whose generated language is L(H) = L9F,
which satisfies Conditions OEC1 and OECZ2 simultaneously. Notice that each state
of automaton H has three components: (i) the first component denotes the current
state of the plant; (ii) the second component denotes the event observations that

are being held by the Opacity-Enforcer (which must release/delete them eventually),
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(5, acb, 0)

5, acv,

(2, ab, 0)

Figure 4.3: Automaton H.

and; (i) the third component denotes the state estimated by external observers (le-
gitimate receiver and intruder). It is not difficult to see that some of the sequences
in L(H) violate either OEC3 or OECY, for example:

e Sequence s, = ac reaches state (4,ac,0), which means that the plant is
currently in useful state 4 but external observes are estimating state 0
(f (0, Palac)) = f(zo,ac) = 4 and f(zo, o7 (Po(ac))) = F(z0,¢) = 0). Hour
ever, some of its continuations are such that s,%X% N L(H) = acb(b.c,a, +
a,cyb,) # 0, which means that the plant can evolve to state 5 through the oc-
currence of event b without the legitimate receiver estimating the useful state
4, and thus, these continuations must be removed so as the resulting language

satisfies Condition OECS.

e Sequence s, = aca,, which reaches state (4,c,1), also wviolates Condition
OECS3, since it can be continued with event b, and thus, in order to sat-
1sfy Condition OECS3, sequence aca,.b and all of their continuations must be

removed.

e Sequences acba.c, and aca,bc,, which reach state (5,b,4), violate Condition
OECY, since they model the case when the system is currently at state 5 but the
legitimate receiver has just estimated useful state 4, since the last event of those
sequences represent an observation release, meaning that the Opacity-Enforcer
has just released an event observation that misled the legitimate receiver to
estimate an useful state while the plant is not currently at it. Then, we must
remove from L(H) those sequences and also their continuations, so as the

resulting language satisfies Condition OECY.

Notice that, after the removal of those sequences that violate Conditions OEC3
and OECY, it may be the case that the resulting language has sequences that now
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violate Condition OEC1, which should also be removed. Therefore, the procedure
for obtaining an augmented language LYOF that ensures utility while opacity is being

enforced is performed recursively. 0O

Remark 4.1 To the best of our knowledge, the notion of utility withing opacity
enforcement strategies has been presented firstly in [T1], where the authors synthe-
size obfuscation policies through edit functions that ensure privacy and utility at the
same time. However, in their approach, the utility of the plant is ensured when the
“distance” between the current and the estimated state never exceeds a predefined
mazximum value. Differently from the strategy proposed in [T1], we require that the
event observations outputted by the Opacity-Enforcer are such that, whenever the
system wvisits an useful state, it must be estimated by the legitimate receiver before
a new state is reached, and also that whenever the legitimate receiver estimates an

useful state, the plant must currently be in that state. O

It is not difficult to see that, when the language generated by some plant is
augmented with event observation releases/deletions, the current state of the plant
may differ from the state estimated by external observers, since for a given s, € L7,
it is possible that f(zo, Py(sa)) # f(zo, 0 (Pr(s4))). Therefore, we extend the
notion of EU systems (see Definition to augmented systems, as follows.

Definition 4.2 (Ensured-Utility Augmented Systems) Let a system, whose
observable behavior L is modeled by an automaton G = (X, %, f,[',x¢), be aug-
mented to automaton G,, where L(G,) C L3P, with respect to the set of deletable
events Xip, secret states X, and step delay bounds SD(k). Let X, denote the set
of useful states. The augmented system modeled by automaton G, is said to have

ensured-utility if the following two conditions hold true simultaneously:

(i) Vs, € 325N L(G,) if f(xo, Pa(84)) = xy € X, then Vt, € L(G,)/5q, 3, €
(3, UXy)* such that f(zo, 0, H(P(s4t)))) = x, and either t, €t ort. € 1,.

a

(ii) Vsq € 325,NL(GL), if f(xo, 07 (Pr(84))) = Ty € Xy, then f(xo, Pa(sq)) = Ty
O

According to Definition an augmented system has ensured-utility when it
simultaneously satisfies two conditions: (i) if an augmented sequence s, € L(G,)
denotes that the system has just reached an useful state z,, € X,,, i.e., s, € X% and
f(zo, Py(s4)) = x4, then each one of its continuations ¢, € £(G,)/s, must be such
that either the useful state x, will certainly be estimated before the current state
of the system changes, i.e., 3t, € (X, U X,)* such that f(zo, o, ' (Pr(s4t)))) =

and t, € Z, or the useful state z, was estimated before the current state of the
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Figure 4.4: Automaton H'.

system had changed, s.e., 3t/ € (3, U Xy)* such that f(zo, ¢, (Pr(s4t)))) = 2y
and ¢/, € t,, and; (ii) if an augmented sequence s, € L£(G,) ends with an event
observation release, i.e., s, € X:%, and leas to the estimation of an useful state
f(xo, 0,1 (Py(s4))) = 7, € X, then the current state of the system must be that

useful state as well, i.e., f(xg, Py(S4)) = .

Example 4.3 Consider again automaton G = (X,%, f,T',x), depicted in Fig-
ure[{. 4, where X, = {3}, X, = {4}, Tp =0 and SD(k) = {(a,2), (b,0), (¢, 1)}. Let
H', illustrated in Figure be the automaton that generates a language LYOF that
satisfies Conditions OEC1-OEC4 with respect to L(G). Notice that automaton H'
has only one sequence that models when the system has just visited an useful state,
namely sequence s, = ac, whose last event is a plant event and denotes that the cur-
rent state of the system is an useful state, i.e., f(xo, Pi(s4)) = f(x0,ac) =4 € X,.
In addition, all of the continuations of sequence s, are such that: (i) either the
legitimate receiver will certainly estimate the useful state (when (4,v,4) is vis-
ited), namely continuations t, = ¢ and t, = a,, or; (ii) the useful state was
visited before the current state of the system has changed, namely continuations
t! = arc,, tV = a,c.b and " = a.c,bb.. Therefore, the first condition of Defini-
tion is met. With respect to the second condition of Definition sequence
Sq = aca,c, s the unique sequence in L(H') whose last event is an observation re-
lease, i.e., s, € X%, and leads the legitimale receiver to estimate an useful state,
i.e., f(xo, 0. (Pr(s4))) = f(zo, o7 (arc,)) = f(xg,ac) = 4 € X,,. Notice also that
Sa = aca,c, denotes that the current state of the system is that same useful state,
since f(xo, Pu(sq)) = f(xo,ac) = 4, which makes H' satisfy the second condition
of Definition and thus, the augmented system modeled by automaton H' has

ensured-utility. O

We now extend Definition to our current problem, namely to ensure utility

while current-state opacity is being enforced in augmented systems, as follows.

Definition 4.3 (EU-CSO Augmented Systems) Let a system, whose observ-
able behavior L is modeled by an automaton G = (X, %, f,T',xg), be augmented to
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automaton G,, where L(G,) C L3P, with respect to the set of deletable events Yp,
secret states X and step delay bounds SD(k). Let X,, denote the set of useful states.
The augmented system modeled by automaton G, is said to have ensured-utility
current-state opaque (EU-CSO) with respect to Xp, Xs, X, and SD(k) through

changes and deletions in the order of event observations if:

(i) Automaton G, models an EU augmented system, and;

(ii) L(Ga) # 0 and L(G,) E (OEC1 A OEC2). 0

After an augmented language LYOF that simultaneously satisfies Conditions
OEC1-0OEC4 has been obtained, we present the following result.

Lemma 4.1 Let a system, whose observable behavior L s modeled by an automaton
G = (X,%, f,T,x0), be augmented to automaton G,, where L(G,) C L3P, with
respect to the set of deletable events Yp, secret states X, and step delay bounds
SD(k). Let X, denote the set of useful states. The augmented system modeled by
automaton G, is said to have ensured-utility current-state opacity (EU-CSO) with
respect to Xp, X, X, and SD(k) through changes and deletions in the order of event
observations if, and only if, L(G,) = LY # ) and L(G,) F (OEC1 N OEC2 A

OEC3 A OECY).

Proof.

(=) Assume that either £(G,) = 0 or L(G,) ¥ (OEC1 Vv OEC2 vV OEC3 Vv
OEC4). Tt is clear that, if either L(G,) = 0, or L(G,) ¥ OECIL, or, still, L(G,) ¥
OEC2, then the second condition of Definition is violated, which implies that
automaton G, does not model any EU-CSO augmented system.

If £(G,) ¥ OECS3, then, ds, € L(G,) such that f(xo, P.(sa)) = z, € X,
f(xo, 0,1 (Pr(54))) # Ty, and s,5%5 N L(G,) # 0, which means that s, can be
continued with some plant event o € . If s, ends with some plant event (s, € ¥%3),
then 3t, = 0 € L(G,)/s, where, Vt, € (X,UXq)*, t, ¢ t/, and only t, = ¢ € t,, which
implies that f(zo, o7 (Pr(s4t)))) = f(xo, 0, (Pr(54))) # 7. As a consequence, the
first condition of Definition has been violated, and hence, GG, does not model
any EU augmented system. Therefore, according to Definition [£.3] automaton G,
does not model any EU-CSO augmented system.

If £(G,) ¥ OECA4, then, 3s, € L(G,) such that f(xg, 0, 1 (P.(54))) = 7, € X,
f(zo, Pu(sa)) # o, and s, N 5%, #, which means that the last event of sequence
Sq is some o, € X, (s, € X%, N L(G,)). Tt is clear that the second condition of
Definition has been violated, and so, GG, does not model any EU augmented
system. According to Definition automaton GG, does not model any EU-CSO

augmented system either.
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(<) Assume that £(G,) = LY9F # () and L(G,) F (OEC1 A OEC2A OEC3 A
OEC4). It is clear that the second condition of Definition holds true.

If L(G,) = LY9F £ OECS3, then, Vs, € LV such that f(zo, Pa(s4)) = 7, € X,
but f(zo, 0, H(Pr(84))) # Tu, Sq cannot be continued with any plant event o € ¥,
and as a consequence, it is continued with sequences ¢, € (X, U ¥4)* until
f(@o, ¢, (Pr(Sata))) = @y, which satisfies the first condition of Definition [£.2]

If £(G,) = LY°F E OECA4, then, Vs, € LUVOF such that f(xg, ¢ (Pr(s4))) =
x, € X, but f(xg, P.,(S4)) # ., the last event in s, cannot be some o, € X%,
and hence, we can write s, = w,v,, where w, € 33, and f(zo, ¢, (Pr(w,))) = 2y
and f(xg, Py(w,)) = x,, which ensures the second condition of Definition Notice
that, if prefix w, is such that f(zg, P,(w,)) # ., it would violate Condition OEC4,
since w, € LY9F and w, € ¥*%,, which contradicts our assumption. Therefore, G,
models an EU augmented system, which, together with the fact that both £(G,) =
LYCE £ () and L(G,) F (OEC1 A OEC?2), ultimately implies that (G, models an
EU-CSO augmented system. [

After obtaining an augmented language LY°F that satisfies Conditions OEC1—
OEC4 simultaneously, we also require that the actions taken by the Opacity-
Enforcer over augmented sequences s, € LY9F are unique, which prevents the un-
desired behaviors UB2 and UB3 from happening (conflicts of the Opacity-Enforcer
either between release /delete observations and waiting for events to occur or between
releasing and deleting event observations, respectively). To this end, we recall the
priority order between releasing observations, deleting observations and waiting for
events to occur, which was established in Section[3.3] as follows: (i) the release (resp.
deletion) of a event observation has the highest (resp. lowest) priority among other
actions; (ii) if there is no observation to be released and no held observation is being
delayed for its maximum step delay bound, then the Opacity-Enforcer must take no
action and wait for an event occurrence, and; (iii) the Opacity-Enforcer must either
release at most one observation o, at a time, or delete at most one observation o4 at

a time. These priorities are formally expressed in the following unicity conditions:
UCL. (Vs, € LYOF)((30, € 5, : 8,0, € LYOF) — 5,(SUE,)ZE N LYOF = );
UC2. (Vs, € LYOF)((Fo € £ : 5,0 € LYOF) — 5,5,55 N LYOF = ());

UC3. (Vs, € LUOF)((|LVOF M 5,5, ] < 1) A (|LYOF N 5,54 < 1)).

Example 4.4 Let us revisit automaton H', shown in Figure and presented in
Ezamplel4. 5, where X, = {3}, X, = {4}, ¥p =0, SD(k) = {(a,2), (b,0), (¢, 1)} and
whose generated language L(H') = LYOF satisfies Conditions OEC1-OECY. 1t is
worth noticing that automaton H' models the Opacity-Enforcer behavior. However,

after sequence s, = bb.c has occurred, the Opacity-Enforcer cannot decide between
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waiting for the plant to generate event a and release c.. Such problem is solved
by Condition UC1, which prioritizes the observation release c,, and thus, sequence
bb,ca and all of its continuations are removed from L(H'). Notice that, P,(L(H')) =
L is preserved after any sequence is removed due to Conditions UC1-UC3, once
these conditions typically choose an unicity solution between sequence continuations

whose projections model the same behavior of the plant. O

4.3 Algorithms

In this section we propose an algorithm that computes automaton Ryog, which
models the desired Opacity-Enforcer behavior. Since the Opacity-Enforcer ensures
utility while enforcing current-state opacity, we further show that the language gen-
erated by Ryop is LYOF.

The idea behind the algorithm is to first create an automaton G5, whose gen-
erated language is L7 and then, we recursively remove from it all sequences that
violate some of the Opacity-Enforcer Conditions OEC1-OEC4, resulting in an au-
tomaton Ryop whose generated language is LUOF that models the desired Opacity-

Enforcer behavior.

4.3.1 Computation of automaton G2

It is worth noting that the procedure to obtain language LS is responsible for
synchronizing the plant behavior with the shuffling of every event observation re-
lease/deletion allowed by SD(k). Thus, automaton G5 whose generated language
is LP is obtained by computing the parallel composition of the following three
automata: (i) automaton G, which models the observed behavior of the plant; (ii)
automaton D, which generates all possible shuffles of the event occurrences with
observation releases/deletions according to the restrictions of a given SD(k), and
whose states denote observations of plant events to be released /deleted; (iii) automa-
ton Gy, which models all event observation releases that the intruder is allowed to
receive so as the secret is not revealed.

With that in mind, automaton D = (Xp, ., fp,'p, xo.p) is computed as shown
in Subsection . Automaton Gy = Ac(Xint, Xry fint, Dint, Toint) 1s obtained by
taking the accessible part of G after all of its secret states have been removed and
the subscript r» has been added to all events that label its transitions, and thus,
we set Xiy = X\ Xy, fine(x,0:-(0)) = f(z,0), if f(z,0) € X \ X, or undefined,
otherwise, 'y (2) = {0, € ;. : fine(x,0.)!}, and zg s = {x0} N Xine. Notice that
Lint = £(Gint) = {1(s) : (s € L) A (Vt €5, f(zo,1) € X \ X,)}.

Notice that automata G, D, and G;,; have no marked states initially, and so,
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their set of marked states have been omitted from their definitions. However, in
order to simplify the algorithm proposed in Subsection we must define the set
of marked states X,,,, X,, p and X,, ;»; of automata G, D, and G, respectively, as

follows.

e X, is formed with all states of G that form some non-trivial SCC and all

states that have no transition defined;
e X,, p is formed with the initial state of D, and thus, X,, p = z¢ p;

o X,,.int 1s formed with reminiscent marked states in X,, N X, after the secret
states have been removed when computing G;,;, that are accessible and either

still form some non-trivial SCC or that have no transition defined.

Remark 4.2 In order to avoid the case where there are states with no transitions
defined when computing the marked states of automata G and Gy, we can proceed
as follows. First, we define a new unobservable event o,, and add it to the event set
Y, and mark all states that form some non-trivial SCC of G. We then compute Gy
as a copy of G but with no marked sates, remove all secret states of X from Gy,
take its accessible part, add the subscript r to all events that label its transitions,
and, finally, mark all states that form some non-trivial SCC of G Since 0y, 18
not an event generated by the plant, after marking states in both automata G and
Gint, we remove oy, from their respective event set, and also all transitions labeled
with . 0O

The idea behind marking states in the non-trivial SCC of automata G and G,
is that, since events are generated spontaneously, the plant will eventually reach
either a state that forms some non-trivial SCC or a state with no transition defined.
With respect to the set of marked states, it is worth noting that: (i) the set X,
ensures that £,,(G) = L,, is formed with both, all arbitrarily long length sequences
of L and sequences with no continuations; (ii) by setting X, p = Xo.p, Ln(D) is
composed of sequences s, such that N (sq,0) = N (sa,¢,(0)) + N (4, pa(0)), for
all 0 € ¥, meaning that every event of s, in the marked language of D had its
observation either released or deleted; (iii) since we remove secret states from G
when computing G, some non-trivial SCCs (reached after the visit to some secret
state) may have ceased to exist and states that once would inevitably lead the system
to secret states are now not coaccessible, and thus, the set X, ;,+ guarantees that
L (Gine) 1s formed with observation release sequences with either arbitrarily long
length or no continuation that lead the intruder to a secret-free state estimation
path.

Finally, we build antomaton G5 = G||D||Gint = (X5P, Sa, fine, T3P, 255, X 51
that, differently from that presented in Subsection [3.4.1] has marked states.
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Example 4.5 Let us consider automaton G shown in Figure where Xy = {3}
and X, = {4}. Since there are no non-trivial SCCs, and the only states with
no transition defined are 3, 5, and 8, we have that X, = {3,5,8}. Automaton
D = (Xp, %4, fp,I'p,20.p, Xm.p), which models the observation releases/deletions
in accordance with SD(k) = {(a,2),(b,0),(c,1)} and £p = 0, where X,,, p = {v},
has been computed according to Algorithm and is depicted in Figure [{.5 Au-
tomaton Gine = (Xint, Ly fint, Dints Toints Xmint), tllustrated in Figure has only
two marked states, which form the set X, ;e = {5,8}. Notice that state 3, that
once was marked i G, does not belong to X,, in, Since it was removed when com-
puting Ge. We emphasize that, it may happen that some state x, which once was
marked in G (x € X,,), was not removed when computing Gin (v € Xine) but it

ceased to form some non-trivial SCC, and therefore, it would not be marked in G

(* ¢ Xpnint)- Finally, automaton G52 = G||D||Gint is shown in Figure[4.7 O

Remark 4.3 Not coaccessible states of automaton GSP are reached by sequences
sa in LD that satisfy at least one of the following conditions: (i) P,(s,) has a
continuation with some event o € ¥ in L whereas s,(3,U%y) 0 ¢ L3P, which means
that Condition OEC2 has been violated (the event observation release/deletion policy
of the Opacity-Enforcer is inhibiting the behavior of the plant); (ii) s, is such that
N (54,0) > N (54, 0:(0)) + N (Sa, 0a(c)) for some o € X but it has no continuation,
which means that the Opacity-Enforcer is indefinitely holding the observation of some
non deletable event, and thus, Condition OEC1 has been violated; (iii) P.(s,) has
a continuation with some event o, € 3, in L(Gin) whereas s,(3 U Xy)*o, ¢ L5P,
which means that the intruder is indefinitely waiting for some event that has been
inhibited by the Opacity-Enforcer, and as a consequence, the intruder may become

suspicious that the information released by the plant is being changed. O

Finally, automaton G models all shuffled sequences so as the released observa-
tions neither lead the intruder to estimate secret states nor lie outside the modeled
behavior. Additionally, the sequences in the marked language L£,,(G57) are such
that: (i) the plant sequences retrieved by the projection P,(L,,(G5P)) denote that
the system behavior has not been constrained; (i) every event o € 3 is certainly
having its observation either released or deleted, and (iii) the order of event obser-
vation releases o, € Y, is such that the intruder is always misled to a secret-free

state estimation path.

4.3.2 Computation of automaton Ryop

We now present Algorithm which computes automaton Ryop (whose generated
language is LY9F) that models the desired behavior of the Opacity-Enforcer. Notice

74



avv

Figure 4.5: Automaton D.

C78

(1)
.\

CT
NG,

(29

U

Figure 4.6: Automaton G;;.

75

Cr

C’r‘



b, (2, av, 6) i (3, ave, 6), - (3, avv, 7) u (3, v, 8)

c b
(4, ac, 0) (4, o1 I,0.4 b 5,5, 4) - (5.v,5)

b b c

ar b,

(5, acb, 0 (5, b, 1 5.0, 2)
b,
(5, acv, 6) cr a,

G, avv, @) (5,0, 8)

Figure 4.7: Automaton G5 = G||D||G -

that, in order to obtain language LY9F that ensures utility while current-state opac-
ity is being enforced, Algorithmrecursively removes from automaton G52 which
generates language L7, states and transitions whose associated sequences violate
any Opacity-Enforcer Condition OEC1-OEC4. We recall functions OFAR(x,)
and NX(z,), presented in Definitions [3.10] and [3.11] (see page [49), which outputs

the set of states reached from z, through events that denote the Opacity-Enforcer

actions and the active plant events of states reached through OFAR(z,), respec-
tively. Finally, with a view to guaranteeing the unicity of the actions taken by the
Opacity-Enforcer, Algorithm also removes from G57 sequences that violate any
of the Unicity Conditions UC1 — UC3. We assume with no harm that the input
automaton G257 is CSOE.

Algorithm 4.1 Computation of automaton Ryog.

Input: G5P = (X3P, S0, fine, TSP, a5E, XS0, X,
Output: Ryor = (Xvog, Xa, fuor, Tvor, Tovor, Xmuor)-
1. Set V =GP = (Xy, Sa, fir, Dy 20w Xonw).
2. For each xy = (x,2p, Tint) € Xy:
2.1. If v € Xy, Tine # « and Ty (xy) NE £ 0, then remove all fy(xy,0) such
that o € T'y(xy) NE, and its associated transitions.
2.2. If viny € Xu, © # Ty and there exists (x4,,0,) € Xy x X, such that
fv(zl,,0.) = zy, then remove fy(xy,,0,) and its associated transitions.
3. Set V.= Trim(V).
4. flag < true.
5. While flag = true, do:
5.1. flag < false.

5.2. For each xy = (z,xp, Tin) € Xy
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5.2.1. If (T(z) N Tp(xp)) \ NX(zy) # 0, then Xy <« Xy \ {zv},
V < Trim(V), flag < true.
6. For each vy = (x,2p, Tin) € Xy :
6.1. If Ty(zy) N X, #0, then set Ty (zy) =Ty (zy)NE, and V = Ac(V).
6.2. If Ty (xy)NXE #0, then set Ty (xy) =Ty (zy) NS and V = Ac(V).
6.3. If [T'v(zy) N (2, UZy)| > 1, then:
6.3.1. Denote xp =qi...qzp| and set 1= 1.
6.3.2. While ({¢:(¢:), pa(@:)} NTv(zv) = 0) A (i < lzpl), doi=i+ 1.
6.3.3. Set T'v(zy) =Tv(zv) N {er(q), valq)} and V = Ac(V).

7. Return Ryorp =V = (Xvog, Xa, fvor, LvoE, ouor, XmuoE)-

Algorithm work as follows. In STEP 1, we create a copy V of automaton
G5P. In STEP 2, we are concerned with ensuring the utility of the system, where
in STEP 2.1, if the plant reaches an useful state € X, but the legitimate receiver
has not estimated it yet (z;,; # x), then, with a view for the Opacity-Enforcer to
releasing observations so as state  is estimated as soon as possible, we temporarily
prevent the system to further evolve by removing transitions labeled with plant
events 0 € X from state xy. On the other hand, in STEP 2.2, we remove from
the Opacity-Enforcer behavior all event observations releases o, € 3. that lead the
legitimate receiver to estimate some useful state x;,; € X, while the current state
of the plant is not it, i.e., © # Z;,;. STEPS 2.1 and 2.2 of Algorithm ensure
Conditions OEC3 and OEC4, respectively.

In STEP 3 we make automaton V' become trim and in STEP 4 we define a flag
whose initial value is true, to be used in the recursion of STEP 5, where we are
concerned with ensuring Conditions OEC1 and OEC2. In STEP 5.2, if there exists
some event o € ¥ allowed to occur in the plant (i.e., o € I'(z)) that does not violate
SD(k) (i.e., 0 € I'p(xp)) but it is not not allowed to occur in any of the states
reached through actions taken by the Opacity-Enforcer NX(zy ), meaning that such
an event is being inhibited, which is an action that the Opacity-Enforcer cannot
perform, then state xy must be removed so as Condition OEC2 is ensured. In
addition, if states where xp # v, which are not marked by construction, are not
coaccessible, then the operation Trim(G) performed in STEP 5.2 removes them
from automaton V', which ensures that no event observation is being held forever
(Condition OEC1). STEP 5 is repeated until the flag becomes false, which is only
possible if no state in Xy needs to be deleted.

In STEP 6, we ensure the unicity of the actions taken by the Opacity-Enforcer as
follows. In STEP 6.1, we ensure that an observation event is released o, € X, when-
ever it is possible; secondly, in STEP 6.2, the Opacity-Enforcer waits for some event

occurrence in the plant o € ¥, and; finally, it deletes an event observation o, € ¥4
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only as last resource, hence, the least prioritized action. In addition, STEP 6.3 guar-
antees that the Opacity-Enforcer will either release or delete at most one observation
at each state; thus, if there exists a state that has two or more allowed events to be
released, then STEPS 6.3.1 and 6.3.2 find the event among them that occurred first
and remove the others, which is performed in STEP 6.3.3. STEPS 6.1-6.3 imple-
ment Unicity Conditions UC1-UC3. Finally, STEP 7 computes the realization of
Opacity-Enforcer automaton Ryor = V that ensures utility while opacity is being

enforced.

Remark 4.4 (Computational complexity of Algorithm The STEPS 1,
4 and 7 of Algorithm are constant with respect to the number of states of
V' whereas STEPS 2, 3 and 6 are linear. The computational burden of Algo-
rithm lies in STEP b, where at least one state of automaton V is removed
each time STEP 5 is repeated, and thus, |Xy| states are analyzed in the fist time
STEP 5 is executed, |Xy| — 1 states are analyzed in the second time, and this pro-
cedure continues until either automaton V meets the requirement for breaking the
loop or it becomes empty. Therefore, in the worst case where V becomes empty,
(14 |Xv]|) x | Xv|/2 states are analyzed, which implies that the computational com-
plexity of Algorithm is O(|Xv[?). In addition, since (i) V = GSP = G||D||G s,
(i1) | Xine| < |X| and (iii) Xp =1+ [Z?ZO(\Z\ +1)7] x |8] < e x [S|FF [6], where
k = max(|ko,|, ..., |ks,
that V' has at most ¢ x |X|? x |[S|**1 states, and then, we may conclude that Algo-
rithm[3.9is O(| X |* x |S|%*2). Notice that, starting with the observed model requires
a priori computation of the observer, and so, | X| is O(2*), where | X,| is the car-
dinality of the set of states of the plant. Thus, with respect to the plant model, the

worst case computational complezity of our method becomes O(24%¢! x |B[26+2). O

) and c is a big enough natural number, we may conclude

Since STEPS 2-5 of Algorithm are responsible for ensuring Conditions
OEC1-0OEC4 while building automaton Ryog, we present the following result.

Lemma 4.2 Let G = (X,X%, f,T',x¢) be the automaton that models the observ-
able behavior of a system, X, be the set of useful states, and let automaton
GIP = (X3P, 5, fint, D3P, 2R, X50) model the augmented system with respect to
the deletable events in X p, secret states in X and step delay bounds in SD(k).

Then, the language LY9F generated by automaton Ryop, which is obtained in ac-

cordance with Algorithm s either empty or satisfy Conditions OEC1-OEC/

stmultaneously.

Proof.
We start by showing that STEP 2 of Algorithm ensures both OEC3

and OEC4. Assume that there exists some sequence s, € LYPF that violates
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OEC3, which means that (f(zo, Pi(se)) = 7o € Xu) A (f(zo, 0,1 (Pr(54))) #
T,) A (8,285 N LYOF £ ). Let fu(roy,s.) = 2v = (2,2p, Tins), then: (i)
T = Xy, since f(xo, Pu(Sa)) = xu; (i) Tine # Tu, since Tip = fine(@o,int, Pr(80)) =
f(zo, 07 (Pr(54))) # 2w, and; (iii) Ty (zy) N # 0, since 5,55 N LYOF £ (). Thus,
sequence s, meets the conditions of STEP 2.1, which removes all of the transitions
associated with fy(xv,0), 0 € I'v(zy) N Y, which results in the same as removing
all continuations of s, that start with some plant event o € I'y(xzy) N 3. As a
consequence, STEP 2.1 ensures Condition OEC3.

Assume now that there exists some sequence s, € LU9F that violates OEC4,
which means that (f(zo, 0, 1(Pr(54))) = 2y € Xu) A (f(z0, Pa(84)) # u) A (80 N
Y%, # 0). Analogously, assume that fy(zoyv,S.) = xv = (2,Zp, Tint), which
implies that: (1) Tine = Ty, Since Ting = fine(To.int, Br(8a)) = f(0, 0, H(Pr(84))) = Tu;
(i) x # xy, since f(zo, P.(s4)) # xu, and; (iii) the last event of s, is an observation
release, since s, N XY, # (), and so there exists s/, € Xf and 0, € X, such that
Sq = 8,0, which implies that there exists a state z1, = fv (2o, s,) in automaton V'
and a transition associated with fy (2, 0,) = xy. Since the conditions of STEP 2.2
are met, the transitions associated with fy (2, 0,) = xy are removed, which means
that sequences s, that violate Conditions OEC4 are removed from LY9F.

Condition OEC1 is satisfied when every sequence s, of LYY that has no con-
tinuation (LYY /s, = ()) is such that the observation of each plant event o € X that
forms it is either released or deleted (N (sq, pr(0)) + N (Sq, pa(0)) = N(84,0),Vo €
¥). We recall from Inequality that the number of occurrences of an event o € X
in a sequence s, € ¥’ must always be greater than or equal to the sum of the ob-
servation releases and deletions of o, which is guaranteed by construction according
to Definitions [3.5 and [3.7] Assume that there exists a sequence s, € LV°F with no
continuation and formed with some plant events whose observation has neither been
released nor deleted. Let zy = (z,2p,z) be the state of automaton V reached
by sequence s,, which implies that fy(zov,s.) = zy and I'y(zy) = 0. Since there
exist plant events o € X in s, such that N (s4,0) > N (sa, 0(0)) + N (Sa, pa(0)),
the second component of xy is not “blank”, i.e., xtp # xop = v, and as a conse-
quence, zy is not marked (X, v = X, X {zo.p} X Xnint). Finally, since I'y (zy) =0
and zy ¢ X,,.v, state zy is not coaccessible, and therefore, it is removed by either
STEP 3 or STEP 5.2.1 when computing Trim(V'), which results in sequence s, being
removed from LY9F and Condition OEC1 being satisfied.

Finally, assume that there exists some sequence s, € LU9F that violates OEC2,
which means that 30 € ¥ : P,(s,)0 € L but P,(s.ta) # Pu(s4)o,Vt, € LIF/s,.
Let xy = (z,xp, Tin) be the state of automaton V reached by sequence s,. Thus,
OFAR(xzy) is a set formed with all states reached from zy through sequences in
(X, U X4)*, which implies that Vzi, € OFAR(zy), 3s, € (X, U Xy)* such that
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fv(zy,s.) = . Notice that those states 2}, € OFAR(zy) are such that P,(s,s,) =
P,(s,), and, in addition, those sequences s,s/, cannot be continued with that event
o € %, otherwise we would have t, = s,o € L9E /s, and P,(s.t,) = Pa(s.5,0) =
P,(sq)o, which contradicts our initial assumption. Therefore, 0 ¢ NX(zy ). On the
other hand, since P,(s,)0 € L and f(zo, P.(s.)) = x, we conclude that o € I'(z).
It remains for us to verify if ¢ € I'p(zp). On the one hand, if all plant events
that form zp have not reached their step delay bound, then o € I'p(zp), which
means that o € I'(z) NI'p(xp) \ NX(xy) and, as a consequence, state zy is removed
from V by STEP 5.2.1, which means that sequence s, is removed from LV9F and
Condition OEC2 is satisfied. On the other hand, if some plant event that form zp
has reached its step delay bound, then X NT'p(zp) = 0, however, since s, F OEC1,
Jo, € B, : 5,0, € LYPF and then, we can define 5, = s,0, and repeat this analysis
for 4,, since P,(3,)0 € L but P,(3.t,) # P.(34)0,Vt, € L9F/5,. Notice that, the
second component Zp of state &y = (&, Zp, T ) reached through sequence §, is such
that X C I'p(Zp), which lies in the aforementioned case where o € I'p(2p), and
thus, state Zy (which immediately follows xy through a transition labeled with event
o,) is removed by STEP 5.2.1. Tt is worth highlighting that the state xy may become
not coaccessible after state zy has been removed. In this case, xy is also deleted
by STEP 5.2.1 when it performs the trim operation. Therefore, STEP 5.2.1 ensures

that every sequence s, that violates Condition OEC2 is removed from LYOF.

Since STEP 5 is a recursion, either all of the remaining sequences in LY9% sat-
isfy Conditions OEC1-OEC4, allowing Algorithm to proceed to STEPS 6 and
7, which returns automaton Ryop whose generated language is LYOF or STEP 5
removes all sequences from LY9F and thus, automaton Ryor becomes empty. ®

We then present the main result of this chapter, which provides necessary and
sufficient conditions to verify if the automaton Ryog, obtained according to Algo-

rithm models an EU-CSO augmented system, as follows.

Theorem 4.1 Let G = (X, X, f,[',xy) be the automaton that models the ob-
servable behavior of a system, X, be the set of useful states, and let automaton
GIP = (X3P, 5, fint, 3P, 2R, X50) model the augmented system with respect to
the deletable events in Xp, secret states in X and step delay bounds in SD(k).
Consider automaton Ryogr, which is obtained in accordance with Algorithm [4.1
and whose generated language is LYOF. Automaton Ryop models an EU-CSO aug-
mented system if, and only if, LYCF £ ().

Proof.
(=) Assume that automaton Ryopr models an EU-CSO augmented system,
which, together with Definition implies that £L(Ryog) = LY9F # 0.
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(<) Assume that the language generated by automaton Rpyog is not empty,
i.e., LYOP £ (). According to Lemma since LYOF £ (), we have that LVOF
(OEC1NOEC2NOEC3AOEC4). Finally, according to Lemma , the augmented
system modeled by automaton Ryog is EU-CSO. [ |

4.4 Example

We revisit the system presented in Example 4.1 whose observed behavior has been
modeled by automaton G = (X, X, f,T',z¢), depicted in Figure [1.2] Let X, = {3}
and X, = {4} denote the sets of secret and useful states, respectively, and let
SD(k) ={(a,2),(b,0),(c,1)} denote the set formed with the step delay bounds for
each one of the events of X, where no event is deletable, i.e., ¥p = ().

In order to illustrate Algorithm [4.1, we must first build automaton G5P =
GID|Gine = (XZP, 54, fine, D3P, 288, X58). To this end, as detailed in Exam-
ple [£.5} (i) we mark states 3, 5 and 8 of automaton G; (ii) we compute automaton
D = (Xp,%a, fp,I'p, 20 p, Xpmp) that models SD(k) = {(a,2),(b,0),(c,1)} and
%p = 0 in accordance with Algorithm [3.1]and mark its initial state, i.e., X, p = {v};
(iii) we build automaton G = (Xint, Xr, fint, Lints To.int, Xm.int) and mark states 5
and 8, i.e., Xyt = {5,8}. Figures and depict automata D and G, re-
spectively. Finally, we compute automaton G5P = G||D||Gjns, shown in Figure

We now start explaining Algorithm After V has been computed as a copy
of automata G5P by STEP 1, according to STEP 2, we search for transitions that
violate either OEC3 or OEC4. In this regard, in STEP 2.1, we remove the transi-
tion from state (4, ac, 0) to state (5, acb,0) labeled with event b, and transition from
state (4,c¢,1) to state (5,cb, 1) labeled with event b, since in both states (4, ac,0)
and (4,c, 1), the plant is currently at the utility state 4 but these transitions labeled
with event b would make the system to further evolve without the legitimate receiver
estimating the useful state 4, which violates specification US1 and, consequently,
OEC3. in STEP 2.2, we remove only the transition from state (5,c¢b, 1) to state
(5,b,4), which is labeled with event c,, since it means that the release of the obser-
vation of event ¢ (namely event ¢,) has just made the legitimate receiver estimate
the useful state 4 while the current state of the plant is different, which violates
specification US2 and, consequently, OEC4. Notice that STEPS 2.1 and 2.2 only
need to be performed once, since the removal of transitions do not make other states
to violate Conditions OEC3 or OEC4. Figure [4.8 shows automaton V' throughout
STEP 2, where the red (resp. blue) colorized transitions violate Condition OEC3
(resp. OEC4) and are removed from V by STEP 2.1 (resp. STEP 2.2).

In STEP 3, states that have become either not accessible or not coaccessible, as

mentioned in , are removed from V' when we compute Trim (V). For example,
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(3, v, 8)

Figure 4.8: Automaton V with colorized transitions that violate STEP 2 of Algo-

rithm

Figure 4.9: Automaton V after STEP 3 of Algorithm .

both states (5,cr,2) and (3,¢,2) violate OEC1, since they have no continuation
but their second component means that event observations are being held (they are
different from v), and so, these states are not coaccessible, which implies that they
are removed from automaton V' when STEP 3 is performed by Algorithm [£.1 On
the other hand, state (5,r,8) is coaccessible but became not accessible, due to the
transitions removal performed in STEP 2, and as a consequence, it will be removed
from V by STEP 3. Those states and transitions that have been removed by STEP 3
are shown in Figure 4.8, where they have been colorized with gray. The resulting
automaton V' after STEP 3 is illustrated in Figure (4.9

In the first time STEP 5 is performed by Algorithm , only state (1,v,1) meets
the conditions of STEP 5, since b € I'(1), b € I'p(v), but b ¢ NX({(1,v,1)}) = {c},
which means that the following behavior is not modeled in V: event a is generated
by the plant, the Opacity-Enforcer immediately releases its observation a, and event
b occurs in the plant. We recall that the Opacity-Enforcer must never inhibit plant
event occurrences. Therefore, all sequences that reach state (1,v,1), namely aa,,
actually violate OECZ2, and thus, should be removed. Next, we compute Trim(V),
and now no state violates the condition of STEP 5.2.1, which sets the value of the
flag as “false” and allows Algorithm to proceed to STEP 6.
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(2, ab, 0)

(3, ave, 7)

Figure 4.10: Automaton Ryopg, obtained in accordance with Algorithm .

In STEP 6, we verify if unicity conditions UC1-UC3 are being violated. In
this regard, the unique state that violates some unicity condition is state (7,c,6),
where the Opacity-Enforcer has to decide between releasing the event observation
¢, and waiting for event a to occur. According to UC1, event observation releases
have the highest priority among the actions that the Opacity-Enforcer is allowed to
take. Therefore, in order to ensure UC1, we must remove the transition from state
(7,¢,6) to state (8, ca,6) labeled with event a, which is performed in STEP 6.1.

Finally, in STEP 7, we compute automaton Ryog, which is the resulting automa-
ton after the states/transitions removals performed in Algorithm [£.1] Figure [4.10]
depicts automaton Ryog, which models the desired behavior of an Opacity-Enforcer
that ensures the utility of the system and, at the same time, enforces current-state
opacity. It is worth highlighting that, the Opacity-Enforcer automaton Ryogr does
not allow the intruder to estimate the secret states in X, = {3}, since no state has
its third component being a secret state, and even when the current state of the sys-
tem is a secret one, e.g., states (3,avc,6) and (3,avy, 7), the intruder cannot infer
it and estimates a non-secret state instead (states 6 and 7, respectively). Moreover,
when the system reaches, in this case, the unique useful state x, = 4, e.g., in state
(4, ac, 1), the Opacity-Enforcer automaton Ryop starts releasing/deleting event ob-
servations so as the legitimate receiver estimates it as soon as possible, which can
be noticed from Figure , where state (4, ac, 1) has a unique continuation with
sequence a,c., which leads the legitimate receiver to estimate the useful state in
(4,v,4). Notice also that, when the estimates of the legitimate receiver is updated
to a useful state, e.g., state (4,r,4), the current state of the system corresponds to

it (the first and third components of the state must be identical).

4.5 Concluding remarks

In this chapter, we have addressed the main criticism regarding opacity enforcement
strategies, namely that in order to obfuscate the secret behavior of the system from
intruders, some transmitted information must also be concealed from the legitimate

receiver. In this regard, we have introduced the notion of (state-based) utility of the
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system, which differs from that approached in [7TI]. Moreover, we have presented
sufficient and necessary conditions that guarantee that the utility of the system is
preserved while current-state opacity is being enforced.

In addition, we have also improved the algorithm presented in Chapter (3| for
realizing the CSO enforcer. The new algorithm that we have presented in this
chapter realizes an Opacity-Enforcer that ensures the utility of the system and, at
the same time, enforces current-state opacity, whenever the behavior of the system

allows.
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Chapter 5
Fault prediction

This chapter presents the second problem that has been solved by using state estima-
tions. This time, we investigate the problem of disjunctive predictability verification
and online fault prediction of DES in less restrictive scenarios, ¢.e., without making
the usual assumptions of language liveness and absence of cycles of states connected
by unobservable events. To this end, we adapt the test automaton and the verifier,
proposed in [I02] and [I03|, respectively, which are used to verify codiagnosabil-
ity, in order to develop two new strategies to verify disjunctive predictability. The
first one is based on the test automaton proposed in [I02], whereas the the second
one relies on the verifier proposed in [104], 105]. We also introduce the notion of
K-copredictability and the problem of its verification.

We have structured this chapter as follows. Section presents the problem for-
mulation, recall the assumptions usually made on previous works on decentralized
architectures, the formal definition of disjunctive predictability (to be referred here
simply as copredictability), and some illustrative examples; Section Considers the
problem of copredictability verification using a diagnoser-like test automaton and a
verifier, respectively in Subsections [5.2.1| and [5.2.2; Section presents the design
of fault predictor systems; Section approaches the problem of K-copredictability,

presenting an algorithm for its verification; finally, Section summarizes all con-
tributions of this chapter. Preliminary results of this chapter have been presented

in [I0T], whereas its full version has been accepted for publication in Automatica.

5.1 Problem formulation

We consider the decentralized architecture depicted in Figure [5.1I] which is com-
posed of a plant modeled by automaton G, m Measurement Sites (MS), n Local
Predictors (LP), at most n x m communication channels (ch), and a Coordinator.
Each measurement site M.S;, j € {1,...,m} is responsible for recording the occur-

rence of events o € X5 ;, and each event is recorded by a specific measurement site,
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Figure 5.1: Decentralized architecture.

therefore, ¥, N X5, = 0,Vi # j. The communication channel ch; ; is responsible
for transmitting the events recorded by measurement site M.S; to local predictor
LP;; and therefore, the transmitted events form the set ¥,, .. If a channel ch; ; does
not exist, then ¥, . = (). The local predictors LP;, i € {1,...,n} are responsible
for issuing a verdict if a fault event will inevitably occur in a finite number of subse-
quent event occurrences, thus foreseeing the fault occurrence. The events observed
by a local predictor LP; form the event set X,; = U;n:l ¥, ;- The Coordinator
manages the information received from the local predictors, in the sense that, it
issues a verdict that a fault will eventually happen if at least one local predictor
L P; foresees the fault occurrence. This is referred to as disjunctive predictability, or
simply copredictability.

We then assume that: (i) the measurement sites never miss event occurrences,
i.e., whenever an event is generated by the system, the corresponding measurement
site records its occurrence, and that (ii) there are neither packet loss nor delays in
the communication channels, i.e., each event generated by the system automaton
always reaches some local predictor with no changes in the observation order.

Notice that, events generated by the plant that are recorded by some measure-
ment site M S;, i € {1,...,m} are the so-called observable events, and thus, the set
of observable events is ¥, = U;nzl Yus; = Ui, Xos. On the other hand, events that
are generated by the plant but not recorded by any measurement site are consid-
ered unobservable, thus forming set >,,. Observable events that are not observable
by some local predictor are referred to as locally unobservable, being denoted by
Luoi = 5\ oy

Finally, since we intend to approach more general classes of DES, the usual
assumptions on non existence of cycle of states connected by unobservable events

only and language liveness are not required here. The discarded old assumptions
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are the following.

OA1. There is no cycle of states connected by unobservable events only.

OAZ2. The language generated by the system is live.

Remark 5.1 Notice that several techniques for predictability verification in the lit-
erature fail to produce the correct verification answer when Old Assumptions OA1
and OAZ2 are violated (see [82]) since they hide all cycles formed with unobservable
events only, the so called-hidden cycles [3, [108]. In addition, the removal of As-
sumption OA1 immediately releases Assumption OA2 since, from the observation
point of view, every non-live language can become live by adding self-loops labeled by
unobservable events to every state with undefined transition function. Thus, we will

keep the usual definitions of predictability assuming that the language is live.

Although all definitions are stated for live languages, if the language is not live, it
can be made live, from the observation point of view, by concatenating all sequences

that do not have continuations with o , where o,, is an unobservable event.

uo?

The dynamic evolution of the architecture presented here is as follows: (i) the
system automaton generates events; (ii) the observable events are recorded by some
Measurement Site M S;; (iil) the Communication Channel ch; ; transmits the obser-
vation to the corresponding Local Predictor LP;; (iv) based on its own observation
model, each Local Predictor LP; sends the information regarding the predictability
of some fault event to the Coordinator; (v) the Coordinator issues a verdict that a
fault will inevitably occur if at least one Local Predictor LP; has predicted it (dis-
junctive fault prediction). We recall that each Local Predictor LP; observes events

in X, ; only.

Definition 5.1 (Disjunctive Predictability/Copredictability) A prefiz-closed and

live language L is copredictable with respect to P,; : ¥* — 3% . i e I ={1,2,...,n},

0,17

and an event set Xy = {oy} if
(FzeN)(Vs € U(Zy)) (Bt €s) (S ¢ t) AP ]

where P : (Elz' € I) (Vui € L) (Vvi € L/ui) [(Poﬂ-(ui) =P, i(t)) N (Zf ¢ u;) A (JJus]| >
Z) = (Ef € UZ)} O

It is clear that Definition is a particular case of Definition 5.1 when I = {1}
and Ep = Ef = {O'f}.

Example 5.1 Consider automaton H depicted in Figure whose generated lan-
guage is L, its event set is ¥ = {a,b,c,0r}, and fault event set is ¥y = {oy}.
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Let us check if L is copredictable with respect to ¥,1 = {b,c} and ¥, = {a,c}.
Since, the projection P,1 of all prefizes of sy = abcoy (P,1(sy) = be) is identical
to the projection of some prefiz of the arbitrarily long normal sequence u,v, € bea*
(P,1(uiv1) = be), the language L is not predictable with respect to P,; and ¥¢. The
same conclusion can be drawn when we consider P,o, since for all prefizes ty € 5y,
there is a sequence us € aca* such that P,5(ty) = P,o(u2) € ac. Therefore, language
L generated by the system is not copredictable with respect to P,;, i = 1,2, and Xy,
since none of the local predictors can be sure that the fault will inevitably occur when

sequence sy = abcoy occurs in the system. O

Remark 5.2 [t is not difficult to show that a non predictable language with respect
to P, and Xy will not be copredictable with respect to P,; and Xy, V¥,; C X,. This
conclusion can be drawn from the fact that a non predictable language has at least
one fault sequence s € U(Xy) such that the single centralized predictor observing X,
cannot predict its occurrence, therefore, no local predictor LP; that observes ¥,; C
Yo will be able to predict the fault occurrence in s, hence, the language will be not

copredictable with respect to any P,;, i =1,2,...,n and Xy. O

Example 5.2 Consider automaton G depicted in Figure where ¥ = {a,b,c,0},
Yy ={os} and ¥, = {a,b,c}. Let L, denote the language generated by G. Notice
that L, is not live, and so, as suggested in Remark we may set X = X U
{Ouwo}, where 0., is an unobservable event, and then add transition f(8,0,,) = 8 to

automaton GG, so as to obtain a language L that is live and its observed behavior is
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the same as Ly;. It is not difficult to check that language L is predictable with respect
to P, and X, i.e., 1t is possible to identify prefizes of fault sequences s = aabcoy and
sy = abcacy whose observations are not identical to the observation of all prefizes
of arbitrarily long normal sequences.

Assume that the system is part of a disjunctive decentralized architecture with
two local predictors, LP, and LP,, which are able to observe the events of sets
Yo1 ={a,c} and X,5 = {a, b}, respectively. It is clear that both predictors, LP; and
LP,, when working alone, are unable to foresee all fault occurrences. In order to
prove this claim, let us consider sequence s = aabcoy. Notice that prefizes t1 = aabe
and u = abac of s; and of arbitrarily long normal sequence sy = abaco® , k € N,

respectively, are such that P,1(t1) = P,1(u) = aac and ¥y ¢ L/u = oF,, which shows
that LP; cannot predict the occurrence of fault sequence si. Consider now sequence
59 = abcaoy. It is not hard to see that its longest non-faulty prefiz to = abca is such
that P,s(ty) = P,2(u) = aba, where u € Sy, and as a consequence, there exists a
fault occurrence that LP, cannot predict. However, when both LP, and LP; work
under a disjunctive coordination, every fault occurrence in the system is foreseen,
since when sy (resp. sa) occurs in the system, although LPy (resp. LP,) is not sure
about the future fault occurrence, local predictor LPy (resp. LPy) is sure that it will
inevitably occur. Thus, language L s copredictable with respect to P,;, 1 = 1,2, and

. 0

Lemma 5.1 Let L,; be a not lwe language and L be a live language obtained from
L,y by adding so, into L for all sequences s € Ly that have no continuation, i.e.,
L =1LyU{so:, :s € LyANsx ¢ Ly}. Then, L is copredictable with respect to
Poi: X = X5, i€l ={1,2,...,n}, and event set ¥y = {0} if, and only if, Ly

is copredictable with respect to P,;, i € I ={1,2,...,n}, and event set Xy = {o}.

Proof.

(=) Assume that L is copredictable with respect to P,;, i = 1,...,n, and X;.
Then, for all fault sequences s; € U(oy), there exists a prefix with no fault ¢y €
57,07 ¢ ty such that, for alocal i = 1,...,n, all sequences u; € L, oy ¢ u; such that
P, i(u;) = P,;(ty) will certainly have all arbitrarily long length continuations with
fault, i.e., Vv; € L/u;, ||v;|| > z € N is such that of € v;. This means that, from the
observation perspective of local ¢, all prefixes uy; of arbitrarily long length normal
sequences sy; cannot be confused with that prefix tg, i.e., P,i(t;) & Poi(sn,)-
Assume now that sequence sy; have been made arbitrarily long by adding events
Ouo to it. Then, we can write sy; = sy 0, However, it still holds true that
Poi(ty) # Poi(uly,), where y; € sy, since Poi(ufy;) € Poi(shy;) = Poi(s00,) =
P, i(sn.), event oy, is unobservable and P, ;(tf) ¢ P,:(sn;). This result means that

any sequence sy that can be predicted in L can also be predicted in L,;, which
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implies, according to our initial assumption, that L,; is copredictable with respect
to P,;,t=1,...,n,and X

(<) Assume now that L is not copredictable with respect to P,;, i = 1,...,n,
and X;. Then, there exists a fault sequence sy € W(oy), whose all prefixes with
no fault t; € 57,07 ¢ t; are confused with some prefix uy,; of arbitrarily long
length normal sequences sy, @.e., uy; € Sn;, from the perspective of any local
i = 1,...,n. Therefore, P,;(t;) = P,i(un,;) € m If it is the case where
sequence sy, has been made arbitrarily long by adding events o, to it, then we can
write sy; = Sl 04, Since event oy, is unobservable, then Py ;(syi) = Poi(sy 00,) =
P,i(sy;), which implies that P, ;(ts) € m, meaning that the fault in sequence
sy cannot be predicted in L, either. Thus, L,; is not copredictable with respect to

P,;,1=1,...,n, and Y. [ |

5.2 Copredictability verification

In this section, we address the problem of copredictability verification for regular
languages and, to this end, we propose two different verification strategies: (i) the
first one that deploys the test automaton proposed by VIANA and BASILIO [102];
(7i) the second strategy that is based on the verifier proposed by MOREIRA et al.
[104] (see also MOREIRA et al. [105]).

5.2.1 Copredictability verification using the diagnoser-like

test automaton
The test automaton

As pointed out in Remark[5.1] the information about state cycles connected solely by
unobservable events is lost when diagnoser Gy; is built, since G4; = Obs(Gy, 2,,).
The lack of such information makes Gg4; inappropriate for predictability verifica-
tion in the presence of hidden cycles [I08]. Such a drawback does not exist in the
diagnoser-like test automaton (to be referred here to as test automaton) [102], since
it reveals the existence of state cycles connected by unobservable events only. The
test automaton has been proposed in [102] as a way to perform the verification of
fault codiagnosability in DES, which, differently from that proposed in [18], does
not require the restrictive assumptions on language liveness and nonexistence of cy-
cles of states connected with unobservable events only (OA1 and OA2). Another
advantage of the verification strategy proposed in [102] is that it is based on the
search for non-trivial SCCs, as opposed to the diagnoser proposed in [I8|, which

requires the search for cycles in both, the diagnoser and system automata.
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The idea behind the test automaton is to synchronize the behavior observed by
the N local diagnosers and the actual behavior of the system. In this regard, in
order to build the test automaton, it is first necessary to build the label automaton
Ay = (Xa,, {0}, fa,,Ta,, To.a,,0) and compute G, = G||Ay = (X, 2, fo, T, 2o s, 0).
Then, for i = 1,...,n, we compute the observer automata Gy; = Obs(Gy,%,;) =
(Xais Xois fair Dais To.ai, 0), which models the i-th local diagnoser automaton.

Finally, the test automaton is obtained as follows:

Gscc = (| |?:1Gd,i) ||GZ

Copredictability verification using test automaton

Inspired by the test automaton proposed in [102], we propose a copredictability
verification algorithm (Algorithm that does not require the usual assumptions
on language liveness and absence of state cycles connected by unobservable events
only. The idea behind Algorithm is to verify if for each sequence sy that ends
with fault event oy, there exists at least one local predictor LF;, i = 1,...,n, that
is able to distinguish some prefix ¢; € 57 prior to the fault event (o; ¢ t;) from
all prefixes of arbitrarily long length normal sequences sy. In this regard, given
a system modeled by some automaton G, Algorithm [5.1] checks if the language
generated by G is copredictable with respect to F,; and Xy, returning either “ Yes”,
when every fault occurrence can be predicted by at least one local predictor LF;, or

“No”, otherwise.

Algorithm 5.1 Copredictability verification using test automaton

Input: Automaton G, event sets ¥,;, 1 =1,...,n.
Output: Copredictability decision: Yes or No.
1. Build Gy = (X4, X, fo, T, x04,0) = G| Ap.
2. If vy € Xy : Tolxy) = 0,
(a) Set Yo = Yo U{0uo}
(b) For allx € X;: Ty(x) =10, set fo(x,04,) = x.
3. Find all nontrivial SCCs of Gy whose states are labeled with N and form set
Xice:
Create set X,y = {z0 € Xy : (35 € X9)[fo(xe, 5) € X300}
Set Gy = (X0, 3, fo, Lo, w00, X N)-
Fori=1,...,n, build GY = 0bs(Gn,%0;) = (Xi, X0, fis Dis Toi, Xoni)-
Set X, r = {xr € Xo: Bye € Xo)[fe(ye, o) = x4]}.
For every z € X:

SIS I
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(a) if v € Xy, set Ty p(x) =0;
(b) else set Ty (x) = Lo(x) and fof(x,0) = fi(z,0) for all o € T'y(x).
9. Build G = Ac(X0, 2, for, Tog Toe, Xony)-
10. Build Gscc = (HszleV) HGf = (X5007 Ea fscca Fscca Lo, sce) Xm,scc)-
11. If Xy see = 0, return “Yes”. Otherwise, return “No”.

Remark 5.3 A marked state T4 = (T1,...,Tpn,x0) of Gsee means that the system
has reached a faulty state without any local predictor being sure that the fault would
inevitably occur, since (i) a marked state x, of G{ means that a fault has just oc-
curred, and; (i) a marked state x;, i = 1,...,n, of GY means that, from the point
of view of the local predictor LP;, there is at least one arbitrarily long length normal
sequence sy,; whose prefix ty; € Sy, is such that fi(xo;, Poi(tni)) = xi. In this
regard, for a sequence such that feee(%osce, Sf) = Tsce € Ximsces then, since we know
that sy € U(oy) and, for i =1,...,n, there exists some arbitrarily long length nor-
mal sequence sy; whose prefit tn,; € Sy, is such that P,;(tn;) = P,i(sy), we may
conclude that the fault has just occurred and yet, none of the local predictors LP;
was able to predict it. Thus, we may conclude that the presence of marked states in
Gsee tmplies that language L is not copredictable with respect to P,;, 1 = 1,...,n
and Xy. O

Based on Algorithm [5.1] and Remark we present a necessary and sufficient
conditions for copredictability verification by using the diagnoser-like test automa-

ton. We present the following fact first.

Fact 5.1 Let ¥ = X,UX,,, P, : ¥* — XF and assume that there exists two sequences
s1,82 € L C ¥ where P,(s1) = Py(s2). Then, for all t| € 5, there exists ty € 53
such that P,(t1) = P,(ts). O

Fact[5.1]can be clarified as follows. Let us assume, without loss of generality, that
P,(s1) = P,(s2) = 0103...0y, 0; € 3y, i = 1,...,n. Then, there exist u;, w; € X7,
j=1,...,n+ 1 such that s; = ujo1us05 ... u o, U1 and s9 = WiO1W05 . . . WHOy,
Wye1. Thus, for any t, € 57, say t1 = u101u205 . . . upoRpu, where u € Ug, 1, we may
define t5 € 55 such that to = wyoywy09 . .. wropw, where w € Wy 1, which satisty,

P,(t1) = P,(t2).

Theorem 5.1 A language L is copredictable with respect to projections P,; : ¥* —
Xiois

Gsee, computed in accordance with Algorithm [5.1], has no marked states.

i=1,...,n, and fault event set Xy = {0} if, and only if, the test automaton

Proof.

(=) Assume that automaton G, has at least one marked state. Since Gy =
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(P GN)IIGE, it s dlear that Lo(Gur) = (Vs P (£n(GY))) 1 Ln(GE). Thus,
there exists a sequence s; € L,(Gye) such that: (i) s; € L,,(G}), which im-
plies that, according to STEP 9 of Algorithm 5.1, s; € W(oy), and, (i) s; €
P M Ln(GY)), i = 1,...,n. On the other hand, since GY = Obs(Gy,X,;), it
is not difficult to see that £,,(GY) = P,;(L.(Gy)), which implies that s; €
P, NP, i(Ln(Gy))), or equivalently, Py ;(sf) € Poi(Ln(Gn)). Let un; € Liy(Gr) be
a sequence such that P, ;(s¢) = P,;(un;). According to STEPS 3-5, the marked lan-
guage of GGy is composed of all prefixes of arbitrarily long length normal sequences,
and so, there exist arbitrarily long length sequences sy; € £,,(Gy), i = 1,...,n,
sn, not necessarily different from sy ; for i # j, such that uy; € 5y;. Accord-
ing to Fact , since P,;(sf) = P,;(un;), we can conclude that for all t; € 57,
there exists u; € Uy, such that P,;(ty) = P,;(u;). Write sy; = w;v;, and, since
sni € Ln(Gy) C L(Gy) = L(Gy) = Ly, we have that u; € L, and v; € Ly/u;, which
implies that:

(VZ S N) (E|Sf S \IJ(O'f)) (th € 5) [(O’f c tf) VvV P }

where =P : (Vz’ € I) (Elul- € Lg) (Elvi c Lg/ui) [Pm(ul) =P, i(ty) Nop & u) A(||vs]| >
z) A (oy ¢ v;)], and so, Ly is not copredictable with respect to P,; and X;. Notice
that, if £(G) = L is live, then L and L, coincides, i.e., L = Ly, which implies that L
is not copredictable with respect to P,; and ¥;. On the other hand, if L is not live,
~, into L, for all s € L

with no continuation (Step 2), which implies, according to Lemma [5.1] that L is not
copredictable with respect to F,; and Y.

then L, has been obtained from L by adding sequences so

(<) Let L be a live language, otherwise we make it live by adding sequences
S04, into L for all s € L with no continuation. Assume now that the language
L is not copredictable with respect to P,; and Xy. Thus there exist sequences
sf,Sni € L, such that, sy = sof, where s € ¥* and o ¢ s without loss of generality
(as a consequence of language L being not copredictable, the first fault occurrence
in some fault sequence cannot be predicted by any local predictor), and sy; =
wv; (0f ¢ sn,;) has arbitrarily long length and satisfies P,;(u;) = P,;(tf), i =
1,...,n, for all t; € 57. As a consequence, P,;(sf) € P,;(5n;), or equivalently,
sy € P, (Poi(5n;)). In addition, sy € L,,(G]) since, according to STEPS 7-9 of
Algorithm 5.1} any sequence that denotes the first fault occurrence leads to a marked
state, which is the case of sy. Since sy; is unbounded and oy ¢ sy, it is clear
that, according to STEPS 3-5, 5n; C L,,(Gx). According to STEP 6, L,,(GY) =
P, i(L,,(Gy)), and since by construction sy; C L,,(Gy), the following relationship
can be established: P,;(5x7) C P, i(Ln(Gn)) = Ln(GY). Thus P_l(Poﬂv(m)) C

0,1

Po_,i1 (L,,(GN)), which implies that, since s; € PO_,il(Po,i(m)% it is straightforward to
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Figure 5.5: Automaton Gy.

see that sy € P, (L,n(GY)), foralli = 1,...,n. Finally, since Gy = (||, GY) IGY,
its marked language is £,,,(Gsec) = (i PO_’i1 (Ln(GMN))) N L, (GY), which together
with the fact that s; € P,/ (L,,(GN)), for all i = 1,...,n, and s; € L,,(G]), we
may conclude that sy € £,,(Gs..), which ultimately implies that £,,(Gs.) # 0, and

thus, automaton G,.. has at least one marked state. [ |

Example 5.3 We revisit the system presented in Example whose behavior is
modeled in Figure [5.3  Recall that the observable event sets of the two local pre-
dictors LPy and LPy are ¥,; = {a,c} and X, = {a,b}, respectively. STEP 1 of
Algorithm[5.1] computes automaton Gy, depicted in Figure[5.4), except for the self-loop
with unobservable event o,,, which is added to Gy in STEP 2. STEP 3 computes all
SCCs of Gy formed with normal states only, and so, it creates the set X3, = {8N}.
STEP 4 computes set X, y as all states of Gy that reach the states in X§. through
some sequence s € X*, which results in Xy, v = {ON,1N,6N,7TN,8N}. Then,
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Figure 5.7: Automaton Gi.
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Figure 5.8: Relevant part of test automaton Gy, = GN||GY||GY.
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STEP 5 builds G as a copy of automaton G, but with the following marked states
Xy = {ON,1N,6N,7N,8N}, as shown in Figure [5.5, STEP 6 computes the
observer automata GY and GY with respect to the event sets ¥,; = {a,c} and
Yoo = {a,b}, which are depicted in Figures |[5.6d and |5.6b, respectively. STEP 7
forms the set X, ¢y with all states of Gy that have been reached by a fault event,
i.e., X s = {1F,5F}, and then, STEP 8 either sets fof(x,0) as a copy of fi(x,0)
when state x ¢ X, or equal to the empty set otherwise. STEP 9 computes au-
tomaton Gg, depicted in Figure as the accessible part of automaton G, after
marking states in X, ¢ and removing all transitions that originate from these newly
marked states. Finally, STEP 10 builds the test automaton Ge. = GY|GY||GY,
shown in Figure [5.8 Notice that automaton Gy has no marked states, and thus,
Algorithm [5.1) returns “Yes” in STEP 11, which means that language L generated by
automaton G is copredictable with respect to P,;, i = 1,2, and Xy, which concurs
with the results presented in Example [5.2 O

Remark 5.4 Regarding the system presented in Ezrample and shown in Fig-
ure its test automaton, built in accordance with Algorithm has a marked
state, ({3N,4F,6N}, {3N,4F,6N},{4F}), achieved by sequence abcoy, Thus, the
copredictability decision given by Algorithm 15 “No”, which concurs with the re-

sults of Example[5.1] 0

Remark 5.5 (Computational complezity) The main computational burden of Algo-
rithm is the construction of observer automata GY = Obs(Gy,X,;) in STEP 6,
which, in the worst case scenario, has 2X¢ states, whereas the other steps are ei-
ther linear (STEPS 1-5, 7-9 and 11) or polynomial (STEP 10) in the number of
states. In addition, |X,| = 2|X|, since Gy = G||As, and thus, Algorithm is
022X x 12X|) = O2%X x |X|). It is worth remarking that this algorithm re-
lies on the search for SCCs, which is linear in the number of automaton transitions
[109, [110]. O

5.2.2 Copredictability verification using verifiers
The verifier automaton

Other strategies that are typically used in fault codiagnosability verification deploy
the so-called verifier automata [104, IITHIT3|, that have, in the worst case, lower
computational complexity than that associated with the construction of diagnoser-
based automata. In this regard, we follow the approach proposed in [104], which is
based on the synchronization of the fault and normal behaviors of the system that
are identically observed by the local agents, and also require the least computational

complexity among other verification algorithms [TTTHIT3].
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To this end, as in the procedure for building the test automata, we firstly com-
pute Gy, which is used later on to build Gy, which models the fault behavior, and
G, which models the normal behavior from the perspective of the i-th diagnoser,
t=1,...,n. Automaton G is obtained by marking the states of G, that are labeled
with I’ and then taking its coaccessible part. Similarly, automaton Gy is obtained
by marking the SCCs in G, that are labeled with N and then taking its coacces-
sible part. Notice that, by construction, Gy has no fault event. Next, we recall
the renaming function [104], which adds subscripts R;, i = 1,...,n, to all locally

unobservable events in ¥\ (3,; U Xy), as follows.

Definition 5.2 (Renaming function) LetXy=X\X;, X, ={og, :0€3n\
Yoi} and Xp, = X,,; UX,. The renaming function R; : ¥y — Xg,, 1 = 1,2,...,n,

18 a mapping, where

Ri(o) o, if 0 € Xy,
N0 ) =
Or,, if o0 € Xy \ Xos

The inverse renaming function is the mapping Ri_l D YR, — un, 0= 1,2,...,n,
where R;'(op,) = o, and R; (o) = 0. O

Notice that, the renaming function (resp. inverse renaming function) can
be extended to sequences, as follows: R;(so) = R;(s)R;(c) (resp. R;'(so) =
R;7Y(s)R; (o)), where s € ¥% and 0 € Xy. We denote Yp, = R;(Xy) the set
formed with both the locally observable events Y,; and the locally unobservable
events in Xy \ X,; that have been renamed.

Then, for every X,; C X,, we compute Gy, by renaming all of the locally
unobservable events of G with the renaming function R;. Finally, the verifier

automaton is computed as follows:

G, = (||;L:1GN71') HGf

Copredictability verification using verifier

Similarly to the verifier proposed in [104], the idea behind the verification algorithm
for fault copredictability verification of regular languages using verifiers is to syn-
chronize only those sequences whose last event is faulty and those that are prefixes
of arbitrarily long length normal sequences, which are identically observed by all
local predictors.

Therefore, the copredictability verification of regular languages generated by
some automaton G, with respect to FP,;, ¢ = 1,...,n, and X; can be performed
according to Algorithm
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Algorithm 5.2 Copredictability Verification using verifier

Input: Automaton G, Event sets ¥,;, 1 =1,...,n.
Output: Copredictability decision: Yes or No.
1. Build Gy = (X4, X, fo, Ty, 204, 0) = G| Ay
2. If Jxp € Xy : Ty(ay) =0,
(a) Set Yo = 3o U {00}
(b) For all x € X;: Ty(x) =10, set fo(x,04) = x.

3. Set X ={xe € X¢: (Fye € Xo)[felye, 05) = 4]}
4. For all (z,0) € Xy X 3, set fo(x,0) =0 and Ty(z) = 0.
5. Compute Gy = Ac(CoAc(Gy)) and set X, ¢ = 0.
6. For all vy € Xy, set I'y(xg) = Lo(xe) \ {0}
7. Compule Gy = (Xn, 2, fn, Iy, xon, 0) = Ac(Gy).
8. Find and mark all states in the nontrivial SCCs of G .
9. Compute Gy = CoAc(Gy) and set Xpn = 0.
10. For each X,;, i = 1,...,n, build Gn; = (Xni, Zr,s [N, Uvis Ton, D), where
Xni = Xn, Zg, = Ri(Zn), fnvilz,Ri(0)) = fn(z,0) and T'y,i(z) =
Ri(I'n(2)).

11. Compute G, = (H?:lGN,i)HGf = (X0, Z, fo, Lo, 20,0 Xin)-
12. If G, has no state v, = (TN 1, ..., TNn, Tf) Such that xy is labeled with F, then

return “Yes”. Otherwise, return “No”.

Let us define the following projections:
(1) PEZ(EUZRIUERZU"'UERN)*%Z*
(11) PERZ- : (ZUER:[UZRQU..'UZRN)*%ZEi

A necessary and sufficient condition for copredictability verification by means of
verifiers, proposed on Algorithm [5.2] can be obtained in a more straightforward way
with the help of the following lemma [114, Lemma 1].

Lemma 5.2 Let G, = (||[[.,Gn,i)||G¢. Then, for every s, € L(G,), there exist

N SEqUENCEs SNy, SN,,---,5N, € L(Gn), sn, not necessarily different from sy, , for
Jj #k, and sy € L(Gy), such that sy = Ps(s,), sy, = R;l(PgRi(sv)), and P, ;(sy) =
P,i(sn;), it =1,...,n, and conversely, if there exist n sequences Sn,, SNy, - - -, SN, €

L(Gn), sn, not necessarily different from sy, , for j # k, and sy € L(Gy), such that
P,i(sf) = Pyi(sn,), i = 1,...,n, then there must exist a sequence s, € L(G,) such
that sy = Px(s,), sy, = R;l(PZRi(SU)), i=1,...,n. O
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We now present a necessary and sufficient condition for copredictability verifica-

tion by means of verifiers.

Theorem 5.2 A language L is copredictable with respect to projections P,; : ¥* —
E*

0,17

i=1,...,n, and fault event set Xy = {0} if, and only if, xy is labeled by N in
all states x, = (N1, ..., TN, xf) of verifier automaton G,, obtained in accordance
with Algorithm [5.2

Proof.

(=) Assume that there exists one state =z, = (TN,
TN, 2f) of automaton G, whose component x is labeled by F', and let s, € £(G,)
denote the sequence that reaches state z,, i.e., f,(zos,Sy) = ,. According to
Lemma 5.2} there must exist sequences sy; € £L(Gy), i =1,...,n, and sy € L(Gy),
such that P,;(sf) = P,i(sn,). By construction of G,, since z; is F-labeled, we
conclude that sy € ¥(os). In addition, since sy; € L(Gy), these sequences are
prefixes of arbitrarily long length normal sequences S’NJ-, le., sn; € %, where
|8l > 2 for all z € N. According to Fact since P,;(sf) = P,;(sn,), for all
t; € 57, we can find w; € Sy; and v; such that P,;(t;) = P,;(w;) and sy; = u,v;.
It is worth remarking that £(Gy) C L(Gy) = L, and thus, sy,; € L, implies that
u; € Ly and v; € Ly/u;. We can, thus, conclude that

(VZ € N) (E|Sf S \I’(O'f)) (th € 5) [(O’f € tf> VvV P }

where =P : (Vi € I) (3u; € L¢) (3v; € Lo/w;) [Poi(wi) = Poyi(ty) Aoy & wi) A(|Jvi]| >
z) A (oy ¢ v;)], which implies that Ly is not copredictable with respect to P,; and
Ys. Notice that, if £(G) = L is live, then L and L, coincides, i.e., L = Ly, which
implies that L is not copredictable with respect to F,; and ¥¢. On the other hand,
if L is not live, then L, has been obtained from L by adding sequences so}  into Ly
for all s € L with no continuation (Step 2), which implies, according to Lemma
that L is not copredictable with respect to P, ; and Y.

(<) Let L be a live language, otherwise we make it live by adding sequences s,
into L for all s € L with no continuation. Assume now that L is not copredictable
with respect to F,; and X;. Then, there exists a sequence sy = soy, where s € X*
and, without loss of generality, o ¢ s, such that for each ¢ € I = {1,...,n}, there
exist arbitrarily long length normal sequences sy ;, such that all prefixes t; € 57 have
the same projection with respect to X,; as some prefix u; € sy, namely P, ;(u;) =
P,i(ty) for all t; € 57, and, in particular, for t; = sy. Thus, P,;(sy) € P,:(5n,)-
Without loss of generality, let us choose uyn; € 5y, as the sequence that satisfies
Po,i(UN,i) = Po,i(sf)-

According to STEPS 1-5 of Algorithm [5.2} sequence s is generated by automaton
Gy (sf € L(Gy)), which implies that there exists ¢ € X such that x; is F-labeled.
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Figure 5.9: Automaton Gy.

Ouo,R1

(a) Automaton Gy ;.

_,@ a @ b @ a @ CRo @uaﬁz

(b) Automaton Gy 2.

Figure 5.10: Automata Gy and Gy o.

According to STEPS 6-9, all arbitrarily long length normal sequences sy ; remain in
Gy, and thus, Sy; € L(Gy). Therefore, every uy,; € L(Gy), i =1,...,n.

Since un; € L(Gn), i = 1,...,n, sy € L(Gy), and P,;(sf) = P,i(un;), we
conclude, according to Lemma , that there exists a sequence s, € L(G,), such
that: (i) Pu(sy) = sy € L(Gy); (i) sy € V(oy), and; (ill) fo(Tow, sp) = Ty =

(TN, TN, Tf), Tf is F-labeled. -

Example 5.4 Consider again the system modeled in Figure and presented in
Example 5.2, After Algorithm has built Gy from G and marked their states,
STEPS 3-5 construct automaton Gy, depicted in Figure [5.9  Next, STEPS 6-9
compute automaton Gy, and then, STEP 10 builds automata Gy, and G o, tllus-
trated in Figures [5.10/(a) and [5.10/(b), respectively. STEP 11 computes the verifier
automaton G, = Gn.1||Gn2||Gy, shown in Figure . Since there is no state
Ty, = (TN, TN2,Tf) in Gy such that xy is labeled with F', STEP 11 returns “Yes”,
meaning that the language generated by automaton G is copredictable with respect
to Py, i =1,2, and Xy. O

Remark 5.6 (Computational complexity) Notice that STEPS 1-10 and 12 require
operations that are linear in the size of the automaton state set. Thus, the worst case
complexzity of Algorithm s majored by STEP 11, where the parallel composition
of Gy and Gn,, © = 1,2,...,n is computed. Since, in the worst case scenario,
automata Gy and each Gy, have 2|X| states (they are obtained from G, = G| Ay,
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Figure 5.11: Verifier G,.

where G has | X| states and Ay has two states), G, has at most (2|X|)"*! states.
Thus, Algorithm is O(2"HH X ") which is polynomial on the number of the
states of the system and exponential on the number of local predictors. However,
since the number of local predictors cannot grow without limit (being, in general,
dictated by the spacial distribution of the physical system under investigation), the
number of states of the system dictates the computational complexity. Notice that the
verification algorithm presented in [83], where the non-faulty behavior is represented
by an arbitrary closed sublanguage K C L and a finite automaton R with L(R) =
K, also requires polynomaial time for checking copredictability. The computational
complezity to build their verifier is O(|X| x |Xg|"™™), where X and Xg are the
state sets of automata G and R, respectively. Howewver, in the special case when
K ={s € L|s € (X \ Xf)*}, which is the case of the problem considered here, R
can be constructed as a subautomaton of G, and as a consequence, the verification
method of [83)] is reduced to O(|X|"*1), which is the same as the verifier proposed

here, considering only the number of states for a fixed number of local predictors. O

5.3 A disjunctive fault predictor system

In this section, we address the problem of designing local fault predictors LP;,
1 =1,...,n, for the decentralized structure depicted in Figure We assume that
the language is copredictable, otherwise there is no need to build such a device. The
idea behind the design of local fault predictor systems is presented in the following

example.

Example 5.5 Consider the system whose behavior is modeled in Figure [5.3 As-
sume that the observable event sets of the local predictors LP, and LP, are
Yo1 = {a,c} and X,5 = {a,b}, respectively. From Figure it is clear that
U(os) = {aabcoy, abcaoy, abcaofbecaoy, ...}, and that there ezists a finite normal
sequencaﬂ sy = abac. We consider only sequences sy1 = aabcoy and syo = abcaoy,

since they are the only sequences that represent the first occurrence of the fault.

1 This sequence could be made arbitrarily long length by creating a self-loop in state 8 labeled
by an unobservable event .
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Notice that LP, can distinguish sequence sy = abcaoy from sy before the occur-
rence of oy, since, for ty = abc € 573, Poi(ty) = ac ¢ Poi(sy) = aac. This
means that prefiz to € 575 cannot be mistaken with any prefix of normal sequences.
However, LPy cannot distinguish between sequences sy and sy = aabcoy, since
m = {e,a,aa,aac} C m, and therefore, LP; is able to predict only the
fault that occurs in syy. Analogously, LP, is able to predict the fault that occurs
in sp1 = aabcoy, since, for t; = aa, Poo(ty) = aa ¢ P,o(sy) = aba, but is not
able to predict the fault that occurs in sgo. We conclude that the prefix of the fault
sequence Sgy (resp. Sgo) that leads LP, (resp. LP;) to predict the fault occurrence
is t| = aa (resp. to = abc). Therefore, the identification of the prefizes of the faull
sequences that make the local predictors foresee the fault occurrence plays a key role

i the design of disjunctive decentralized fault predictor systems. O

By assuming that language L is copredictable with respect to P,; and X, the
problem of designing local fault predictors LFP;, i = 1,...,n for disjunctive decen-
tralized systems can be transformed into a problem of identifying which prefixes of
the fault sequences make the local predictors LP;, i = 1,...,n, foresee the fault
occurrence.

Notice that, since, by construction, the marked language of observer automaton
GY, obtained according to STEP 6 of Algorithm , is formed with the projections
of prefixes of all arbitrarily long length normal sequences, the following cases are

possible:

e If the observation s, of some sequence s € L reaches marked states of G¥,
then we are sure that P, '(s,) N L includes prefixes of arbitrarily long length
normal sequences, and so, a verdict that a fault will occur cannot be issued.
For example, consider state {1F,7N,8N,10N} of automaton G¥, depicted
in Figure [5.6b] which is reached by the observation s, = aba. Notice that
Pofgl(so) N L includes both a prefix of a faulty sequence abca € abcac; and a
prefix of an arbitrarily long length normal sequence abac € m, k € N, and

thus, local predictor L P, cannot ascertain that a fault will occur by observing

So.

e If the observation s/ (of some sequence s’ € L) reaches unmarked states of
GY that have at least one element labeled with N, then P,/'(s,) N L does
not include prefixes of arbitrarily long length normal sequences, and so, every
continuation of s’ will inevitably lead G to a fault (otherwise, if it has some
arbitrarily long length continuation without any fault occurrence, it would
make it a prefix of arbitrarily long length normal sequences, and so, the state

reached by s, would be marked). For example, consider state {2N} in Fig-
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ure [5.6b], which is reached by the observation s, = aa, and then, notice that

P} (s,) N L = aa, whose only continuation forms the faulty sequence aabcory.

e Finally, if the observation s (of some sequence s” € L) reaches unmarked
states of GV and all of their elements are labeled with F, then Po_,il(sg’) NL
corresponds to sequences that have the fault event, and thus, observation s/
must be discarded for the design of local fault predictors systems. For example,
state {6F,9F} of Figure is reached by the observation of s/ = abaa;
however P, (s7) N L = abcaoja corresponds to a sequence for which the fault

event has already occurred.

Therefore, let x represent all first unmarked states that immediately follow a
marked state of GI¥ and is composed of some state labeled with N. Thus, sequences
s; € L(GY) that reach z represent the observation s; = P, ;(¢;) of the smallest prefix
tr € 57 (sy € ¥(oy)) that is different from every prefix of (arbitrarily long length)
normal sequences from the point of view of local predictor LFP;. We illustrate this

point with the following example.

Example 5.6 Consider the local observer automata GY and G, depicted in Fig-
ures and respectively. The only unmarked state of GY that immediately
follows some marked state is x1 = {9N}, which is reached by sequence t,; = ac.
Regarding G5, the unmarked states that immediately follow some marked state are
o = {2N}, o, = {6F,9F}, and xj = {2F}. The sequences that reach these states

/"
0,

are t,9 = aa, 15’072 = abab, and t!, = abaa, respectively. However, notice that the
observations of t,, and t),, lead G to states x4, and x%y, whose components are all
labeled with F, meaning that the fault has already occurred, namely: (i) t,o = abab
corresponds to sequences abcao b and abcao fbe, and; (i) t’o’72 = abaa corresponds to
sequence abcaora. Thus, sequences t,1 and t,o are the smallest observations that
allow local predictors LP; and LP5 to foresee fault occurrences, which coincides with

the results obtained in Example[5.5, O

The existence of prefixes that allow us to foresee that a fault will certainly occur
suggests that a fault prediction state should be part of fault predictor systems.
Such state is denoted by F P, and, once it is visited, it implies that some fault will
inevitably occur. Algorithm presents the construction of local fault predictor

automata Gjp,, i = 1,...,n.

Algorithm 5.3 Construction of Local Fault Predictor Automaton G, ;

Input: Automaton GY = (Xi, S04, fiy Dis To.iy Ximi)-
Output: Local Predictor Automaton Gy, ;.
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1. Set Q = X\ Xy
2. Set X; = X, U{FP).
3. For each q € Q:
(a) If H(xm,0) € Xini X Xo; such that fi(zy,,0) = q and q has some element
labeled with N, then redefine fi(x,,,0) = FP.
4. Set X,,, = {FP}.
5. Compute Gy,; = Ac(GN).

STEP 1 of Algorithm [5.3| creates a set () formed with all unmarked states of
automaton GY. STEP 2 adds state F'P, used to issue that some fault occurrence
has been foreseen, to the state set of GY. STEP 3 finds the unmarked states com-
posed with at least one element labeled with N that are immediately succeeded by
some marked state, and then, replaces the transition with a new one connecting the
marked state to state F'P. STEP 4 sets state F'P as the only marked state. Finally,
STEP 5 forms Gy, ; as the accessible part of va.

From Algorithm it is clear that the marked language of automaton Gy, ; is
formed with the smallest observed sequences P, ;(s) that lie outside the projection
of arbitrarily long length normal sequences P, ;(sy), and thus, when sequences s €
L. (Gip;) are executed by the system, the corresponding local predictor LP; is sure
that a fault will inevitably occur.

Notice that the fault predictor systems developed in Algorithm do not issue
false-alarms, i.e., if some local fault predictor LFP; observes a sequence that is in its
marked language, which implies that the current state of automaton Gj; is F'P,

then the fault event will occur for sure. This is ensured by the following lemma.

Lemma 5.3 Let L be the language generated by an automaton G and assume that
L is copredictable with respect to projections P,;, i = 1,...,n, and fault event set
Y. Then, for all s, € L,,(G,,), where Gy, ; is obtained in accordance with Algo-
m‘thmﬂ the following two statements are both true: (i) P, (sp) N (of) # 0 and;
(i) all sequences in Po_’il(sp) N L are not prefix of any arbitrarily long length normal

sequence of L. O

Proof. Assume that L is copredictable with respect to ¥; and all P,;,7 =1,...,n,
but there exists a sequence s, € L,,(Gypi) such that, either (i) P, (sp) N (o) =0,
or (ii) some sequence in P, 1(sp)NL is a prefix of some arbitrarily long length normal
sequence of L. However, if Pofil(sp) NU(os) = 0, then all sequences s € Po_,il(sp) NL
have no fault continuations, which means that they are prefixes of arbitrarily long
length normal sequences, and so, s € £,,,(Gx). Thus, P,;(s) = s, € L,,(GV), and,
according to STEPS 3 and 4 of Algorithm [5.3] s, ¢ L,,(Gyp;), which contradicts the

initial assumption. On the other hand, if some sequence in s € Pofil(sp) NLisa
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prefix of some arbitrarily long length normal sequence of L, then, again, P,;(s) =
sp € Lin(GY), and so, s, & L,,(Gypi), therefore contradicting the initial assumption.
[

The next result shows that every fault sequence sy € ¥(oy) is foreseen by some
local predictor automaton Gy, ;, which is obtained in accordance with Algorithm

Theorem 5.3 If the language L generated by an automaton G is copredictable with
respect to projections P,; : X* — X

0,1’

t = 1,...,n, and faull event set X; =

{0}, then, ¥s; € W(oy), 3 € [1,...,n] such that L,,(Gi;) N P,i(sf) # 0 and

£m(Glp,i> N POJ‘(L \ \IJ(O'f)E*) = Q)

Proof.

Lemma [5.3] ensures that local predictors constructed in accordance with Algo-
rithm [5.3] successfully predict all faults supposed to be predicted given the avail-
able observation. It remains to prove that for every fault sequence s; € W(oy),
there exists a local predictor LP; that foresees its occurrence. We prove that
by contradiction, and, to this end, assume that L is copredictable with respect
to P, t = 1,...,n, and Xy, but 3s; € U(oy),Vi € [1,...,n] such that either

Ln(Grpi) NP, i(sf) =0 or L,,(Gipi) N Poi(L\ V(op)E*) # 0. Tt is worth noticing
that: (i) LNV (os)S* is formed by all prefixes of all arbitrarily long length fault se-
quences, which implies that L\\I/(U—f)E* is composed of normal sequences that have
only normal sequence continuations; thus, L\ \IJ(J—f)Z* recovers all prefixes of the
sequences of L\ W (o ;)X* that were removed. By construction, £,,(G,.) is formed by
the projections of all normal sequences that have the same projection P,; as some
sequence of L that is a prefix of some fault sequence that LP; is capable of pre-
dicting. Since language L is copredictable, it is clear that for some : = 1,...,n, we
have that, according to Algorithm 5.1]and Lemmalp.3] P,;(ss) & Py i(Lm(Gn)), and
thus, according to Algorithm the smallest sequence s, = so € m, where
s € P,i(L,,(Gy)) and so ¢ P,,;(L,,(Gn)) is such that s, € L,,(Gyp,;). Notice that

we may even have s = . We then conclude that s, € £,,,(Gip;) N P,:(s¢), and so,
L(Gipi) ﬂm # (). In addition, according to Definition and Algorithm
for all sequence t such that P,;(t) € L,,(Gp,:), we have that (Elz € N) (Vui €
L) (Yv; € Ljwi) [(Poi(wi) = Poi(t)) A(op & w;) A(||uil| > z) = (0 € v;)] holds true,

and so, there is no arbitrarily long length normal sequence sy; = ty;un,; such that

P,i(tn;) = P,;(t), which implies that P,;(t) ¢ L (Gipi) N Poi(L\ ¥(op)X*); thus

contradicting our initial assumption. [

Example 5.7 Consider automata G, depicted in Figure whose language L
is copredictable with respect to ¥y = {os}, Yo1 = {a,c} and 3,, = {a,b}.
By using automaton GY, shown in Figures as an input of Algorithm
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Figure 5.12: Fault predictors.

we construct automaton Gi,1 as follows. First, in STEP 1, we form sel () =
{{9N},{9F},{1F,6F,10N},{1F,6F,10F}, {2F,3F,7F},{4F,5F,8F}} composed
of all unmarked states of GY. In STEP 2, we add a new state FP. At the end
of STEP 3, the only marked state that is immediately succeeded by an unmarked
state and has at least one element labeled with N, is state {9N}, which is connected
to the marked state {1N,6N} through a transition labeled with event ¢, and so, this
transition is removed and a new one connecting state {1N,6N} to { FP} and labeled
with event c is created. In STEP 4, state {F'P} becomes the only marked state. Fi-
nally, the resulting automaton Gi,1 = Ac(GY) is obtained in STEP 5, being depicted
in Figure (a). Analogously, by using automaton G5 as input of Algorithm
we obtain automaton Gi,o, shown in Figure (b) It is worth remarking that

the marked languages L,,(Gi,1) = ac and L,,,(Gi2) = aa concur with the results

presented in Examples and [5.6] O

Notice that, when a language is copredictable, if some fault sequence is not
foreseen by a local fault predictor system, then it is certainly detected by another
local fault predictor. For example, for LP;, which is modeled by automaton Gy, 1,
even though the observation s,; = aac may correspond to the faulty sequence s =
aabco ¢, which cannot be predicted by LP;, it is foreseen by LP, since P, o(aabcos) =
aab and when LP, observes its prefix s,» = P,2(aa) = aa, state F'P is reached in

automaton Gy, s.

Remark 5.7 (Computational complexity) All steps of Algorz'thm are linear, and
thus, its computational complezity is O(|X;|). According to STEP 6 of Algorithm
automaton GN = Obs(Gn, X0.i), where Gy is a copy of Gy with different marked
states, and so, | X;| = 21Xl = 22X1 “which implies that Algorithm is O(22X1). O
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5.4 K-copredictability verification

In this section, given that a language is copredictable with respect to F,;, 1 =
1,...,n, and X, and given an integer K, we consider the problem of verifying if all
fault occurrences can be predicted at least K events prior to their occurrences. To
this end, we investigate the problem of finding the minimal number of events between
the fault prediction by a local fault predictor L P; and its actual occurrence. We refer

to this problem as K-copredictability, whose formal definition is as follows.

Definition 5.3 (K-Copredictability) Let L be a prefiz-closed and live language co-
predictable w.rt. P,; : X% — X5 i€ I ={1,2,...,n} and event set ¥y = {o;}.
Gven an integer K, we say that L s K-copredictable if

(Vsp € W(op))(Fi € 1) (Poyi(sf) ¢ P,i(L\VY(op)X*) — KC),

where the K-Copredictability condition K. is given by

(3t,u € X%)[(sy = tuoy) A (Poi(t) & Foi(L\ W(op)X*)) A([Jul] = K)]. O

As explained in the proof of Theorem L\\II(J—f)E* is formed with all normal
sequences of L that are continued with normal sequences only. Thus, if for all
fault sequences sy € W(oy), there exists a local predictor where the projection
P,i(ss) differs from those of sequences in L \ ¥(o;)%*, then, in order for L to be
K-copredictable, all sequences that end with fault event o; must be formed by the
concatenation of two sequences: a sequence t that cannot be confused with any
normal sequence with normal continuations only (meaning that the fault occurrence
has been predicted), and; a sequence u where ||u|| > K, which ensures that at least
K events will occur after the fault prediction and before the actual occurrence of
the fault.

In this regard, Definition states that when a language is K-copredictable, if
the fault occurrence in sequence sy is predicted by some local predictor LP;, then
there exists a prefix ¢ € 55 whose observation is sufficient for LF; to predict the
fault occurrence and there exist at least K events between the fault prediction and
its occurrence.

In order to illustrate Definition let us recall the language generated by
automaton G depicted in Figure [5.3, which is copredictable. According to Defi-
nition it is clear that sequence aabcoy, which is predicted by LP, only (see
Figure [5.12|(b)), satisfies 2-copredictability, since the smallest prefix of s; whose
observation allows LP, to predict the fault occurrence is t = aa, which de-

fines u = bc whose length is 2. On the other hand, sequence aabcoy does not
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satisfy 3-copredictability, since in order for ||u|| = 3, we must set ¢ = a but
P,5(t) = a € P,o(L\ ¥(o;)X*) = aba, which violates Definition

We now present an algorithm for the verification of K-copredictability. To this
end, let G be the automaton that models the system and Gj,;, @ = 1,...,n, the
local fault predictor automata obtained in accordance with Algorithm [5.3] The idea
of the verification strategy we propose here is to identify the states of automaton G
that correspond to the fault prediction state {F'/P} and then count the number of

events after this state up to the first fault event. The whole procedure is given in

Algorithm

Algorithm 5.4 K-Copredictability Verification

Input: K, Automata G = (X, X, f,[', 20, X,,) and Gipi = (Xipis Zosis fipis Dipis Toip.is
Xonipi), 1=1,...,n.
Output: K -copredictability decision: Yes or No.
1. Set élp,i =G = ()ﬂ(/lm, Yiois flm, flm, 50lp}i,)?mlpyi) foralli=1,....n.
2. For all élm-’ set flpvi({FP}) = X,,; and define transition ﬁpvi({FP},ao,i) =
{FP} forall o,; € ¥,,.

3. Set Gx = ([11Gii) |G = (Xi, S, fres Ties 0,16, Xom i0)-

4. Set o, = (Xico Sicor Freor Ticor Tong,» Xonre,) = G-

5. Create a new state yo, set Xi, = X U{yo} and redefine xo,, = yo.

6. Set Y = 0 and for all xr, = (Tip1s---, Tipm, @) € Xk, if i = 1,...,n :
T = {FP} and Bz, ,0) € X, x B, where ., = (x],1,..., %], ©'),
such that fr, (7, 0) = vk, and 1), ;, = {FP} for some i =1,...,n, then set
Y =Y U{zg,}.

7. Build ¥ = {o; :i=1,.... Y]} and set Sk, = Xx U .
8. For each (y;,0:) €Y x ¥ set fr,(yo.05) = ys.
9. For all (vk,,07) € Xk, X Xy: if [, (vK,,0f) = 2, for some 2y, € Xk,, then
sel Xon ik, = Xm,x, U{TK, } and remove transition (vg,, 0y, ',).
10. Set Gk,,.,, = Ac(Gk,,.,)-

11. If  min  {|s||} = 1> K, then return “Yes”. Otherwise, return “No”.
SEKm(GKtest)

Algorithm Works as follows. In STEP 1 we set each automaton élm as a copy
of Gipi, © = 1,...,n. Then, in STEP 2, we define a self-loop in state {F'P} with
all locally observable events o,; € 3,; for all automaton élm, so that, in STEP 3,
the language L = L(G) is not harmed when we compute Gx = (H;;lélp,i)”G.
In STEP 4 we create automaton Gk,,,, as a copy of Gk, used to perform the K-
copredictability verification. In STEP 5 we add a new state y, to Gk,,,, and then

set it as the initial state. In STEP 6 we search for all states zx, € Xk, such that
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one of their components is {F'P} and do not immediately succeed some state z%.,
that also has {F'P} as a component, and store these states in set Y. In STEP 7,
we create events o;, i = 1,...,|Y], and add them to Xk,. In STEP 8 we create new
transitions fr,(yo,0;) = y; for all y; € Y. In STEP 9, we mark the states where
the transitions labeled by the fault originate and then we remove all fault events
from automaton Gk, ,. In STEP 10, we take the accessible part of automaton
Gk,..,- Finally, we calculate the minimum number of events from the initial to all
marked states. This means that the fault will occur after being predicted in at least

K im = min  {||s||} — 1 events. If K,,;, > K, then STEP 10 returns “Yes”,
SGE"n(GKtest)

meaning that language L is K-copredictable; otherwise, it returns “/No”.

It is not difficult to see that the marked language of automaton Gk, ., obtained
in accordance with Algorithm is composed of sequences s = ou, where o is the
event added to G, ., to label the transition that connects the new initial state yy and
those states that have one of their components being { F'P} and do not immediately
succeed states r', that also have {F'P} as a component, and u is the continuation
of a sequence t that predicts a fault from the perspective of some local predictor
and v immediately precedes a fault occurrence oy. This result is formally presented

as follows.

Lemma 5.4 Let L be a prefiz-closed and live language generated by automaton G,

copredictable with respect to Pp; + X* — X7, 1 € I = {1,2,...,n} and event
set Xy = {oy}, and let G,,,, be the automaton obtained in accordance with Al-

gorithm H Then, (Vs = cu € L,(Gk....), (7 € S)A (u e ) (Fi € I)(3t €
L)[(tuoy € W(op)) A (Poi(t) & Pos(L\ ¥(os)¥"))].

Proof.

By construction, if s € £,(Gk,.,), then 35 € ¥ and u € %* such that s = du.
Therefore, (37, € Xony, )[fK, (Y0, 5) = Ty, |, and since X, C Xp we can con-
clude that a transition fi, (%, ,0s) has been removed (see STEP 9). According
to STEP 8, it is clear that state xx, = (zip1,...,Zipn, x) reached by event o is
such that zx, € Y, and thus, according to STEP 6, (Fi = 1,...,n)[xy,; = {FP}]
and B(z,,0) € Xx, x ¥ and i = 1,...,n such that fi(z),,0) = 2k, and
r),; = {FP}, which means that state xy, has at least one component {F P} and
is not preceded by states with {F'P} as some of its components. Thus, associ-
ated with s = ou € L£,,(Gk,.,,), there exists a sequence s’ = tuoy € L(Gg). Let
rx € Xk be a state such that fx((2op1,---,%oipn, To),t) = k. Since one of the
elements of xy, is {F'P}, it is clear that 3i = 1,...,n such that P,;(t) € L,,(Gp.),
where automaton Gy, ; is one of the inputs of Algorithm Since L(élm) is ob-
tained after removing sequences of L(GY) and then concatenating the “pruned se-
quences” with X*, we have that L(G)) C L(élpﬁi). It is worth remarking that

0,17
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L = L(Gye) = L(I12,GN) N L(G) whereas L(Gx) = L(|[21Gpi) N L C L, and so,
L = L(Gy.) € L(Gk) C L, which implies that £(Gk) = L. Therefore, sequence
tuoy € L, and as a consequence, tucy € U(os). Finally, since L is copredictable,
then, according to Theorem [5.3] we can conclude that 3i € {1,...,n} such that
P,i(t) ¢ P,;(L\ ¥Y(os)X*). ]

We now present a necessary and sufficient condition for K-copredictability veri-

fication based on automaton Gp,,,,, constructed in accordance with Algorithm [5.4]

Theorem 5.4 Let L be a prefix-closed and live language copredictable with respect
to Py; @ X% — X7

automaton obtained in accordance with Algorithm [5.4 Given an integer K € N,
then L is K-copredictable if, and only if, zm(g ){||s||} -1>K.
s€ELm K

i=1,...,n, and event set ¥y = {0}, and let Gk,,., be the

Proof.
(=) Assume that  min ){||s||} — 1 < K. First, notice that £,,(Gk,..,) is com-

m( Kiest

posed of sequences ou, where o € Y and u € >*, and so, according to Lemma
(Fi € I) (3t € L) [tuoy € V(os) AN P,;(t) ¢ P,;(L\ V(os)E*)]. Let us define
sy = tuoy. Notice that, there exists at least a sequence u such that ||u|| < K, where

u is the longest sufix of ¢ such that P, ;(t) ¢ P,;(L \ ¥(os)X*) holds true, therefore,
Vi’ u' € ¥ such that s; = t'u'oy, either ||u/| < K or P,;(t) € P,i(L\ ¥(of)T*),
which implies that L is not K-copredictable.

(<) Assume that L is not K-copredictable, and thus (3s; € W(oy))(Vi €
D [(Poi(sy) ¢ Poi( L\ W(op)X%)) A (Yt u € T, (sy # tuoy) V (||ul] < K)V (Po(t) €
P,;(L \\I/(a—f)E*))ﬂ Since L is copredictable, consider without loss of generality a
fault sequence sy = tuoy such that for all ¢ = 1,...,n, either sy is not predictable
or P,;(t) ¢ P,i(L\ ¥(os)X*). Considering the locals i where s is predictable, and
since, by assumption, L is not K-copredictable, sufix u must be such that ||u|| < K.
According to Algorithm[5.3land Theorem 5.3] prefix ¢ reaches state { P} in automa-
ton Gy After computing Gk,,,, in accordance with STEPS 1-5, state x g, reached
by sequence t is added to set Y in STEP 6, which is connected to the new initial state
Yo through event o in STEPS 7-8, which results in a new sequence cuo; € L(Gk,..,),
which is later pruned in STEP 9 and becomes the sequence ou € L,,(Gk,..,). Thus,
emin sl =1< [Ful =1 = ful < & .
Example 5.8 Consider automaton G, depicted in Figure whose language L
is copredictable with respect to ¥y = {os}, o1 = {a,c} and X,5 = {a,b},
and automata G,y and G,z obtained in accordance with Algorithm [5.3 In or-
der to compute automaton G, ., according to Algorithm first, in STEPS 1-2,

we create automaton CNJZPJ (resp, élpg) as a copy of Gi1 (resp, Gi2) and add
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[{2N,3N, 7N}, {F P} {2}] [ {FP},{6N,9N},{9}|
b a
[{2N,3N, 7N}, {FP}, {3} [{FP},{1F,7N,8N, 10N}, {10}]

c

{4N 5K 8N} {FP} {4]]

Figure 5.13: Automaton Gy,

a self-loop with events a,c (resp, a,b) to state {FP}. We then build Gg,,, =
élp,1]|élp72||G in STEPS 3-4. In STEP 5, we add a new state {yo} to Gk,.., and
set it as the initial state. In STEP 6, only states ({2N,3N, TN}, {FP},{2}) and
({FP},{6N,9N},{9}) are stored in set Y. In STEP 7, since |Y| = 2, we define
events o, and oo, which form set Y = {o1,02}. In STEP 8, we connect the initial
state {yo} to the states in Y with the events in 5. In STEP 9, all fault events are re-
moved and states ({4N,5F, 8N}, {FP},{4}) and ({FP},{1F,7TN,8N,10N},{10})
become marked. Finally, in STEP 10, we take its accessible part, resulting in automa-
ton Gk,..,, depicted in Figure [5.13 From Figure it 1is clear that every local
predictor foresees the fault occurrence at least K = min{||o1bc||,||oq2a|} — 1 =1
event prior to the fault occurrence, and thus, according to STEP 11, language L is

1-copredictable. O

Remark 5.8 (Computational complexity) The computational complezity of Algo-
rithm lies in STEP 3, where we compute G = (H?:lélp,i)HG. Since | Xypi| =
| X1p4|, the computational complexity for building élp,i is identical to the one of Gy,
which is O(22X) according to Algom'thm and Remark . Thus, Algorithm
is O(| X x 22nIX1, O

5.5 Comparison between the verification methods
proposed here and by KUMAR and TAKATI [85]

In this section we compare the verifier automata obtained in Examples 1, 2, and 4
and in Section VII of KUMAR and TAKAT [85] with the verifier and diagnoser-based
test automata proposed in this chapter.

Differently from this work, where the fault behavior starts with the occurrence
of the fault event oy, the approach by KUMAR and TAKAI [85] is based on the
predictability of sequences that are not in a non-failure specification language K C
L. By assuming that G = (X, X, f,x¢) and G’ = (X', %, f',z{) are the automata
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d f d
G0 -G 00
N
(a)

Figure 5.14: Automaton G of Example 1 of [85] (a) and its equivalent automaton
Geq (D).

d
|{ON, 1N, 2N,2F}, {ON, 2N, 2F}, {ON}D

b a
| {ON, 1N, 2N,2F}, {IN}, {1N} | | {2N,2F}, {ON, 2N, 2F}, {2N} |
c f R =
|{0N, 1N, 2N, 2F}, {2N,2F}, {2N}| | {2N,2F}, {ON, 2N, 2F}, {2F} |

f

[{ON, 1N, 2N, 2F}, {2N,2F}, {2F )

(a) (b)

Figure 5.15: Test automaton Gy (a) and verifier automaton G, (b) for Example 1
of [85].

whose generated language are L and K, respectively, we can build an equivalent
automaton G, = (Xeq, 2 U {07}, feq: Toeq) to G, whose normal sequences form the
non-failure specification language K and P'(L(G.,)) = L, where P’ : (YU {os})* —

Y* (see CARVALHO et al. [IT5] Alg. 4]).

Figure [p.14(a) shows automaton G of KUMAR and TAKAI [85, Example 1],
where ¥,, = {a,d} and X, = {b, ¢, d}. For this example, the non-failure specifica-
tion language is K = d*(a + bc). Figure (b) depicts the equivalent automaton
Gleq, Where a new state (state 3) and a transition between states 2 and 3 labeled by
the fault event o have been introduced in order to make G appropriate to the set up
of Algorithms and Notice that the normal sequences of automaton G., are
the same as those of the non-failure specification language K. Figures [5.15[a) and
5.15|(b) show the test automaton G,.. and the verifier automaton G,, constructed
in accordance with Algorithms and [5.2] respectively. Notice that, as shown in
the first row of Table the verifier T' = (X7, X, fr, zor, ) proposed in [85] used
to check the copredictability of the language L generated by G has 17 states and
45 transitions, whereas the diagnoser-based test automaton Gy, built according to

Algorithm [5.1], has 6 states and 6 transitions and the verifier automaton G,, con-
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Table 5.1: Comparison between automata 7', G and G,, where |Tr|, |Ts.| and
|T,| (resp. | X7, | Xsee| and | X,|) denote the number of transitions (resp. states) of
automata T, G and G,, respectively.

G T Geq GSCC G'U
(XTI X e[| Tr| [ Xegl| Xoce| Tace[| X [T0]

Ex. 113 17 454 6 6 1 1
Ex.2]|5 43 1786 6 6 7 14
Ex. 4|8 8 50009 10 10 16 37
Sec. VII | 7 107 643]8 &8 & 32 80

structed according to Algorithm [5.2] has only 1 state and 1 transition. Therefore,
for this example, the automata proposed here for copredictability verification have
much less states and transitions than that proposed in [85]. Similar results have
been obtained for Examples 2, 4 and the one of Section VII of KUMAR and TAKAI
[85], as seen in rows 2—4 of Table [5.1]

It is worth remarking that these results are expected for the following reasons: (i)
regarding the diagnoser-based test automata G, as conjectured by CLAVIJO and
BASILIO [106], diagnoser-based automata are likely to have, on average, fewer states
than verifiers for systems with 60 events or less; (ii) regarding the verifiers, although,
as stated in Remark the verifiers proposed here and by KUMAR and TAKAT [85]
have the same worst-case computational complexity regarding the number of states
of the system, verifier G, obtained in accordance with Algorithm [5.2] is expected to
have fewer states on average, since G, = (||.;Gn;)||G; and both G and each one
of the automata G, ¢ = 1,...,n, are obtained by removing states and transitions
from automaton G, and stops when ambiguities cease to exist, whereas verifier T’
generates the complete language, including those sequences whose continuations lie

in specification K.

5.6 Concluding remarks

In this chapter, we have revisited the problem of disjunctive fault predictability of
DESs. Two algorithms for its verification have been proposed: the first algorithm
is based on a test automaton [102] and on the search for nontrivial SCCs, whereas
the second algorithm is based on verifiers [104]. We have provided a procedure for
designing fault predictor systems, which can be used for online fault prediction.
We have also addressed the problem of K-copredictability of DESs and presented
a necessary and sufficient conditions for K-copredictability and an algorithm for
its verification. These approaches have been developed without requiring either

language liveness or absence of state cycles connected by unobservable events only.
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Finally, a comparison between the automata proposed here for copredictability
verification and that proposed by KUMAR and TAKAI [85] has shown that the
verification automata built in accordance with the algorithms proposed here are
likely to have fewer states than that by KUMAR and TAKAI [85]; however, an
additional work, similar to that performed in [I06], is necessary to make a formal

claim regarding the results obtained in the comparison performed in the chapter.
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Chapter 6

Conclusion and future works

6.1 Conclusion

In this section we summarize all of the contributions given by this thesis.

C1. Current-state opacity enforcement in DES

In Chapter [3| we provided a strategy that realizes the so-called Opacity-Enforcer
by leveraging the possibility of delaying and deleting some event observations. The
Opacity-Enforcer manipulates the event observations outputted by the system with
a view to misleading the Intruder to never estimate secret states.

The proposed Opacity-Enforcer keeps track not only of the events executed by
the system, but also of the release and deletion of their observation signals, and has
shown to have the potential to be used to enforce opacity and, at the same time, not
mislead the legitimate receiver as much as the intruder. In this regard, by assuming
that the legitimate receiver is aware of the actions taken by the Opacity-Enforcer,
we presented a protocol that refines the current-state estimates of the system by the
legitimate receiver, hence, mitigating the negative effect of the opacity enforcement

on its estimation capability.

C2. Ensuring utility while enforcing CSO in DES

The second contribution given by this work is presented in Chapter 4 and was moti-
vated by the fact that, in order to obfuscate the secret behavior of the system from
intruders, some transmitted information must also be concealed from the legitimate
receiver. To this end, the notion of utility (which differs from that presented in [7T],
as discussed in Remark is introduced. Moreover, we have presented sufficient
and necessary conditions that preserves utility while enforcing current-state opacity.

The algorithm presented in Chapter [3] for realizing the Opacity-Enforcer has
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also been simplified. The new algorithm obtained in Chapter [4] realizes an Opacity-
Enforcer that now ensures the utility of the system and, at the same time, enforces

current-state opacity, whenever the behavior of the system allows.

C3. Fault copredictability in DES

In Chapter [ we revisited the problem of disjunctive fault predictability of DESs,
also known as fault copredictability. Two algorithms for its verification have been
proposed: the first algorithm is based on a test automaton [102], whereas the second
is based on a verifier automaton [104].

Although the results presented in Chapter [5land those presented in KUMAR and
TAKAT [85] may seem alike, as far as the computational complexity is concerned,
the verification automata built in accordance with Algorithms[5.1]and [5.2] proposed
here are likely to have fewer states than that by KUMAR and TAKAI [85]. However,
an additional work, similar to that performed in CLAVIJO and BASILIO [106], is
necessary to make a formal claim regarding the results obtained in the comparison
performed in Section

Moreover, we provided a procedure for designing local fault predictor systems,
which can be used for online fault prediction. The problem of K-copredictability
of DESs has also been addressed, where a necessary and sufficient conditions for
K-copredictability and an algorithm for its verification have been given. All of the
results obtained do not require either language liveness or absence of state cycles

connected by unobservable events only.

6.2 Future works

We now present a brief idea for some future works, regarding both opacity and fault
predictability, so as to extend the results provided throughout this thesis. The first
idea (FW1) is to address opacity and fault predictability in time-weighted DES. The
second suggestion (FW2) is to propose notions of robust fault copredictability and
networked fault copredictability, and also to develop strategies for their verifications.

We discuss these ideas with more details in the sequel.

FW1. Time-weighted and real-time DES

Time-weighted systems have been proposed by SU et al. [I116], where the problem
of synthesizing a minimum-makespan supervisor is solved. A finite time-weighted
automaton is a 2-tuple G = (G, w), where G is the finite-state automaton and w

is the weighting function that assigns a non-negative weight to each transition of
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G. As shown by VIANA et al. [114], it is possible to obtain an equivalent untimed
model for this class of automaton.

With respect to opacity, the idea is to use the restrictions imposed by the time-
weighted automaton on the equivalent untimed model to generate feasible CSO
enforcers that also take into account the time elapsed between event occurrences.
Notice however that WANG et al. [41] have approached the problems of LBO and
ISO for a timed class of automata, the so-called real-time automata [I17]|, which
may have some similarity with time-weighted automata, and thus, requires a deeper
investigation.

In addition, fault (co)prediction for time-weighted automata has not been ex-
plored as far as the author of this work knows. Notice that, since the weighting
function w adds information to the model, the state estimation can be improved,
and, as a consequence, it may be the case that system is not predictable with respect
to fault occurrences when modeled by automaton G but its time-weighted version
g is predictable.

FW2. Robust fault copredictability

We have provided, in this work, a strategy for disjunctive fault predictability verifi-
cation in DESs under the assumption that communication channels are ideal. How-
ever, it is not uncommon to have disruptions in these channels, which may cause
intermittent or even permanent losses of observation. It is worth noting that the
problem of robust fault predictability against intermittent/permanent loss of obser-
vations has already been addressed by XIAO and LIU [83]. However, the results
presented here can be combined with the strategies presented in [3-5, 115] in order
to obtain a new strategy capable of verifying robust fault predictability against in-
termittent /permanent loss of observations under disjunctive architectures (in short
words, robust fault copredictability against observation loss). In addition, the ar-
chitecture presented in Chapter [5| can be extended to networked DES, where some
communication channels may be vulnerable to cyber-attacks and the observation of

events may be delayed, as done in [I7], in the context of fault diagnosability.
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