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Neste trabalho, considera-se o problema de controle supervisério de Sistemas a
Eventos Discretos em rede com Estrutura Temporizada (SEDRET) sujeitos a atrasos
limitados e perdas intermitentes de observagao. SupoOe-se que a comunicacao entre
a planta e o supervisor seja feita utilizando-se uma rede formada por varios canais
de comunicagao, de modo que atrasos de comunicagao podem causar mudancas na
ordem das observagoes. Serd proposto um modelo nao temporizado equivalente para
SEDRET que caracteriza todas as consequéncias de atrasos e perdas de observacao.
Com esse objetivo, supoe-se o conhecimento prévio dos tempos minimos de ativacao
das transicoes da planta e dos atrasos maximos na comunicacao e considera-se,
também, possiveis perdas de pacote. Um problema de controle supervisério em rede
¢é formulado com base no modelo proposto e, em seguida, é apresentada uma condi¢ao
necessaria e suficiente para a existéncia de um supervisor em rede. Um método para
projetar esses supervisores utilizando a propriedade da observabilidade relativa para
aumentar a permissividade da linguagem obtida sera apresentado. Adicionalmente,
outro tépico de pesquisa abordado nesse trabalho é o conceito de observabilidade
relativa. Neste contexto, algoritmos para a verificacao da observabilidade relativa
e para o calculo de sublinguagens relativamente observaveis sao propostos. Esses

algoritmos sao mais eficientes do que aqueles existentes na literatura.
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In this work, we study the supervisory control problem of Networked Discrete
Event Systems with Timing Structure (NDESWTS), that is subject to bounded
communication delays and intermittent loss of observations. We assume that the
communication between the plant and the supervisor is carried out through a net-
work that can have several channels, so that, communication delays may change
the order of the observations. We will propose an untimed equivalent model for
NDESWTS that represents all possible implications of delays and loss of observa-
tions. For this matter, we assume a priori knowledge of the minimal transition
activation time and the maximal communication delays, and also take into account
possible packet losses. Based on this model, we formulate a networked supervisory
control problem and present a necessary and sufficient condition for the existence
of a networked supervisor. We also present a systematic way to design networked
supervisors, where we use the property of relative observability in order to increase
the achieved language permissiveness. In addition, another research topic addressed
in this work is the concept of relative observability. In this concern, we propose new
algorithms for the verification of relative observability and computation of relatively
observable sublanguages, shown to be more efficient than the previous ones proposed

in the literature.
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Chapter 1

Introduction

In recent decades, the world has increasingly become integrated through communi-
cation networks. Industrial and domestic systems are being connected to communi-
cation networks for reasons, such as, the need for integration/cooperation of devices
usually positioned far away from each other in a distributed system, and to improve
the capacity of human operators remotely interact with devices in the system. In
this context, new concepts, such as, Industry 4.0 [2H4] and Smart Cities [5, 6] have
emerged in recent years, and are exploring, among other features, the interconnec-
tivity between machines, devices, sensors, and people. In this sense, systems that
integrate computing and communication capabilities to monitor and control phys-
ical processes, referred to as Cyber-Physical Systems (CPS), have been received
considerable attention in the literature [7HIT].

The quick growth in the use of communication networks has also increased the
demand for new theoretical and practical approaches to deal with data transmis-
sion problems, such as, network delays, jitter, and losses [12], [13]. Furthermore, the
growth of the system complexity creates the need for studying the behavior of a sys-
tem in a higher level of abstraction with a view to understanding its whole behavior
without introducing intractable growth of the method complexity. The behavior of
a wide class of systems can be described, in a higher level of abstraction, by models
in which the dynamic is represented as a function of the occurrence of asynchronous
events. These event-driven dynamic systems, with discrete state spaces, are called
Discrete Event Systems (DES).

In this work, we address the problem of supervisory control of DES, in which



the communication between the plant and the supervisor is carried out through a
communication network that is subject to packet losses and non-negligible trans-
mission delays. Such a supervisory control problem is referred in the literature to
as supervisory control of networked discrete event systems [14].

Another research topic addressed in this work is the concept of relative observ-
ability. This new language property was proposed by CAI et al. [15] with a view to
circumventing the deficiency of language observability regarding the non-existence
of the supremal observable sublanguage. Although it has been introduced only re-
cently, relative observability has already received considerable attention in the DES
community [I6H20]. As shown in [I5], relative observability is closed under set union
operation, as opposed to observability, which does not possess this property, and is
also less conservative than normality [21]; although both the relative observability
and normality share the set union closure property. As a consequence, the supremal
relatively observable sublanguage always exists and is larger compared to the supre-
mal normal sublanguage. The drawback of using relative observability property is
the doubly exponential complexity of the algorithm proposed in [I5] for the com-
putation of the supremal relatively observable sublanguage, in comparison with the
exponential complexity of the computation of the supremal normal sublanguage [22].

In the following section, we present an overview on the works that deal with
supervisory control of networked discrete event systems. We also list some works

that study other DES problems in the presence of communication delays and losses.

1.1 Discrete Event Systems Subject to Commu-
nication Delays and Losses

The supervisory control of DES was first proposed by RAMADGE and WONHAM
[23, 24]. In this framework, the supervisor is used to modify the behavior of a DES
in order to prevent the plant from executing some sequences of events that violate
specifications we want to impose on the system behavior. The supervisor observes
some, possibly all, of the events generated by the plant and, then, determines which
events, in the current set of events that can be executed by the plant, are allowed

to occur.



RAMADGE and WONHAM [23, 24] and most of the subsequent works in su-
pervisory control of DES (e.g., [25H29]) assume that sensors and actuators are not
subject to failures and there is neither loss of data nor communication delay in the
data transmission between the plant and the supervisor. That is, the supervisor
observes the occurrence of an observable event immediately after it is executed by
the plant, and a control action issued by the supervisor is instantaneously applied
to the plant. However, these assumptions are reasonable only if the DES is tightly
coupled with the supervisor, since, when the plant and supervisors are either far
from each other or a more complex network is used to connect them, communica-
tion delays can cause delays in both the control action and the observation of events.
In addition, sensor and low level controller/actuator malfunction can cause losses of
event observation and inappropriate control action.

The problem of controlling input/output discrete event systems with communi-
cation delays has been studied in [30, 3T]. In that framework, there are two commu-
nication channels: one from the plant to the supervisor, which is used to send the
outputs of the plant (response events), and, another channel from the supervisor
to the plant, which is used to control the inputs of the plant (command events).
Both channels are considered subject to communication delays, and are modeled by
first-in first-out queues (also referred to as FIFO queues), so that, the order of the
transmitted sequence of events is not affected by delays. The set of command events
(which are controllable) and the set of response events (which are uncontrollable)
are disjoint, and the control specification is represented by a language over the set
of response events. For a given specification language, BALEMI [31] provides neces-
sary and sufficient conditions for the existence of a supervisor. However, an efficient
manner to compute a supervisor is only provided in the restricted case of plants that
generate the so-called memoryless languages.

PARK and CHO [32, 33] considered the supervisory control problem under
full [32] and partial observation [33], in the presence of bounded delays in the trans-
mission of observations and/or control actions. In this architecture, as in [30, 31,
communication delays occur in the interaction between the plant and the supervi-
sor, and it is assumed that communication delays do not modify either the order

of the observations or the order in which the control actions are effectively applied



to the plant. In such approach, every controllable event is assumed to be disabled
by default and it only occurs when is enabled by the supervisor, i.e., its occurrence
is not spontaneous. Then, due to the occurrence of delays in the transmission of
observations or control actions, a finite number (bounded by some D € N) of un-
controllable events can be executed by the plant between the occurrence of a string
in the plant and the application of the control action computed by the supervisor
based on the observation of this string. In other words, each event executed by the
plant is counted as one step and the maximum delay is equal to D steps. In addi-
tion, in order to prevent the accumulation of delay effects, PARK and CHO [32] [33]
also assume that, when the supervisor sends a control action enabling controllable
events, a new enabling control action can only be issued after observing either the
occurrence of a string of uncontrollable events with the length equal to delay bound
D or the occurrence of one of the enabled controllable events. Notice that, this
additional assumption significantly restricts the behavior of the system and reduces
the speed of the closed-loop system. Another restrictive assumption imposed in [33]
is that each controllable event is also observable.

The approach proposed in [33] was extended in [34-36] to a decentralized version
of the supervisory control problem, where the local supervisors do not communicate
with each other. Similar to [33], it is assumed a bounded delay between the oc-
currence of a string in the plant and the effective application of the control action
computed by each local supervisor based on this string observation. Additionally,
the approach presented in [34] was extended in [37] to the decentralized supervisory
control problem of Timed Discrete Event Systems (TDES) subject to communica-
tion delays, by considering the TDES framework proposed in [38].

The asynchronous implementation of a synchronous supervisor was studied
in [39]. In this approach, the event occurrences are transmitted to the supervi-
sor through a single communication channel and the control actions are sent to the
plant through another communication channel. As in the Park and Cho’s approach,
it is assumed that both channels are subject to bounded transmission delays, which
are measured by using the concept of step, and the channels are modeled by FIFO
queues, which implies that there is no change in the order of event observations

or in the order of applications of the control actions to the plant. A condition



for the existence of a supervisor is derived by assuming that the behavior achieved
by the closed-loop system under delays must be equal to the behavior achieved by
the closed-loop system without the occurrence of delays. However, this assumption
is rather restrictive since it requires the same specification language be obtained,
independently of the occurrence of communication delays.

More recently, LIN [14] [40] studied the supervisory control of Networked Dis-
crete Event Systems, where the supervisor is connected to the plant by means of a
communication network that can be shared with other devices in the systems, such
as diagnosers and human interface devices. However, he assumes, as in the previ-
ous approaches, that all observations are transmitted to the supervisor through a
single channel and also that the control actions are applied to the plant through
a single channel. Both channels are modeled by FIFO queues subject to bounded
communication delays and losses, and the concept of step is used to measure com-
munication delays. Thus, as in the previous works, there is no change either in the
order of event observations or in the order of applications of the control actions to
the plant. A state-estimate-based supervisor is proposed to solve this problem and
a necessary and sufficient condition for the existence of a state-estimate-based su-
pervisor that is able to achieve a given specification language is provided. However,
no result is presented for the cases when other supervisor may still exist despite
state-estimate-based supervisors do not exist.

The supervisory control problem of networked DES proposed in [14], [40] is revis-
ited in [41H47]. A decentralized supervisory control architecture without communi-
cation between the local supervisors is considered in [41] and a centralized supervisor
is considered in [42-47). In [41] and [42], the design of supervisors is carried out by
assuming that there is neither losses of control actions nor losses of observations,
and considering a lower and an upper bound on the language generated by the
compensated system. The goal is to design a supervisor such that the behavior of
the compensated system is both safe (i.e., the considered language upper bound is
contained within a given admissible language) and adequate (i.e., the considered lan-
guage lower bound contains a given required language). However, it can be checked
that the language upper bound considered in [41] 42] may have some strings that

cannot be executed by the compensated system even when communication delays



occur, and, consequently, the design approaches proposed there are too conservative
and may produce less permissive supervisors. KOMENDA and LIN [43], WANG
et al. [44], SHU and LIN [45] and SHU and LIN [46] address centralized versions
of the networked supervisory control problem by assuming modular, robust, predic-
tive and deterministic supervisors, respectively. However, an assumption, as strong
as that made in [39], is imposed in [46] with a view to obtaining a deterministic
closed-loop behavior, namely, to achieve the same language in both cases, with and
without communication delays. In [47], the approach presented in [14] was extended
to the supervisory control problem of TDES subject to communication delays and
losses, by considering, as done in [37], the TDES framework proposed in [3§].
Notice that all of the aforementioned approaches assume that there is no change
in the order of observations by the supervisor, which is equivalent to assume the
supervisory control architecture illustrated in Figure [L.1|(a), where all observations
are transmitted to the supervisor through a single communication channel modeled
by a first-in first-out queue. However, a single communication channel is usually not
enough, either because it may not have enough capacity to transmit all data, or if
the system is distributed, sensors and supervisor are, in general, far away from each
other [I3] 48]. In this case, we need to consider a more general control architecture,
as that illustrated in Figure [1.1(b), where the observations are transmitted to the

supervisor through several communication channels.
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Figure 1.1: Networked supervisory control architectures with a single FIFO com-
munication channel (a), and with several FIFO communication channels (b).
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When multiple channels, subject to communication delays, are used to data
transmission, it is necessary to take into account the possibility of the data received
by the supervisor be in different order of its original order of occurrence [49]. With

a view to softening this problem, we can insert time stamps in the communication



protocol. Thus, the protocol will be able to reorganize the events by using the time
stamps. However, the supervisor must still deal with incomplete observations since,
differently from the case of a single FIFO channel, the missing event observations
may not correspond to the last event occurrence observation sent from the plant.
In addition, in order to add a time information in the communication protocol, it
is necessary to synchronize the clocks of the devices, which is not a simple task
in distributed systems. Moreover, the synchronization process must be executed
periodically on the whole plant, which increases the maintenance cost [50].

Another common feature of the approaches proposed in [14, 32H36], [B9H45] and
[46] is that the proposed models are based on the concept of step to measure the
duration of communication delays; a communication delay bounded by n steps rep-
resents the case when n events can be generated by the plant while the data is being
transmitted. Such an approach cannot represent plants with heterogeneous tempo-
ral behavior, i.e., it cannot consider plants where different transitions are associated
with different amount of time, so that, for example, when an event can precede
two different sequences with the same number of events, a given communication
delay may be such that is possible for an event to be observed after the occur-
rence/observation of one sequence but not after the occurrence/observation of the
other sequence. Another way to approach this problem is by using the TDES model
proposed in [38], as done in [37] and [47], where the time information is modeled
by means of a new event called tick — each occurrence of the tick event represents
that one time unit has elapsed. However, the use of the tick event can increase a
great deal the state size of the corresponding untimed model when the plant has an
heterogeneous temporal behavior.

Supervisory control problem of DES subject to loss of observations has been
investigated by assuming permanent losses [51, 52] and intermittent losses [1I, 14} 53].
ALVES et al. [53] presented necessary and sufficient conditions for the existence of
robust supervisors that are able to cope with intermittent loss of observations under
two different contexts: (i) the first context is associated with the concept of strong
robust observability, and concerns the existence of a robust supervisor that is able
to fully achieve a specification language, even if losses of observations occur, and;

(i) the second context is associated with the concept of weak robust observability,



and it concerns the existence of a robust supervisor that is able to fully achieve
a specification language, when there is no loss of observation, and to restrict the
behavior of the system to a sublanguage of the specification language in the presence
of intermittent loss of observations.

The decentralized/distributed supervisory control problem of DES with delays
in the communication between the local supervisors has been discussed in [54H58].
TRIPAKIS [54] considered a control architecture formed with a monolithic plant
controlled by two local supervisors that communicate all of the observed event oc-
currences to each other. It is assumed in [54] that the communication between the
supervisors is loss free and the channels are modeled by FIFO queues and subject
to delays. As a consequence, only pairs of event occurrences that arrives to one of
the supervisors, where one of them comes from the other supervisor, and the other
event has been directly observed by the local supervisor, may have their observation
order different from the original order of occurrence in the plant. Two types of de-
lays are considered: (i) unbounded delay, and (i) k-bounded delay (i.e. the delay
upper bound is equal to k steps), where the same delay bound k is assumed for
all communication channels of the system. TRIPAKIS [54] showed that, in the un-
bounded delay case, the verification of the existence of supervisors is an undecidable
problem. HIRAISHI [55] proposed an automata formalism for communication with
delay in decentralized control, and verifies that the decentralized supervisor problem
is decidable in two special cases: (i) k-bounded delay communication, and (7i) when
every cycle in the state transition diagram of the system contains an event that is
observable by all controllers. SADID et al. [56] studied the problem of synthesizing
robust synchronous communication protocols for decentralized supervisory control,
assuming bounded communication delays that may change the order of event ob-
servations. As in [54] and [55], the same delay upper bound for all communication
channels is assumed. Another important restriction imposed in [56] is that their
approach restricts the problem to those systems whose automaton models have no
loops of communication events (events that are subject to communication delays)
in the original system.

More recently, ZHANG et al. [57] investigate a delay-robustness property in

distributed supervisory control of DES with unknown unbounded communication



delays. To this end, they introduce 2-state automaton model for the inter-agent
communication channels, which makes possible both the computation of the overall
system behavior, and to verify if a distributed controller is delay-robust. Finally,
ZHANG et al. [58] extend the approach proposed in [57] by adopting TDES, in which
communication delays are measured by using the tick event; a procedure for verifi-
cation of timed delay-robustness is presented, and, when the delay-robust property
does not hold, a bounded delay-robustness is considered with a view to comput-
ing the maximal delay bound (measured by number of ticks) for all communication
channels for which the system remains bounded delay-robust.

In the DES literature, communication delays have also been considered in failure
diagnosis [49] B0, [59] and failure prognosis [60]. In [49], the problem of codiagnos-
ability of networked DES subject to communication delays is addressed by assuming
that the occurrences of events are communicated to each local diagnoser through
a set of channels modeled by FIFO queues, and, consequently, communication de-
lays can cause changes in the order of observations received by the local diagnosers.
NUNES et al. [49] use the concept of step to measure the duration of communica-
tion delays, and assume that each communication channel is subject to delays with
a different delay upper bound. In addition, losses of observations are taken into
account in the problems of failure diagnosis in [61H64] and failure prognosis in [65].

Figure shows the main differences between our approach and others previ-
ously presented in the literature regarding the location of the communication chan-
nels subject to delays, the number of communication channels/effect of communica-

tion delays, and the formalism used to measure communication delays.

1.2 Contributions of the Thesis

In this doctoral thesis, we formulate the supervisory control problem of networked
discrete event systems, by assuming the supervisory control architecture depicted in
Figure (b), where the communication between the plant and the supervisor is car-
ried out through a network that can have several channels, so that, communication
delays can cause changes in the order of the observations. We also consider inter-

mittent loss of observations, but not delay and loss in the transmission of control
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Communication between . .
Plant and Supervisors/Agents Communication among Supervisors/Agents
This work

[50,54-60]
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Several communication channels Several communication channels . s
with different delay bounds with the same delay bound Single communication channel
Observations may be in different Observations may be in different Observations in the same order
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This work
(40] [50,54-60] [14,30-37,39-47]
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A priori knowledge of: Communication delays Untimed model with
- The minimal activation time of at most k steps tick event
of the plant transitions; [30,31,54,55,57]

- The maximal delay upper bound 114 35 36 39.46,49,50,54-56,59,60] [37,47,58]

of the communication channels.
This work

Figure 1.2: Comparison among different networked DES regarding the location of
the communication channels subject to delays, the number of communication chan-
nels/effect of communication delays, and the formalism used to measure communi-
cation delays.

actions from the supervisor to the plant.

We propose a model, based on [49], for a class of networked DES, to be referred
to as Networked Discrete Event Systems with Timing Structure (NDESWTS), for
which we assume a priori knowledge of (i) the minimal activation times of the
plant transitions, (i) the maximal communication delay, possibly different, of each
channel in the communication network, and (7ii) the set of events that are subject
to loss of observations. In order to avoid using the concept of step or the TDES
model proposed in [38], we model the consequences of communication delays of the
observations received by the supervisor by directly applying the time information.
To this end, we define an extended language that represents all possible implications
of communication delays and loss in the observations received by the supervisor. In
addition, we present an algorithm for the construction of an untimed deterministic
finite-state automaton that generates the extended language associated with a given

NDESWTS. This model is general enough to allow its application to other research
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topics in NDESWTS, such as, decentralized diagnosis of networked DES [66), [67].

Based on the model for NDESWTS proposed here, we formulate a networked
supervisory control problem, and present a necessary and sufficient condition for
the existence of a networked supervisor. We also present a systematic way to design
networked supervisors, where we use the property of relative observability in order
to increase the achievable language permissiveness.

In order to circumvent the drawbacks regarding the doubly exponential complex-
ity of the algorithm proposed by [15], and, thus, to apply the relative observability
to increase the language permissiveness of the supervisory control for NDESWTS,
we also propose three new algorithms for the application of relative observability.
The first algorithm, which has polynomial time complexity, can be used to verify
if a regular language is relatively observable. The second algorithm computes the
supremal relatively observable sublanguage of a regular language. This algorithm
has exponential complexity, and is, therefore, considerably more efficient than that
proposed in [I5]. The key to the success of this algorithm is a new property on
relative observability presented in this work, which ensures that for any ambient
language, there exists an equivalent reduced ambient language that is a subset of
the given language. It is worth remarking that the computational complexity of the
algorithm proposed here for the computation of the supremal relatively observable
sublanguage becomes polynomial when the automaton that marks the admissible
language is state partition. The third algorithm, which is based on the second
one, can be used to compute a controllable and observable sublanguage of a regular

language by using the concept of relative observability.

1.3 Thesis Organization

The remainder of this doctoral thesis is structured as follows. We present some
fundamentals on DES and supervisory control theories in Chapter [2 In Chapter [3]
we introduce a new property of relative observability (Section and propose
three new algorithms: an algorithm for the verification of relative observability
(Section, an algorithm for the computation of the supremal relatively observable
sublanguage (Section , and an algorithm for the computation of a controllable
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and observable sublanguage of a regular language by using the concept of relative
observability (Section. In Chapter , we address the supervisory control problem
of NDESWTS, and, to this end, we formally define NDESWTS and propose an
equivalent model for this class of discrete event systems in Sections and [£.2] In
the sequence, we formulate and solve the supervisory control problem of NDESWTS
(Section . Finally, in Chapter |5, we present the conclusions and outline future

research directions.
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Chapter 2

Fundamentals of Discrete Event

Systems and Supervisory Control

In this chapter, we present a brief review on Discrete Event Systems (DES) theory
and Supervisory Control of DES, with a view to introducing the main concepts on
DES for novice readers. The theory presented here is based on CASSANDRAS and
LAFORTUNE [68], except for Section [62] and Subsection [2.5.3] [15].

The organization of this chapter is as follows. The definition of discrete event
system is presented in Section 2.1} The languages associated with DES are formally
defined together with some of their operations in Section 2.2l An overview on the
automata theory is presented in Section 2.3, A model for DES subject to intermit-

tent loss of observations is presented in Section 2.4, Some concepts of supervisory

control theory are presented in Section [2.5 in Subsections[2.5.1 and [2.5.2] we address

the problem of supervisory control under partial controllability and partial observ-
ability, respectively, and, in Subsection we review the definition of relative

observability.

2.1 Discrete Event Models

A system can be defined as a set of parts that act jointly to perform a task that
cannot be performed by any of these parts separately. A system is usually formed
by physical parts as, for example, the machines in a manufacturing system, or can

also be associated with abstract phenomena such as financial transactions by using
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digital currency or digital payment systems (e.g., PayPal, Bitcoin, Ethereum).

When a system is studied in engineering, a model is usually created to charac-
terize the behavior of the real system in a given level of abstraction. In order to
construct a model, two sets of measurable variables are frequently chosen to describe
the behavior of the system. The first set comprises the input variables, which can
be directly manipulated. The second set comprises the output variables, which,
although can be measured, they cannot be directly manipulated.

A system is said to be static if the values of its output variables, at every time
instant ¢ = t,, are determined solely by the values of its input variables at ¢ = ¢,
and, consequently, they do not depend on the previous input values, i.e., for t < t;.
On the other hand, in a dynamic system, the values of its output variables, at all
time ty, depend on the previous values of its input variables. In order to deal with
this fact, the concept of state is introduced, being used to store the information
about the previous behavior of the dynamic system that is needed to determine its
current output values. Namely, the state of a dynamic system at a given time ¢,
is the information required at ¢y such that the outputs of the system are uniquely
determined, for all t > t,, from the knowledge of the state at ¢ty and the input values
during time interval [to,¢]. The state space of a dynamic system, usually denoted
by X, is the set of all possible values that the state can assume.

In accordance with the features of the system and the task purposes, the model
used to represent the system can have continuous or discrete state variables, where,
in the last case, the state variable can only assume values belonging to a discrete
set. In addition, the model can be continuous-time, i.e., the state variables of the
systems are continuous-time functions, or discrete-time, i.e., the sate variables of
the systems are discrete-time functions and, thus, functions defined only at discrete
instants in time.

A distinct class of systems with discrete state space is that formed by systems in
which the state transitions are associated with events that occur asynchronously at
discrete points over time. An event can be seen as an instantaneous occurrence that
causes a transition from one state value to another. They can be associated with a
specific action, such as, somebody activates a machine, or spontaneous occurrences,

e.g., a shutdown of a computer due to an unknown agent, or, still, the result of sensor
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measurement. Such systems, whose state transitions are driven by the occurrence

of events, are called Discrete Event Systems, being formally defined as follows.

Definition 2.1 (discrete event system [68]) A discrete event system (DES) is
a dynamic system with discrete state space, where the state evolution is dictated by

the occurrence of asynchronous discrete events over time.

Because of the asynchronous nature of the state transitions of discrete event
systems, their dynamics are, frequently, modeled as a function of sequences of events.

For this reason, we review, in the next section, the concept of language.

2.2 Languages

The logical behavior of a DES can be described by the sequence of states visited by
the system, and the sequence of events (strings) that induced these state transitions.
The set of all strings that can be generated by a system characterizes its language,

which is formally defined as follows.

Definition 2.2 (language) A language defined over a finite event set 3 (alphabet)

is a set of finite-length strings formed with events in .

The concatenation is the operation of linking events and/or strings together in
a series, and is the basic operation for the creation of strings and, consequently,
languages. For example, string abb formed from events in ¥ = {a, b}, can be formed
by the concatenation of string ab with event b, and string ab is obtained from the
concatenation of events a and b. The empty string, denoted by ¢, is the identity
element of concatenation, i.e., se = €s = s, for every string s.

The Kleene closure of an event set 3, denoted by ¥*, is the set of all finite-length
strings formed from events in Y, including the empty string . All languages defined
over X are, therefore, subsets of ¥*. In particular, (), ¥ and ¥* are languages defined

over ..

Example 2.1 Consider the set of events ¥ = {a,b}. Then, ¥* = {¢,a,b,aa, ab,
ba, bb, aaa, aab, aba, abb, baa, bab, bba, bbb, . ..}, and Ly = 0, Ly = {¢, a,aa, aaa, ...},
Ls = {aa, ab,ba,bb} and Ly = ¥* are languages defined over 3.
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Before presenting the operations on languages, we need to define some termi-
nology about strings. Let us consider a string s arbitrarily partitioned as s = tuwv,
where t,u,v € ¥*, being, therefore, substrings of s, in particular, substring ¢ is a
prefix of s, whereas substring v is a suffix of s. Notice that, ¢ and s are both sub-
strings, prefixes and suffixes of s. Additionally, ||s|| denotes the length of string s.
The length of the empty string ¢ is equal to zero.

2.2.1 Operations on Languages

Since languages are sets whose elements are strings, the usual set operations, such
as union, intersection, difference and complement with respect to 3*, can be also

applied to languages, as we illustrate in the following example.

Example 2.2 Consider event set X = {a,b,c} and languages K1 = {¢,a,ab,abc}
and Ky = {a,bc} defined over 3. Then, the union, the intersection and the difference

between K and Ks, and the complement of Ko with respect to ¥* are, respectively,

KyUK, = {eg,a,ab,bc,abc},
K1 ﬂKg = {a},
K\\Ky, = {e,ab,abc},

KS = {e,b,¢c,aa,ab,ac,ba,bb, ca,ch, cc,aaa, ...}

In addition to set operations, the following operations on languages are frequently

used in DES theory.

Concatenation

Let K; and K, denote languages defined over a set of events . The concatenation

of K with K, is the language
KKy :={se X" :(3(s1,52) € K1 x Ky)[s = s159] }.

That is, a string belongs to KK, if it can be formed by the concatenation of a

string in K7 with a string in K.
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Prefix-closure

Let K C ¥*. The prefix-closure of K is the language
K:={se¥ :(3teX)|st e K|}.

In words, K is the language formed by all prefixes of all strings in K. Notice that
K C K. Additionally, a language K is said to be prefix-closed if K = K.

Kleene-closure

Let K C ¥*. The Kleene-closure of K is the language
K'={efUKUKKUKKKU ---

That is, the Kleene-closure of K is the set of all finite-length strings created by the

concatenation between strings in K and also includes the empty string €.

Example 2.3 Consider the event set ¥ and the languages K; and K, presented
i FExample . Firstly, notice that K; = K, and, thus, K, is prefiz-closed. The
concatenation of K1 and Ks, the prefiz-closure of Ky and the Kleene-closure of Ko

are, respectively,

K1Ky = {a,aa,bc,aba,abe, abea, abbe, abcbe},
Ky = {e,a,b,bc},

K; = {e,a,aa,be,aaa,abe, bea, aaaa, aabe, abca, beaa, bebe, . ..}

Let ¥, and ¥; denote two sets of events such that ¥, C ;. The following
operations are used, respectively, to remove and to add some events from the strings
that belong to a language.

Natural Projection [23]
The natural projection P of a string s € ¥ is the mapping:
P:¥ — X
s — P(s)
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defined as follows:

Ple) = ¢,
o, ifo e,
P(o) =
e, ifoel \ DI
P(so) = P(s)P(0), for s € X and 0 € %J;.

The natural projection operation is extended to a language K C ¥} by applying P
to all string in K, that is,

P(K):={te X : (Is € K)[P(s) = 1]} .

Throughout the text the terms projection and natural projection will be used with

no distinction.

Inverse Projection

The inverse projection P! of a string ¢ € X* is the mapping:

P 2P — 2%

t — P71

defined as follows:

P l(t):={seX: P(s)=t}.

In addition, the inverse projection P~! of a language K, C X* is the union of the

inverse projections of all strings in Kj, that is:

PUE,) = {se%: (3teK,)P(s)=1t]}.

Example 2.4 Consider event sets ¥, = {a,b,c} and X; = {a} and the projection
P : % — X% The projection of language K; = {a,b, ¢, aab, aba, aca, aaabc}, defined
over 3y, is P(K}) = {¢,a,aa,aaa}. On the other hand, the inverse projection of

language K, = {a}{a}*, defined over ¥, is P7Y(K,) = {b,c}*{a}{a,b, c}*.

We can use languages to describe the behavior of a DES and apply the operations
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described above to manipulate the discrete event model. However, it could be hard
to directly work with them. For example, language Ky = {a}{a}* is the set of
all finite strings in X% = {a}* except for the empty string €. Notice that it is
difficult to list all strings in K, and, thus, the manipulation of this language is
quite difficult. In order to circumvent this problem, we can use some formalisms to
represent the languages of a DES in an appropriate manner, e.g., automata [68], 69
and Petri nets [70} [7T]. In the following section, we will present some fundamentals

on automata theory, that we intend to use throughout this work.

2.3 Automata

Automata are devices that can be used to represent an important class of languages
according to well-defined rules. This formalism represents languages by using a state
transition structure, that is, by specifying which events can occur at each state of

the system [68].

Definition 2.3 (deterministic automaton [69]) A deterministic automaton G
1S a siz-tuple

G = (X,E,f,r,l’o,Xm),

where X is the set of states, 3. is the set of events associated with G, f : X x¥ — X is
the partial transition function, such that f(x,0) =y means that there is a transition
labeled by event o from state x to state y, I' : X — 2% is the set of active events EL
that is, for all x € X, I'(x) = {0 € ¥ : f(x,0)!}, where ! means that f(x,0) is
defined, i.e., Jy € X : f(x,0) =y, x¢ is the initial state, and X,, is the set of

marked states.

The dynamic behavior of an automaton G occurs as follows: at the beginning,
the automaton is in the initial state xy; when some event o € I'(xg) occurs, G goes
from state xy to state x = f(xg,0) and remains there until some event in I'(z)
occurs, in which case, the automaton either moves to another state or can even
remain in z (self-loop). After that, this process repeats according to the definition

of transition function f.

1Strictly speaking, the use of I' in the definition of G is redundant. However, we will keep it
throughout the text because it sometimes makes the description of new automata easier.
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Definition [2.3| do not impose that the set of states X must be finite. When X is
finite, the automaton is said to be a finite-state automaton. Henceforth, the term
finite-state deterministic automaton will be referred simply to as automaton.

A graph representation is a simple form of depicting an automaton. The state
transition diagram of an automaton is a graph where each vertice is a state of the
automaton, and the edges of the graph are associated with the transitions of the
automaton. In addition, the initial state is identified by an arrow, and the marked
states are highlighted by double circles. From the state transition diagram of an
automaton, it is possible to infer some information about its elements, as shown in

following example.

Example 2.5 Consider the state transition diagram of automaton Gy depicted in
Figure [2.1.  From this picture, it can be concluded that the set of states of Gy is
X = {0,1}, the initial state is xo = 0, the set of marked states is X,, = {0}, the
transition function is defined for the following pairs belonging to X x%: f(0,«a) =0,
f(0,0) = f(0,5) =1, f(1,a) =1 and f(1,0) =0, and the sets of active events for
each state of G1 are T'(0) = {a, 8,0} and T'(1) = {a, 0}. Moreover, from Figure[2.1]
Y D {a,pB,0}. Notice that ¥ can have other events that do not directly affect the
dynamic of Gy, but they can affect the results obtained when Gy is applied to the

composition operations that we will present further in this chapter.

Figure 2.1: Example of state transition diagram of an automanton.

Each directed path that can be followed along the state transition diagram of
an automaton can be associated with a string obtained by the concatenation of
the event labels of the transitions composing this path. Frequently, two languages
are associated with automaton behavior, as follows: (i) the language generated
by automaton G, denoted as L(G), that is the set of all strings associated with
each directed path starting at the initial state, and (i) the language marked by
automaton G, denoted by L,,(G), that is the subset of L(G) composed by all strings
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that reach a marked state. If a language can be marked by a finite-state automaton,
it is said to be a regular language.

In order to formally define the languages generated and marked by an automaton,
let us extend the transition function to the domain X x ¥*, as follows: (i) f(x,¢) :=
x; (i) f(x,s0) = f(f(x,s),0), for all z € X, s € ¥* and ¢ € X such that
f(z,s) =y and f(y,o) are both defined.

Definition 2.4 (generated and marked languages) The language generated by
automaton G is defined as L(G) := {s € ¥* : f(xo,s)!}. The language marked by G
is defined as L, (G) = {s € L(G) : f(xg,s) € X}

Notice that, in accordance with Definition 2.4 ¢ € L(G), for all G with a
nonempty set of states. In addition, L(G) is prefix-closed and L,,(G) C L(G). Con-
sequently, T(G) C L(G). Then, there are two possibilities: (i) Ln(G) = L(G),
or (ii) L,(G) is a proper subset of L(G), i.e., L, (G) C L(G). When (i) L,,(G) =

L(G), G is said to be nonblocking. On the other hand, when (ii) L,,(G) C L(G),

automaton G is said to be blocking.

2.3.1 Operations on Automata

In this subsection, we review some operations on automata. Initially, we present
unary operations that can be used to modify the state transition diagram of an
automaton. In the sequence, we show composition operations that can be applied

to combine two or more automata.

Accessible Part

A state x € X of an automaton G is accessible if there exists a string s € ¥* such
that f(xg,s) = z. Otherwise, x is a non-accessible state.
The Ac operation removes all non-accessible states of an automaton G, and is

formally defined as follows:

AC(G) = (Xacv 27 faca Fa,ca xO) Xm,ac)a

where Xac - {iL' c X: (HS € E*Mf(ﬂfo, S) = x]}a fac - f‘XacXEHXaca Fac - FlXacﬁXaca

and X, oc = Xy N Xge. The notation f|x,.xx-x,. (resp. I'|x,.—x,.) means that the
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domain of transition function f (resp. I' function) was reduced to pairs in X,. x X
(resp. states in X,.). Notice that, Ac operation does not affect the languages

generated and marked by the original automaton.

Coaccessible Part

A state x € X of an automaton G is coaccessible if there exists a string s € ¥* such
that f(x,s) € X,,. Otherwise, z is a non-coaccessible.
The CoAc operation excludes all non-coaccessible states of an automaton G,

being formally defined as:

COAC(G) = (XCO(L07 %, fcoaca ZL0o,coacs Xm)a

where Xopoe = {z € X : (s € X%)[f(z,5) € Xi]}, feoae = [

XeoaeXX—Xcoac? 1—‘coac -

I X.one— Xeones A Z0 coae = To, if 2o € Xeoae, Or undefined, otherwise.

Notice that, C'oAc operation can affect the language generated by the original
automaton, but it does not modify the marked language. In addition, when G =
CoAc(G), G is said to be coaccessible, and L(G) = L,,(G), which implies that

coaccessibility is closely related to nonblocking.

Trim Operation

Trim operation is equivalent to applying Ac and CoAc, consecutively, that is, for
an automaton G, Trim(G) := CoAc[Ac(G)] = Ac[CoAc(G)]. When G = Trim(G),

(G is said to be a trim automaton.

Complement Operation

The automaton obtained by applying the complement operation to a deterministic

automaton G is defined as:
GY = (X U{zg}, %, f,T° 29, XE)

where

x,0),if o x
oy | S ito @)

x4, otherwise,
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I“(z) =3, for all x € X U{z4}, and X, = (X U{z4}) \ Xn.
Notice that the language generated by automaton G¢ is equal to ¥*, and the
language marked by G¢ is equal to the complement of L,,(G) with respect to :*.

Example 2.6 Consider automaton Gy depicted in Figure (a). It can be checked
that state 3 of Gy is not accessible, and states 1 and 4 are not coaccessible. There-
fore, the state transition diagrams of Ac(Gz) and CoAc(Gs) are those presented in
Figures [2.9(b) and [2.9(c), respectively. Moreover, from the definition of Trim op-
eration, we can conclude that states 1, 4 and 3 are not states of trim(Gs), whose
state transition diagram is depicted in Figure (d) Finally, automaton GS, ob-
tained from Gy by applying the complement operation, is depicted in Figure (e).
Notice that, L, (GS) = X*\ {BoHa, B,v}*, which is equal to the complement of
L (Gy) = {Bo}{a, B,v}* with respect to ¥* = {«, B,~,0}*.

We will now present two composition operations on automata, product and par-
allel composition, that model different types of interconnection among automata
that work concurrently. To do so, let us denote Gy = (X1, %1, f1,'1, zo,, X, ) and
Gy = (X2, X9, fo, 9, 20y, Xiny). The difference between the product of Gy and Ga,
to be denoted by G7 x G9, and the parallel composition of G; and G, to be denoted
by Gi||G2, concerns the private events of these automata. In both, product and
parallel composition, a transition labeled by a common event (i.e., those events in
Y1 N Yy) can occur if, and only if, it occurs simultaneously in G; and G5. On the
other hand, product Gy x G5 does not have transitions labeled by private events of
G, or G9, whereas these transitions can occur asynchronously in the parallel com-
position G||Gs. The product and the parallel composition of two automata are

formally defined as follows.

Product

The product of automata G; and G5 is the automaton

G1 X Gg = Ac(Xy X X9, 21 U, fixa, [ixa, (Toy, Toy)s Xy X Xiny)
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Figure 2.2: State transition diagrams of automata Gy (a), Ac(Gs) (b), CoAc(G3)
(c), trim(G3) (d), and GY (e).

where

(fi(z1,0), fa(xe,0)), if 0 € T'1(x1) NTa(xs),

undefined, otherwise,

fixa((w1,29), 0) :=

and ['yyo(zq, x2) = T'1(z1) NTo(z2). It can be seen that the language generated and
the language marked by G; x G5 are, respectively,

L(Gi1 x G3) = L(Gy)NL(Gy),
Lm<G1 X Gg) = Lm(Gl) N Lm(Gg)
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Parallel Composition

The parallel composition of automata GG; and G5 is the automaton
G1HG2 = Ac (Xl X X27 E1 U 227 f1||27 P1H27 (x017'r02)7 Xm1 X sz)

where

([ (fi(21,0), folws, 0)), it & € Ty (1) N Ta(xs),
(fl(ZEl,O'),ZL‘Q), lf o € Fl(Il) \ 22,
(21, fa(xa,0)), if 0 € Ta(x2) \ X4,

\ undefined, otherwise,

fijp((@1,22),0) =

and I'ya(z1,22) = [[1(21) N Ta(a2)] U [Fi(xq) \ X9 U [Ta(2) \ X1]. The language
generated and the language marked by G ||G, are, respectively,

L(Gh||Gsy) = PHL(GY)] N P L(GY)),
Lm(G1”G2) = Pl_l[Lm(Gl)] N PQ_I[Lm(GQ)]a

where P, : (37 UXy)" — XF, for i = 1,2.
From the definitions of product and parallel composition, we can see that both

operations are associative, and can be extend to three (or more) automata as follows:

G1XG2XG3 = (01XG2>XG3:G1X(GQXG3);
Gi||Ga||Gs = (G1]|G2)]|Gs = G1|[(G2]|G3).

Example 2.7 Consider automata Gs = (X3, X3, f3, ['s, Zoy, Xing ) and Gy = (X4, Xy,
f0.Tas oy Ximy), depicted in Figures [2.9(a) and [2.3(b), respectively, and assume
that X3 = {«a, 5,7} and ¥y = {a,B,w}. The automata obtained by the product
and parallel composition of Gs and Gy are presented in Figures[2.J(a) and [2.(b),
respectively. Notice that, although the private event vy (resp. w) is active in state 2
of G (resp. 0 of Gy), this event is not active in state (2,0) (resp. states (0,0) and
(2,0)) of automaton G5 x G4, however, event vy (resp. w) is active in states (2,0)

and (2,1) (resp. (0,0) and (2,0)) of G3||Gy.

25



(a) (b)

Figure 2.3: State transition diagrams of automata G3 (a) and Gy (b).
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m
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(b)

Figure 2.4: State transition diagrams of automata G4 x G5 (a) and G4||G5 (b).

2.3.2 Subautomata

Let Gy = (X1, %4, f1,T1, %0, Xiy) and Go = (Xo, Xy, f2, I'a, 70,, Xin,) denote au-
tomata. We say that G is a subautomaton of G if the state transition diagram of
(g1 is a subgraph of the state transition diagram of G5. Formally, G; is a subau-

tomaton of G5, denoted by G C G, if

(VS € L(Gl)a fl(x(h?s) = f2(x02’ S)) N (Xm1 = Xy N Xl)'

Notice that this condition implies that X; C X5, xg, = xo,, L(G1) C L(G2) and
Ln(Gy) C Ly (Gs).

2.3.3 Language Projections and Observer Automaton

The observer automaton is used to model the behavior of an automaton G =
(X, %, f,T,x¢, X,,) over a set ¥, C 3 of observable events. Namely, the observer of
G with respect to ¥,, denoted by Obs(G,Y,), is a deterministic automaton whose
generated and marked languages are, respectively, P,[L(G)] and P,[L,,(G)], where
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P, denotes the projection P, : ¥* — X7,

In order to formally define Obs(G,%,), let us first define the unobservable reach

of a state z € X as:

UR(z,%,) :={y € X : (3t € (X \ Xo)")[f (2, 1) =y}

and, similarly, for all B € 2¥,

UR(B,%,) = | ) UR(z,%,).

zeB

We can now define the observer of G with respect to X, as:

ObS(G, Eo) = AC(2X7 Eo; fob57 I‘ob37 UR(I07 ZO)? Xmobs)7

where

fors(B,0,) = UR({z € X : (32" € B)[f(2,0,) = 2]}, %,),V(B, 0,) € 2% x %,
Lops(B) = {00 € S0t fobs(B,0,)!}, VB € 2%,

X, = {B€2¥X:BNX,, #0}.

The observer automaton can be constructed by using the following algorithm.

Algorithm 2.1 (Construction of Observer Automaton [72])
Inputs:

o G = (XX, f, "z, X0n);

e Y, set of observable events.

Output:
hd ObS(G, Zo) = (X0b57 207 fobsa Fobsa Lo,0bs) Xm,obs)-

Step 1: Define xo ops = UR(x0, 20), Xobs = {To.0bs} and X2 = X .
Step 2: Set X“™P = Xnew qnd X"ev = ().

obs obs obs

Step 3: For each B € X<

obs °

0 3.1: Tops(B) = (U en T'(@)) N s
o 3.2: For each o € T ys(B):
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(a) s = for(B,0) = UR({z € X : By € B)lw = f(y, )]}, ).
(b) If Tops & Xops, then X2 <— XD U {xpps }-

obs obs

Step 4: If X" £ 0, then Xops < Xops U XY and return to Step 2.

obs obs

Step 5: Xmobs = {B € Xops : BN X, # 0}
The following example illustrates the use of Algorithm [2.1]

Example 2.8 Consider automaton Gs initially shown in Figure [2.9(a), and also
depicted in Figure [2.8(a), and assume ¥, = {B8,~}. Automaton Obs(Gs,%,), de-
picted in Figure (b), was obtained by using Algorithm as follows:

Step 1: xoops = {0,1}, Xops = {{0,1}} and X2 = Xops;

Step 2: X2 = {{0,1}} and X7v = ();

obs obs

Step 3: Tops({0,1}) = {8}, fors({0,1}, 8) = {2,3} and X5 = {{2,3}};
Step 4: Since X0 £ 0, Xops < {{0,1},{2,3}} and we return to Steps 2;

obs

Step 2: X2 = {{2,3}} and X7 = ();

obs obs

Step 3: Tops({2,3}) = {7}, fobs({2,3},7) = {0,1} and X[5" = 0;
Step 4: Since X" = (), then the accessible part of Obs(Gs,%,) is complete;

obs

Step d: Xm,obs = {{273}}

Obs(G3,%,): B
—{0,1} {2, 33|
Y

(b)

Figure 2.5: State transition diagrams of automata G3 (a) and Obs(Gs3,3,) (b).

State Partition Automaton

Let G = (X, %, f,T", 20, X},,) and Obs(G,X,) = (Xobs, Loy fobss Lobss T0.s Xmyp,) DE
an automaton and its observer with respect ¥, respectively. Automaton G is said to
be state partition if, for all B, B" € X5, B # B’ implies that BN B' = () [22, [73H75].

When automaton G is not state partition, an equivalent state partition automaton
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can always be obtained by computing [76]
Gsp = GHObS(Ga Zo)a

such that L(Gsp) = L(G) and L,,(Gsp) = Ln,(G). The state partition property
is useful in the computation of the supremal normal sublanguage [74], and, as we
will present in Chapter [3] we use this concept to compute the supremal relatively

observable sublanguage of a given language.

Inverse Projection

We sometimes need to compute an automaton that represents the inverse projections
of the generated and marked languages of an automaton G = (X, %, f, T, zo, X;)
with respect to a projection P, : ¥ — ¥*. To do so, we can add self-loops at each
state of G labeled by the events in (X; \ ). The generated and marked languages
of the automaton obtained through this procedure are P, '[L(G)] and P, '[L,,,(G)],

respectively.

2.4 Discrete Event Systems Subject to Loss of
Observations

In this section, we present the model for DES subject to intermittent loss of obser-
vations proposed by CARVALHO et al. [62], which can be used to handle loss of
observations caused by either sensor malfunction or communication problems. CAR-
VALHO et al. [62] consider the case when the set of events of a DES is partitioned
as follows:

Y= EUOUEZOUETLZOa

where X2, is the set of unobservable events, ¥, is the set of observable events subject
to loss of observations, and X,;, is the set of observable events that are not subject
to loss of observations. In order to represent loss of observations, the renaming
function ¢ is defined in domain ¥;,, where, for all o € ¥, £(0) = 0. In addition,
the set of events XI = {{(0) : 0 € X;,} is defined, and, thus, the set of events

becomes X4 = XU Zéo. The operation that determines the language over >4; that
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is generated by the DES in the presence of loss of observations is formally defined

as follows.

Definition 2.5 (Dilation [62]) Dilation is the mapping D : ¥* — 2% recur-

siely defined as:

D(e) = {e};
{o}, if o € 2\ Xy;
{o,00}, if 0 € ;3
D(so) := D(s)D(o), for all s € ¥* and o € X.

The extension of D to domain 2%, i.e., to languages, is defined as D(L) =

User D(s)-

The idea behind the definition of dilation is to represent the loss of observation of
an event o by replacing it with o; = ¢(¢). For example, by assuming ¥ = {«, 5}
and ¥, = {f}, the dilation of string s = Saf is D(s) = {Baf, Bias, Bapfy, o},
where: (i) string Saf represents the case when no loss of observation occurs, (i)
string [ (resp. Saf)) represents the case when only the observation of the first
(resp. the second) occurrence of event f3 is lost, and (4i) string 5,3 represents the
case when both observations of event ( are lost.

Consider a DES modeled by an automaton G and let X, = 3;,,UX,,;, denote the
set of observable events and Py, : X7, — X, the natural projection from 37, over
Yk, Then, for a string s € L(G), Puio(D(s)) is the set of possible strings that can
be observed when the plant executes s in the presence of loss of observations.

An automaton model Gy that takes into account loss of observations was pro-
posed in [62], being formed by adding to the transitions labeled with event o € ¥,
parallel transitions labeled with the corresponding event o; € ¥ . Gy is formally
defined as:

Gaa = (X, Bait, fair; Lait, 20, Xom), (2.1)

where Zdil =XU El

lo

Lyu(x) = D(I'(z)), and fg is defined as follows: Vx € X,
fai(z,0) = f(x,0) for 0 € ¥, and fay(x,00) = f(z,0) for 0; € 3} . As proved in
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The following example illustrates the use of dilation and the construction of

automaton Gy;.

Example 2.9 Let us consider the generated and marked languages of automaton
G5 depicted in Figure [2.0(a), where & = {a, B,0, 1,0} and Z, = {a, B,7}. If we
assume that ¥, = {8}, then D(L(G)) = {aBuy, abiuy,any}, and D(L,(G)) =

{aBuy, abijuy,any}. Notice that, for string s; = any, D(s1) = {any}, which
implies that the unique string that can be observed when the plant executes s is
avy. On the other hand, when the plant executes string s = afuy, either string
afy or string ay is observed since Py o(D(s2)) = Pauo({aBuy, afiuy}). Finally,
automaton Gs,,, whose generated and marked languages are, respectively, D(L(G))

and D(L,,(G)), is depicted in Figure [2.6(b).

Figure 2.6: Automata G5 (a) and G5, (b).

Let s,s1,8 € ¥*, and K, K; and K, languages defined over . Let Ky; be a
subset of ¥}, not necessarily obtained by dilating some K € »*. Table presents

some properties of dilation proved in [IJ.

2.5 Supervisory Control

In the classical control theory, feedback control systems are frequently used to modify
the behavior of a system. In the same way, in discrete event systems theory, we
can use a feedback control to modify the behavior of the DES, when the language
generated by the DES contains strings that violate specifications that we want to
impose on the behavior of the system. This feedback control is called Supervisory
control.

Let the behavior of the open-loop system be modeled by an automaton GG. Then,

the control specifications are defined with a view to preventing unacceptable strings

31



Table 2.1: Properties of Dilation [1].
P1 K C D(K)
P2 Sl%SQ@D(Sl)ﬂD 32):@

P3 D
P5 D(K,)ND(K,;) = D(K; N K>)

P6 D(K)=D(EK)

P7 D(K,\ K») = D(K;) \ D(K>)

P8 K, C K, D(K,) C D(K,).

P9 K =K, N forall K C Ky C D(K)
P10 D(s)ND(K) #£0 < D(s) C D(K)

of L(G) from happening; for example, when the order of certain events is not correct,
or strings that reach deadlocks, livelocks, or unacceptable states, e.g., a state that
represents a buffer overflowed or the collision between machines. In accordance with
the control specifications, we define the sublanguage L, of L(G), usually referred
to as admissible language, that represents the legal behavior of the compensated
system. When the compensated system behavior remains inside L,, it is said to be
safe. In the supervisory control problem, we want to design a supervisor that is able
to make the compensated system be safe. We also have the following additional
requirements: (i) the compensated behavior must be as permissible as possible, and
(1) blocking cannot occur.

In accordance with the supervisory control paradigm proposed by RAMADGE
and WONHAM [23], 24], the supervisor can observe some, possibly all, of the events
generated by GG and, then, determines those events in the current set of active events
of GG that are allowed to occur. In other words, the supervisor can disable some, but
not necessarily all, of the active events of G. Notice that, the supervisors can be
restricted to observe a subset of the events generated by G (observable events), and
they can be limited to disabling only a subset of the feasible events of G (controllable
events).

In the following subsection, we define the supervisory control problem under full

observation, i.e., we assume that the supervisor is able to observe all of the events
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generated by the DES.

2.5.1 Supervisory Control Problem

Consider a DES modeled by a language L defined over a set of events >, where
L = L is the set of all strings that can be generated by the system. Without loss
of generality, assume that L is the language generated by an automaton G, i.e.,
L = L(G). The supervisory control problem consists in designing a supervisor S
that is able to interact with G in a feedback manner, as depicted in Figure [2.7]
and make the compensated system S/G (read as “S controlling G”) be safe, i.e.,
L(S/G) = L, C L(G).

G

Figure 2.7: The feedback loop of supervisory control.

Formally, a supervisor is a function S : L(G) — 2%, from the language gener-
ated by G to the power set of ¥, such that the new set of active events I'x|[f (o, s)],
i.e., the events that G can execute at state f(zo,s) under the control of S, is equal
to I'[f(xo0,s)] N S(s). In other words, G is not able to execute an event o at state
f(zo,s) if o does not belong to S(s).

The compensated system S/G is a DES and its generated language is recursively

defined as follows:
(i) € € L(S/G);
(i7) Vs € ¥* and Vo € 3, so € L(S/G) & s € L(S/G) N so € L(G) N o € S(s).

The language marked by S/G is defined as:

Lon(S/G) = L(S/G) N Ln(G).
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Supervisory Control Under Partial Controllability

Assume, now, that the set of events ¥ is partitioned as ¥ = ¥ UX,,., where X, is the
set of controllable events, that is, the events that can be disabled by a supervisor
S, and X,. is the set of uncontrollable events that cannot be disabled by S. In
this regard, a supervisor is said to be admissible if ¥,. N I'[f(zo, s)] € S(s), for all

s € L(G). Hereafter, we will consider admissible supervisors only.

Definition 2.6 (controllability) Let K and L denote languages defined over a
set of events X, such that K C L and L = L, and assume that ¥ is partitioned as
Y =X UX.. Then, K is controllable with respect to L and ¥, if KY,.NLCK.

Definition can be interpreted as follows. If K is controllable, then for all string
s € K and for all uncontrollable event o, € 2., if string so,. belongs to L, it also
belongs to K. Notice that, controllability is a property of the prefix-closure of a
language, i.e., a language K is controllable if, and only if, K is controllable.
Controllability becomes an important property because, as stated by the follow-
ing theorem, it is associated with the existence of a supervisor that is able to make
the language generated by the compensated system equal to the prefix of a given

admissible language.

Theorem 2.1 (controllability theorem) Consider a DES modeled by an au-
tomaton G, where ¥ = X .UY%,.. Let K C L(G), where K # 0. Then, there exists
a supervisor S such that L(S/G) = K if, and only if, K is controllable with respect
to L(G) and X,..

In order to satisfy the language permissiveness objective when an admissible
language K is not controllable, we must restrict to a sublanguage (i.e., a subset)
of K that is controllable, and search for the “largest” sublanguage of K that is
controllable, where “largest” here concerns set inclusion. This language is called the
supremal controllable sublanguage of K and is denoted by K¢,

It can be checked that controllability is closed under set union, that is, if lan-
guages K;, i = 1,2,...,n, are controllable with respect to L(G) and X, then so
is language K; U Ky U ... U K,,. As a consequence, it can be concluded that the
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supremal controllable sublanguage of a given language K always exists. In the worst
case, K¢ = (). On the other hand, if K is controllable, then K¢ = K.

Another important language associated with K is the infimal prefix-closed and
controllable superlanguage of K, denoted by K+¢. This language is such that all
prefix-closed and controllable languages that are supersets of K, are also supersets
of K¥¢. The existence of K+¢ is proved by using the following property of controlla-
bility: if the prefix-closed languages K, i = 1,2, ..., n, are controllable with respect
to L(G) and ¥, then so is the prefix-closed language K1 NK,N...NK,. Moreover,
in the worst case, K¥¢ = L(G). On the other hand, K*¢ = K if K is controllable.

Let K and L be regular languages, and consider automata H = (X, >, f, Iy,
20, Xm, ), where L(H) = K and L, (H) = K, and G = (X,, %, fo:Tgs 20y, Xomy ),
whose generated language is L. The computational complexity of checking if K
is controllable with respect to L and ¥,. is O(|X4| - | X,| - |X]), where notation | |
is used to denote the cardinality of a set. In addition, the computation of K¢ is
O(|Xnl? - 1 X, - |2]), and becomes O(|X},| - | X,| - |X|) when K is prefix-closed. The
computation of K¥¢ is also O(|Xy| - | X,| - |]) [68, ch.3].

2.5.2 Supervisory Control Under Partial Observation

In the supervisory control problem described in Subsection [2.5.1) we assume that
the supervisor is able to observe all of the events generated by the system. We
now assume that the set of events ¥ is partitioned as ¥ = X,UX,,, where X, is the
set formed with the observable events, i.e., those events whose occurrences can be
observed by the supervisor, and 3, is the set formed with the unobservable events,
i.e., those events whose occurrences cannot be directly observed by the supervisor.
The main reason why an event is unobservable is the lack of sensors that are able
to record its occurrences.

It is worth remarking that, when X,, # (), the supervisor decides which events
will be disabled based on the projection over X7 of the string generated by the plant.
This is equivalent to saying that the supervisor makes its decision based on P,(s),
where P, : ¥* — Y%, and not on s, as illustrated in Figure 2.8 As a consequence
of this partial observation, two different strings s; and s, with the same projection

lead to the same control action.
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Sp[Ps(s)] P,

G s

Figure 2.8: The feedback loop of supervisory control under partial observation.

Formally, a partial observation supervisor, or simply, a P-supervisor, is a map-
ping
Sp : P(L) — 2%
Po(s) = Sp[Fo(s)]
where Sp[P,(s)] is such that T'y[f(xo, s)] = T'[f(zo, )] N Sp[Py(s)].

The existence of unobservable events makes necessary an admissibility condition
for P-supervisors different from that presented in the previous subsection. To this
end, let t = t'c € P,(L(G)) and o € %, and define language L; = P, ' (t){c}(Sp(t)N
Yuo)* N L(G). Then, supervisor Sp is admissible if, for all t € P,(L(G)),

Due N

U F[f(aso,s)]] C Sp(t).

s€Ly

The compensated system Sp/G is a DES and its generated and marked languages

are defined as follows.
Definition 2.7 The language generated by Sp/G is recursively defined as:
(1) e € L(Sp/G);

(17) Vs € ¥* and Vo € 3, so € L(Sp/G) < (s € L(Sp/G) A (so € L(G)) A (0 €
Sp[Po(s)])-

The language marked by Sp/G is defined as:
Lon(Sp/G) = L(Sp/G) O Ln(G).

Under partial observation, the existence of a supervisor that is able to achieve a
given specification is not only associated with controllability, but also must satisfy

the following property.
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Definition 2.8 (observability[77]) Let K and L denote languages defined over a
set of events ¥, such that K C L and L = L, and let P, : ¥* — ¥* with ¥, C X.
Then, K is observable with respect to L and P, if, for all s € K and for all ¢ € %,

(0 € L\ K) = (As € K)[(P,(s') = P,(s)) A (s0 € K)]

or, equivalently,

(o€ L\ K)= P, [P,(s|{c} N K = 0.

Let K and L be regular languages, and consider automata H = (X, 3, fn, Ty,
To,, Xm,) and G = (X, 8, fy, Ty, 20,, Xin,) whose generated languages are K and L,
respectively. We can check if K is observable with respect to L and P, in polynomial
time, by using the algorithm proposed in [78], that has worst-case complexity equal
to 01Xl - [, - |S]).

The following theorem concerns the language generated by the compensated

system Sp/G.

Theorem 2.2 (controllability and observability theorem) Consider o DES
modeled by an automaton G and assume that ¥ = X UX,. = 2,UN,,. Let P,
denote the projection P, : ¥* — X*. Then, for a sublanguage K of L(G), where
K # 0, there exists a P-supervisor Sp such that L(Sp/G) = K if, and only if, K is
controllable with respect to L(G) and X, and observable with respect to L(G) and
P,.

In contrast to controllability, observability is not closed under set union, i.e., if
two languages K7 and K, are observable, then K; U K5 need not be observable. As
a consequence, the supremal observable sublanguage does not exist in general. On
the other hand, it can be checked, from Definition [2.8] that language observability
is closed under the intersection of prefix-closed languages, i.e., if the prefix-closed
languages K;, i = 1,2, ...,n, are observable with respect to L(G) and P,, then so is
the prefix-closed language K, N K,N...NK,. As a consequence, there always exists
the infimal prefix-closed controllable and observable superlanguage of a language
K, denoted here by K+“C that satisfies the following conditions: (i) K*“© D K is

prefix-closed, controllable and observable; (i1) if there exists a prefix-closed language
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K" D K, controllable and observable, then K*“© C K”. RUDIE and WONHAM
[79] and KUMAR and SHAYMAN [80] have proposed algorithms that compute
KY€ in exponential time, for a given regular language K. More recently, MASO-
PUST [81] has shown that the state complexity of the infimal prefix-closed observ-
able language K'© is exponential in the worst case, i.e., the number of states of the
minimal deterministic finite automaton required to represent K+© is exponential in
the worst case. Based on these observations, we may conjecture that there may
not exist an algorithm for the computation of a deterministic finite automaton that
generates K+“© which has, in the worst case, polynomial time complexity, since all

known methods to compute K+¢© requires the calculation of KV°.

The Property of Normality

Let us assume that the admissible language K is not observable. In this case, since
the supremal observable sublanguage of a given language does not exist in general,
we cannot deal with observability directly in order to remain within the admissible
behavior. One way to circumvent this drawback is by replacing the property of
observability with normality [2I] in order to design P-supervisors that achieve a

controllable and observable sublanguage of K.

Definition 2.9 (Normality) Let K and L denote languages defined over a set of
events ¥, such that K C L and L = L. Let ¥ be partitioned as ¥ = £,U%,, and
P,:¥* = ¥*. Then, K is normal with respect to L and P, if

PP (E)NL =K.

o

Definition can be interpreted as follows: a language K is normal with respect
to L and P, if, and only if, K can be recovered from its projection P,(K) and
language L. Notice that, like the properties of controllability and observability,
normality is a property of the prefix-closure of a language, i.e., a language K is
normal if, and only if, K is normal. Furthermore, it can be checked that the property
of normality is closed under set union, and, consequently, for every language K C

L, the supremal normal sublanguage of K, denoted by K™, and the supremal

controllable and normal sublanguage of K, denoted by K¢V always exist.
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It can be proved that, if K is normal with respect to L and P,, then K is
observable with respect to L and P,, but the reverse is not true in general. Thus,
according to Theorem there exists a P-supervisor such that L(Sp/G) = K if K
is controllable with respect to L(G) and 3,. and normal with respect to L(G) and
P,. Finally, when ¥. C 3, (i.e., all controllable events are also observable), it can

be shown that the properties of normality and observability become equivalent.

Remark 2.1 Let us consider two languages K and L, defined over a set of events
Y = Y,UX,, such that K C L. Notice that, if there exist a string s € K and
an event 0y, € Yy, such that so,, € L\ K, then P,Y(P,(K))NL ¢ K since
$0uo € Py (P,(K)) N L, which implies that K is not normal with respect to L and

P,. Therefore, we can conclude that the property of normality cannot be used to

design supervisors that must disable unobservable events.

Realization of P-supervisors

After constructing the automaton that models a controllable and observable ad-
missible language K, where K C L, we need to represent the P-supervisor in a
convenient manner, since listing the control action Sp(s,), for each s, € PO(F),
may be somewhat hard.

When K and L are regular languages, supervisor Sp can be represented by
a finite-state automaton. Moreover, the parallel composition, shown in Subsec-
tion [2.3.1] can be used to determine the behavior of the compensated system Sp/G.

The automaton that models P-supervisor Sp, called realization of Sp and de-

noted by R, can be constructed by using the following algorithm.

Algorithm 2.2 (Realization of a P-supervisor)
Inputs:
o (&: deterministic automaton whose generated language is L;
e H: deterministic automaton whose marked language is K (controllable and
observable);
e X, set of observable events.
Output:

o R, = (X, %, fs,['s, o, Xon,): realization of the P-supervisor.
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Step 1: Compute automaton R := Trim(H) = (X,, %, f., T, xo,, Xpn,.) whose gen-
erated language is K.

Step 2: Construct observer Ryps = Obs(R,Y,) by using Algorithm .

Step 3: Construct automaton Ry from Rus by adding, for each state x5 of Rops,

self-loops labeled by the unobservable events that belong to | J [,(x). In addition,

TETobs

mark all states of Ry.

Automaton Rg obtained with Algorithm [2.2]is such that
S,(80) = Ts(fs(20, 85)), for all s, € P,(K),

and, consequently, L(Rs||G) = L(Sp/G) = K and L,,(Rs||G) = L.(Sp/G) =
Ln,(G)NK.

2.5.3 Relative Observability

Another way to circumvent the deficiency of language observability regarding the
non-existence of a supremal observable sublanguage, a new definition of observ-
ability, called relative observability, has been recently proposed [15], being formally

defined as follows.

Definition 2.10 (relative observability) Given a language C' C L,,(G), we say
that a language K C C' s relatively observabl with respect to C, G and P,, or
simply C-observable, if Vs, s' € X* such that P,(s) = P,(s'), and Yo € %,

(sc e K)AN (s € C)A(s'o € L(G)) = s'o € K. (2.2)

Language C is referred to as ambient language.

Conditional statement can be better explained with the help of the diagrams
depicted in Figures [2.9(a) and 2.9|(b). It can be seen, with the help of Figure [2.9(a),
that observability (Definition [2.8) requires that, for every pair (s, s') such that s, s’ €
K and P,(s) = P,(s'), the one-step continuations of s in K be consistent with

those continuations of s’. On the other hand, according to Figure 2.9(b), relative

2In [15], there is an additional condition for relative observability as follows: Vs,s' € X* if
P,(s) = P,(s'), then (s € K) A (s € CNL,(G)) = s’ € K. However, this second condition is
necessary only if marking nonblocking supervisors are applied.
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observability enlarges the range of verification for every pair (s, s’) such that s € K,

s' € C and P,(s) = P,(s'). It can also verified from Figures (a) and (b),

Figure 2.9: Illustrative diagrams of observability (Definition (a), and relative
observability (b). If Py(s) = P,(s), then K is not observable. On the other hand, if
P,(s) = P,(s}), for i = 1,2 or 3, then K is not C-observable.

that the relative observability implies observability. In addition, when C' = K,
relative observability is equivalent to observability. Finally, notice that the larger
the ambient language, the stronger (i.e., more restrictive) the relative observability
property will be.

CAI et al. [15] proved that relative observability is closed under set union op-
eration, as opposed to observability, that does not possess this property; thus, the
supremal relatively observable sublanguage always exists. Moreover, it is also proved
in [I5] that, the relative observability is weaker than normality [21], which implies
that the supremal relatively observable sublanguage is larger compared to the supre-
mal normal sublanguage, in general.

An algorithm for the computation of the supremal relatively observable sub-
language of a regular language K with respect to K, G and P,, i.e., the ambient
language is set as K, has been proposed in [15]. This algorithm has doubly exponen-
tial complexity, namely, its complexity is O (21 XaHDXHXall | X, |- |52]), where
| X,| (resp. | X)) is the number of states of G (resp. the automaton that recognizes
K), and |X| is the cardinality of the set of events of G. More recently, CAI et al. [20]
proposed a new algorithm for the computation of the supremal relatively observable
sublanguage of a regular language K with respect to K, G and P, whose compu-
tational complexity is O (25%sF1Xnl. | X |6 |X,|7- |Z]). In the next chapter, we will
propose algorithms for the verification of relative observability of regular languages,

that has polynomial time computational complexity, and for the computation of
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the supremal relatively observable sublanguage, that has computational complexity
lower than those of the algorithms proposed in [15] and [20].

The following example illustrates the use of relative observability.

Example 2.10 Let us consider automaton G, depicted in Figure (a), where
Y ={B,7,0,u,v,n} is the set of events, and ¥, = {5,~,6} and ¥, = {u,v,n} are
the sets of observable and unobservable events, respectively. In addition, consider
languages C' and K marked by the automata depicted in Figures[2.10/(b) and[2.10|(c),
respectively. We can verify that K is not C-observable with respect to G and P, since,

for example,

(i) For strings s; =¢ € K and s} =n € C and event 3, P,(s1) = P,(s}) = ¢, and
s18 € K but 813 € L(G)\ K;

(ii) For strings s, = B € K and sy = v € C and event 6, P,(s3) = P,(sh) = 8,
and s50 € K but sh0 € L(G) \ K.

Notice that, case (i) also violates the observability condition (with respect to L(Q)
and P, ), whereas case (ii) solely violates the C-observability condition. The supremal
C-observable (with respect to L(G) and P,) sublanguage of K is the language marked
by the automaton depicted in Figure (d) Finally, we can check that the supremal
normal (with respect to L(G) and P,) sublanguage of K is empty, since, for all
nonempty language K' C K, s = € K/, s' = yv € L(G)\ K’ and s' € P;Y(P,(s))N
L(G).

Computation of Controllable and Observable Sublanguages by Using Rel-
ative Observability

Consider a system modeled by an automaton G with set of events ¥ = X .UX,, =
YUY, and let K and C be languages such that K C C' C L,,(G). The supremal
controllable (with respect to L(G) and ¥,.) and C-observable (with respect to G
and P,) sublanguage of K, to be denoted here by supCRO(K,C) can be computed

by using the following iterative procedure [15]:

1. Set i =1 and Ky = K
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Figure 2.10: System automaton G (a), and automata whose marked languages are
C (b), K (c) and K™ (d), respectively.

2. Compute the supremal controllable (with respect to L(G) and ¥,.) sublan-
guage of K;_1, denoted here by K itCl;

3. Compute the supremal C-observable (with respect to G and P,) sublanguage

of Kitcl, referred here to as K;;

4. If K; = K;_1, then supCRO(K,C) = K;. Otherwise, set i = i 4+ 1 and return
to Step 2.

Notice that the language obtained at the end of this procedure is relatively ob-
servable with respect to an ambient language C previously determined. In order
to obtain a more permissive controllable and observable sublanguage, CAI et al.
[15] shrink the ambient language at each iteration, by making it be equal to K, in
the first step, and equal to Kltcl in the next steps. The idea behind this choice of
ambient languages comes from the intuition that at each iteration ¢, the language
computed in Step 3 is a sublanguage of KZ-T_Cl, and, thus, by setting this language
as the ambient language, we may obtain a more permissive sublanguage since the
smaller the ambient language, the weaker the relative observability property will
be. Furthermore, the fact that the language computed after this step is relatively

observable guarantees (regardless of the ambient language) that it is also observ-
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able, besides being controllable. In order to distinguish language supCRO(K,C)
from that computed as proposed by CAI et al. [I5] (i.e., by shrinking the ambient
language), the latter will be denoted by K¢,

In Chapter (3], we will propose an algorithm, for the computation of a controllable
and relatively observable sublanguage, that has the same steps of the procedure
presented above. In this algorithm, besides shrinking the ambient language at the
beginning of each execution of Step 3 as proposed by CAI et al. [15], we additionally
shrink the ambient language during the execution of this step, i.e., at each iteration
of the algorithm used to compute the supremal relatively observable sublanguage of
KZT_C1 As a consequence, the computed sublanguage may be more permissive than
supCRO(K,C) and KT, In order to distinguish the controllable and relatively
observable sublanguage to be obtained by the algorithm to be proposed in Chapter

from the aforementioned sublanguages, it will be denoted by KT¢FO,
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Chapter 3

New Algorithms for Relative
Observability

In this chapter, we propose three new algorithms on relative observability. The
first algorithm verifies if a regular language K is relatively observable with respect
to a given ambient language C a plant G and a projection P,. This algorithm
has polynomial complexity, and, since the relative observability is equivalent to
observability when K is chosen as ambient language, it can be also applied to verify
if a language K is observable with respect to L(G) and F,.

The second algorithm computes the supremal relatively observable (with respect
to C, G and P,) sublanguage of a regular language K. This algorithm has exponen-
tial complexity, and is more efficient than those proposed in [15] and [20]. The key
to the success of this algorithm is a new property on relative observability which
ensures that for any ambient language C, there exists an equivalent reduced ambi-
ent language that is a subset of C. It is worth remarking that the computational
complexity of the algorithm proposed here for the computation of the supremal rela-
tively observable sublanguage becomes polynomial when the automaton that marks
K is state partition [22, [73H76].

The third algorithm, which is based on the second one, computes a controllable
and observable sublanguage of a regular language K by using the relative observ-
ability property and shirking the ambient language at each algorithm iteration with
a view to obtaining more permissive languages.

Preliminary versions of the results presented in this chapter were published in
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[82, 83|, and the current version was published in [84].

This chapter is organized as follows. We present and prove a new property of
relative observability in Section [3.11 We propose an algorithm for the verification
of relative observability in Section [3.2] and an algorithm for the computation of the
supremal relatively observable sublanguage of regular languages in Section We
propose an algorithm for the computation of a controllable and relatively observable
sublanguage of a regular language in Section [3.4] In Section 3.5 we analyze the
complexities of the algorithms proposed in Sections and Finally, we

present some conclusions in Section (3.6|

3.1 An Equivalent Reduced Ambient Language

We will consider in this section the problem of finding a language C; C C' for
which if K is relatively observable with respect to C', G and P,, it is also relatively
observable with respect to C5, G and P,, and conversely. This result will play
a key role in the algorithms proposed later on this chapter for the verification of
relative observability and for the computation of the supremal relatively observable
sublanguage. For simplicity, we only consider the case when the set of unobservable
events of the plant is nonempty, i.e., ¥,, # (), since observability and relative

observability conditions are automatically satisfied in the case when 2, = 0.

Lemma 3.1 Let K C C C L, (G). Then, K is relatively observable with respect
to C, G and P, if, and only if. K is relatively observable with respect to Cy =
(K2, NC), G and P,.

Proof: (=) It is straightforward and comes from the fact that Cs, C C.
(<) Assume, now, that K is not relatively observable with respect to C', G and
P,. Then, there exist s € K, s’ € C' and o € ¥ such that so € K, s'oc € L(G) \ K

and P,(s) = P,(s'). Without loss of generality, write s’ = s, s,, where s is the

longest prefix of s’ in K and s, € ¥*. Notice that, s, must satisfy one of following
conditions: (i) s, € ¥f_ or (i) s, € ¥*\ Xf,, i.e. s, has, at least, one observable
event. Let us now consider each one of these possibilities:

(i) s, € X7, In this case, ' = ss, € KX7 N C. Therefore, K is not relatively

observable with respect to Cy, G and P,.
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a € X, and s, € ¥*. Thus, P,(s") = Po(s,s,,)aP,(s,,). Since P,(s) = P,(s'), we can

(ii) s, € ¥\ X5,. Without loss of generality, write s}, = s| as/,, where s, € X7 |
write s as s = s,ass, Where Py(s,) = Po(s),s,,) and Py(s,) = P,(s},). Defining, now,
t =5, and t' = 5,5, it can be seen that ta € K, e (Kx:,NnC), tae€ LG)\ K
and P,(t) = P,(t'), which implies that K is not relatively observable with respect
to Oy, G and P,. [}

Therefore, in accordance with Lemma [3.1] instead of considering the ambient

language C, we can equivalently consider the reduced ambient language Cy, =

(KX, N C) in all computations regarding relative observability.

3.2 Verification of Relative Observability

An equivalent way to state the relative observability definition given in (2.2) is as
follows: a language K is C-observable with respect to L(G) and P, if,

(V(s,0) € K x %),
sce K = (B €Cy)[(so€L(G)\K)A(Pys) = P,(s))] .

Notice that, in Expression C' has been replaced with C, as guaranteed by
Lemma 3.1

According to conditional statement , C-observability is violated when there
exist so0 € K and s'c € .8 N K- N L(G) (where K denotes the complement
of K with respect to ¥*), such that P,(s) = P,(s'). This observation suggests
an algorithm for the verification of relative observability based on the comparison
between the projections of languages K and C,X N K n L(G), like the algorithm
proposed in [85] for the verification of codiagnosability.

Let Xg = {or : 0 € ¥y,} UY,. Define the renaming function R, recursively,
as follows: R : ¥* — 3%, where: (i) R(e) := ¢, (ii) R(o) = o, if 0 € X, (iii)
R(o) := og, it 0 € ¥,, and () R(so) = R(s)R(o) for s € ¥* and ¢ € . The
inverse renaming function is the mapping R~ : ¥% — ¥* where R (sg) = s,
such that R(s) = sg. Both the renaming and the inverse renaming functions can be
extended to languages by applying R(s) and R7(s) to all strings s in the language.

The following result provides the basis for the algorithm we propose here.
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Lemma 3.2 Consider automata Gy = (X1,%, f1,T1, 2o,, Xon,) and Gy = (X2, %, fo,
[y, 20,, Xm,), whose event sets are partitioned as ¥ = L,,U%,. Let GE = (X,
R(Y), fr,Tr,x0,, X1) where, Vo € Xy, I'r(z) = R(I'1(z)) and fr(z,R(0)) =
fi(z,0), Vo € T'y(x), and define V = GE||Gy = (X, U R(X2), fo, Lo, 70, Xon, )
Then, for any event o € ¥ and a pair of strings (s,0,s,R(0)) € L,(V) x L(V) for
which f,(xo,, sy) = (21, 2), there exists a pair of strings (s10, se0) € L(G1) X Ly, (G2)

such that P,(s1) = Py(s2), fi(xo,,s1) = x1 and fo(xo,, S2) = T, and conversely.

Proof:  Define projections Pg : [¥ U R(X)]* — R(X)* and Px : [¥ U R(X)]* — X*.
Ln(V) x L(V)
such that f,(zo,,8,) = (71, 22). Notice that L(V) = P, [L(GE)] N Py'[L(G5)] and
Li(V) = PR Lo (GE) N P L, (Go)], since V = GE||Gy. Define s,z = Pg(s,) and
sy = Ps(s,), then: (i) s,R(0) € P;'[L(GE)] = Pr[s,R(0)] € L(GE) = s1zrR(0) €
L(GE), and; (ii) s,0 € P [Lin(G2)] = Ps(8,0) € L(Ga) = 820 € Ly (Gy).

(=) Assume that there exists a pair of strings (s,0,s,R(0)) €

Since GE is obtained from G by applying the renaming function R and marking
all of its states, it is easy to check that L(GE) = L,,(GE) = R[L(G)]. Therefore,
by defining s; = R7!(s1r), and since s1zR(c) € L(GE), we have that s,0 € L(G}).
Notice that, P,(s1) = Ps(s1r) and P,(s2) = Pr(s2), and since s;g = Pg(s,) and
sy = Ps(s,), we can conclude that P,(s1) = Px[Pgr(s,)] and P,(s2) = Pgr[Ps(sy)].
Finally, as Ps[Pr(s,)] = Pr[Ps(sy)], then P,(s1) = P,(s2).

Since G is obtained from G by renaming its unobservable events, then the
renamed unobservable events, R(X,,), and the unobservable events, >,,, become
private events of G and G, respectively, in the parallel composition V = GI||G..
Then, by the construction of V', it can be seen that, if a transition is labeled by an
unobservable (resp. a renamed unobservable) event occurs, the first (resp. second)
component of state of V' does not modify. Therefore, we may conclude that z; =
fr(z0,, $18) = fi(20,, 81) and x2 = fo(wo,, 52).

(<) Take now a pair of strings (s10, s20) € L(G1) X L;,,(G2) such that P,(s;) =
P,(s2), fi(xo,,s1) = x1 and fo(xo,, S2) = xa. Since P,(s1) = P,(s2), we have that
s; and sy are different only in the unobservable events. Therefore, Py'[R(s;)] N
Pg'(s2) # 0, which implies that there exists s, € Pgr'[R(s1)] N Py'(s2). Notice
that, as L(GE) = L,,(GE) = R[L(G))], then L(V) = Py {R[L(G1)]} N Py [L(G2))]
and L, (V) = Pr'{R[L(G})]} N P5'[Ln(G2)]. Initially, consider the case when
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o € X,. In this case, it can be seen that s,0 = s,R(c0) € P5'[R(s1)R(0)]NPs" (s20).
Therefore, as s;0 € L(G1), sy0 € Ly, (Gs), then s,0 = s,R(0) € L, (V). Consider,
now, the case when ¢ € X,,. In this case, it is not difficult to see that s,oc €
P [R(s1)] N Pg'(se0) and s,R(0) € Pr'[R(s1)R(0)] N Pg'(sy). Therefore, as
s1 € L(Gy) and sq0 € Ly, (Gs), then s,o € L, (V), and, as sy0 € L(G;) and
sy € L(G3), then s,R(0) € L(V).

Finally, since the first (resp. second) component of the states of V' does not
modify if a transition labeled by an event in ¥, (resp. R(X,,)) occurs and P,(s;) =

P,(s2), then f,(so,,Sy) = (21, x2). ]

Algorithm 3.1 (Verification of relative observability)
Inputs:

o G = (X5, [y, Ty, 20, Xm,): automaton whose marked language is L, (G);

e A= (X,, %, fo,Tu, o, Xim,): nonblocking automaton whose marked language
18 C';

o H= (X, X%, fn,I'n,x0,, Xm,): nonblocking automaton whose marked language
is K.
Output:

o K is relatively observable wrt C, G and P,: true/false.

Step 1: Compute automaton G, by marking all states of G, i.e. Gy, = (X, %,
f9:Tg,20,, Xg).

Step 2: From automaton A, construct automaton M = (X, U {xq}, %, fin, T,
To,, Xo U{xq}), where (i) Tpy(x) = X, Ve € X, and Ty (xq) = 0; and (i) V(x,0) €
Xy XX, fu(z,0) = fo(x,0), if 0 € Ty(x), and fr(x,0) = x4, otherwise.

Step 3: Compute automaton My := M x Gp,.

Step 4: From automaton H, construct automaton N = (X, U{xa,Ta}, X, fn,
Lo, %o, {Ta1, Taa}), where (i) Tp(x) = X, Vo € X, U{aa}, and Ty (za) = 0; (i)
V(z,0) € Xp x X: folz,0) = fulz,0), if o € Th(x), fu(z,0) = a1, if 0 € (Zuo \
Un(2)), and fo(x,0) = 242, if 0 € (Eo\T'n(2)); and (iii) fu(zar1,0) = a1, if 0 € Ty
and fn(Taq1,0) = xg0, if 0 € Xy,

Step 5: Compute automaton H. := CoAc(M, x N).

Step 6: Construct automaton HE := (X}, R(X), fr, Tr, 2o, , Xn), where Tp(x) =
Ly(z) and fr(z, R(0)) = fu(z,0), Vo € X}, and Vo € 3.
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Step 7: Compute the verifier automaton V = HE|H. = (X,,2 U Xg, fo, v,
zo, s Xm,)-

Step 8: For all (x,0) € X, X X such that f,(x,0) € X, verify if the following
conditions hold true

(a) 0 € Xy;

(b) (0 & o) A (R(0) € T'y(2)).
If there exists a transition f,(x, o) such that either condition (a) or (b) holds, then
K is not relatively observable with respect to C, G and P,. Otherwise, K is relatively
observable with respect to C, G and P,.

In Step 1 of Algorithm [3.1], we obtain automaton G,, from G that marks the
language generated by G, i.e., L,,(G,,) = L(G). In Step 2, we construct automaton
M from the nonblocking automaton A, whose marked language is L,,(M) = C¥ U
{e}. In Step 3, we build automaton M, = M x G,, that marks language (CX U
{e})NL(G). In Step 4, we construct automaton N from the nonblocking automaton
H for which L,,(N) = KX} % NK . In Step 5, we obtain automaton H, = M, x N,
which has the following property.

Lemma 3.3 L,(H.) = (K2, nC)L N K N L(G).

Proof: The proof is done in three steps as follows:

Ist Step: L,,(M) = {e} UCY. Notice that, automaton M is constructed from
automaton A by creating new transitions labeled by the non active events connecting
each state of A to the dump state, x4, and by marking all states of M. Then,
Vs € ¥, s € C & fnl(zo,,5) € X,. It is then straightforward to see from the
construction of M, that every string s € {¢} U CY also belongs to L,,(M). Take,
now, a string s € L,,,(M). If s = ¢, then s € {¢} UCY. If s # ¢, then it is possible
to write s as s = s,0 where 5, € ¥* and 0 € ¥. From the construction of M,
fm(xa4,0) is undefined, and thus, x = f,(zo,,Sy) € X4, which ultimately implies
that s = s,0 € OX.

2nd Step: L(N) = KX YN K. Notice that we construct automaton N from
the nonblocking automaton H, by creating two new states, x4; and x49, making the
set of marked states equal to {z41, 24}, and adding new transitions labeled by the

non active unobservable events connecting each original state of H to state x4, and

20



transitions labeled by the non active observable events to state x4, and create self-
loops in state x4, labeled with all unobservable events, and transitions from state
T4, to state x4, labeled with all observable events. Since L(H) = K, then, Vs € ¥*,
s € K & f,(o,,s) € Xp, and, consequently, every string s € L,,(N) also belongs
to K. Tn addition, from the construction of N, we can conclude that: (i) if s
reaches state x4, it can be written as s = s,s,,, where s, is the largest prefix of s
in K and s,, € ¥¢,\ {e}; (i) if s reaches state T4, it can be written as s = $,8,,0,,
where s, is the largest prefix of s in K, 54 € ¥, and 0, € X,. In both situations
described above, we have that s € KX Y. Let, now, s € K¥: % N K°. Then s
can be written as s = s,5,0, where s, € K, s, € Yr. and o € ¥. Write s, as
Sy = Su1542 Where s, is the largest string in X7 ) such that s,s,; € K and s, € .
Let 2" = fu(xo,,Spsu1). Thus 2’ € X;. In addition, from the construction of N,
fo(2', su2) = a1, and, either f, (2, $y00) = xaq1, if 0 € Xy, Or [ (2, S420) = xge, if
o € Y,, which implies that s € L,,(N).

3rd Step: Since H. = CoAc(My, x N) = CoAc((M x G,) x N), then L,,,(H,) =
Ln(M) N L(G) N Ln(N). Therefore, L, (H,) = (CEU{e)NL(G) NEL:,ENEK. =
CYNLG)NKYZ: YN K = (K2:, NnC)Y N KN L(G), since for two languages
Ly and Ly and an event set 3, L1X N Lyd = (L1 N Lg)3. [ ]

In Step 6, we compute automaton H* by applying the renaming function to the
events of H and marking all of its states. In Steps 7 and 8 we construct the verifier
automaton V = HZE|H,, and check if K is C-observable. The following theorem
demonstrates the correctness of Algorithm

Theorem 3.1 Let H, A and G denote the automata whose marked languages are,
respectively, K, C and L,,(G) such that K C C C L,,(G), and consider the verifier
automaton V. = (X,, X U Xg, fuo, Ly, xo,, Xpm,) computed using Algorithm with
the inputs G, A and H. Then, K is not relatively observable with respect to C, G
and P, if and only if there exists (x,0) € X, x X that satisfies f,(z,0) € X,,, with
either (o € X,) or [(0 € £,) N (R(o) € I'y(2))].

Proof: (=) Assume that K is not C-observable wrt G and P,. Then, according
to Lemma (3.1, K is not (KX*, N C)-observable wrt G' and P,. Therefore, there
exist s € K, s € (KX, NC), and 0 € ¥, such that P,(s) = P,(s'), so € K and
so e L(G)\ K.
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Notice that so € L(H), since L(H) = K. On the other hand, since s’ € (KX* N
() and s'c € L(G)\ K, it can be concluded that s'c € (CNKX:, )% N KN L(G) =
L,,(H.). Therefore, from the construction of verifier automaton V" and according to
Lemma [3.2] there exists a pair of strings (s,0,s,R(0)) € L, (V) x L(V). Finally,
defining x = f,(zo,, s), then f,(z,0) € X,,,. Moreover, since s,R(c) € L(V') and
R(c) € T'y(z), it is possible to conclude that either (o € 3,) or [(¢ & £,) A (R(o) €
[y (2))].

(<) Assume, now, that there exists (z,0) € X, x 3 such that f,(z,0) € X,,, and
(c€X,) Vg, N (R(o) € 'y(z))]. Then, from the construction of automaton
V, there exists s, € L(V) such that f,(xo,,s,) = = and s,0 € L,,(V). Moreover,
since R(0) = o, if 0 € ¥,, and R(0) € T',(z), if 0 ¢ X,, then s,R(c) € L(V).
Consequently, according to Lemma [3.2] there exists (so, s'0) € L(H) x L,,(H.) such
that P,(s) = P,(s'). Notice that, so € K, s’ € (KX*, N C), and s'c € L(G) \ K,
which implies that K is not (K%*, N C)-observable with respect to G and P,. =

Remark 3.1 (Verification of language observability) Algom'thm can be also ap-
plied to verify if a language K, marked by a nonblocking automaton H, is observable

with respect to G and P,, just by making A = H.

Remark 3.2 As it will be shown in Section the use of the reduced ambient
language is crucial for the application of Algorithm in the computation of the
supremal C-observable sublanguage of a language K. However, when we want only
to wverify if a language K is C-observable (or observable, by making C = K), we
can use ambient language C instead of C,, and thus, Step 4 of Algom'thm should
be modified so as to compute automaton N such that L,,(N) = K. Howewver, this
change does not improve the computational complexity of the algorithm, since the
original and the modified versions of automaton N have | X3|+2 and | X3|+1 states,

respectively, but with the same number of transition (| Xn|+ 1)|%].
The following example illustrates Algorithm [3.1]

Example 3.1 Consider automata G, A and H depicted in Figure where
Y =A{o,B,0,u} and X, = {a,B,0}. Automaton M, constructed in Step 2, and
automaton N, constructed in Step 4, are shown in Figures[3.4(a) and [3.3(b), re-
spectively. Automata H. and HE obtained in Steps 5 and 6, respectively, are depicted
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m Figures (c, d). Finally, the verifier automaton V' computed in Step 7 is depicted
in Figure [3.9(e), from where, it can be checked that transition ((1,0),«a,(2,1)) sat-
isfies condition (a) of Step 8. Therefore, K is not C-observable with respect to G
and P,. Notice that, since (2,1) € X,,,, the following strings can be obtained from

V:is=pue€K, s =c¢cC,sa=pxecKandsa=ac LG \K, and

OO0
(c)

Figure 3.1: System automaton G (a), automaton A that marks ambient language
C' (b), and automaton H whose marked language is K (c).

(b)

QDO

(d)

0,01, 0 ke, 1)
(e)

Figure 3.2: Automata obtained in Example [3.1] by Algorithm 3.1} M (a), N (b), H,.
(c), HE (d) and V (e).
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3.3 Computation of the Supremal Relatively Ob-
servable Sublanguage

Consider nonblocking automata A and H such that L,,(A) = C and L,,(H) = K,
and let fy, f, and fj, (resp. xo,, zo, and wp,) denote the transition functions (resp.

initial states) of automata G, A and H. We make the following assumptions.

Al. For all 5,5 € L(A) such that f,(zo,,5) = fa(z0,,5), then fy(zo,,s) =
fg(x(]g?S,);

A2. For all s,s' € L(H) such that fy(zo,,s) = fu(zo,,s’), then fi(zo,,s) =
fa(wo,, s').

Notice that, if A (resp. H) does not satisfy Assumption A1 (resp. A2), then another
automaton A (resp. H) that satisfies Assumption A1l (resp. A2) can be obtained
by computing the completely synchronous composition A x G (resp. H x A). It is
worth remarking that Assumptions A1 and A2 are less restrictive than assuming
that H and A are subautomata of GG. Finally, when K = C, Assumptions A1l and
A2 reduces to a single one, equivalent to that made in [I5].

We will propose an algorithm to obtain a deterministic automaton that marks the
supremal C-observable sublanguage of K with respect to G and P,, whose main idea
is to remove, from an automaton that marks K, all transitions that correspond to
transitions in verifier automaton V' that violate the relative observability condition
according to Theorem and Algorithm [3.1] It is worth remarking that not every
automaton H has the correct structure to prevent that other strings, besides those
which actually violates the relative observability condition, are removed from K.

This fact is illustrated by the following example.

Example 3.2 Let us consider languages L(G), C and K, generated, respectively,
by automata G, A and H of Fxample shown in Figures (a,b, c). In verifier
automaton V' computed in FExample and depicted in Figure (e), transition
((1,0), v, (2,1)) satisfies condition (a) of Step 8 of Algorithm [3.1, This is due to
string s = u € K that violates the relative observability since s' = ¢ € (KX%, N C),
P,(s) = P(8') but sa € K and s'a € L(G) \ K. However, if we remove transition
(1,a,2) of H (Figure[3.4(c)), we not only remove string pcr, but also exclude string
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Ba which must not be removed. In such case, the computed supremal relatively
observable sublanguage will be €, which is incorrect. However, if we use the state
partition automaton Hs, = H||Obs(H,%,), depicted in Figure we successfully
eliminate string po and preserve string fo when we exclude transition (1) «,2);

therefore leading to the correct supremal relatively observable sublanguage.

Figure 3.3: Automaton Hy, = H||Obs(H,X,) obtained from the automaton H de-
picted in Figure [3.1]c).

Let us define the state partition automaton Hy, = H|obs(H,%,). It is not
difficult to see that L(H,,) = L(H) = K, L,,(H,,) = L,,(H) = K, and that H,, also
satisfies Assumption A2. Let us define the uncertainty set [15] of an automaton H
after the occurrence of a string s € L(H) as: Up(s) :={x € X, : (3¢’ € L(H))[(x =
frn(xon, s')) A (P,(s") = P,(s))]}. The following results can be stated.

Lemma 3.4 Let H = (Xy, X, f,['n, 20,, Xm,) and Hy, = H||Obs(H,%,) = (X,
2, fops Daps To,ys Ximy, ). Then, fo(20,,,5) = (fr(2o,,5),Un(s)), Vs € L(Hy,).

Proof: In accordance with the construction of Hy,, fop(2o,,,s) =
(fu(zo,, S), fobs(To,,., Po(s))), for all s € L(H,,), where zg, and f,s denote the
initial state and the transition function of Obs(H,Y,), respectively. Thus, using
the definition of the estimate of possible states of H after string s proposed in

[86], which is equivalent to the definition of uncertainty set Uy, (s), we conclude that

fobs($00657 PO(S)) = Uh(s)' u

Lemma 3.5 Let H = (Xp,, X, fn, %0, L0 Xm,), Hsyp = H||Obs(H,X,) = (X,
2, fops Daps o,y Ximy,) and Hy = (X, 3, fo, Uy, xo,, Xon,) such that Hy & Hy, and
Ln(H,) = K, C K. Assume that there exist s,s' € K, and ¢ € X such
that so,s'c € K, and fy(wo,,s) = fo(xo.,5). If Is" € (K, X%, N C) such that
P,(s") = P,(s') and s"0 € L(G) \ K, then 3s. € C such that P,(s.) = P,(s) and
sco € L(G) \ K.

95



Proof: Assume that there exist 5,5’ € K, 0 € ¥ and s” € (K, , N C) such that
so,8'0 € K, fs(wo,,8) = fs(20.,5), Po(s") = P,(s') and s"0 € L(G) \ K.

Without loss of generality, write s” as s” = s)s;, where s is the longest
prefix of s” in K, and s” € X . Since f(wo,,s) = fs(zo,,5), according to

Lemma , Un(s) = Un(s') = Un(s,), where the last equality is a consequence
of the fact that P,(s') = P,(s") = P,(s}). According to the definition of uncer-
tainty set, fn(zo,,s)) € Un(s]), and, since Uy(sy) = Up(s), there exists so € K
such that P,(sep) = Po(s) and fi(zo,, Sep) = fn(0,,s,). Thus, using Lemma ,
fsp(Zoy,s 8ep) = (ful®o,,5,), Un(sy)), id.e., strings s) and s., reach the same state
of H,, and also Hg, which implies that these strings are continued in H with the
same strings. Therefore, s.,s70 ¢ K, since s, is not continued with s{o in K,.
Moreover, according to Assumptions A2 and A1, since s, and s, reach the same
state of H, they also reach the same states of A and G, which, together with the
fact that ss” € C and s)slo € L(G), imply, respectively, that s.s) € C and
sepsto € L(G). Finally, defining s, = s.,s”, we have that s, € C, P,(s) = P,(s.)
and s.0 € L(G) \ K. |

Lemma [3.5] shows that, when H, A and G satisfy Assumptions A1l and A2,
then for an automaton H, (H, C Hy, = H|Obs(H,%,)) where L,,(H,) = K, if
a string s'oc € K, violates (K,X%, N C)-observability, then all strings s € K, that
reach the state of H, reached by s’ are such that so also violates C-observability.
As a consequence, if we remove transitions of H, associated with the strings of K,
that violate (K,X*, N C)-observability, we only eliminate from K, those strings that

violate C-observability. This fact suggests the following algorithm for computing

the supremal C-observable sublanguage of a language K.

Algorithm 3.2 (Computation of the supremal relatively observable sub-
language)
Inputs:

o G = (X5, [y, Ty, 20, Xom,): automaton whose marked language is Lp,(G);

e A= (X,, %, fo,Ta, o, Xm,): nonblocking automaton whose marked language

18 C';
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o H=(Xy,%, fn,I'n,x0,,Xm,): nonblocking automaton whose marked language
s K.
Output:

o Hg,: mnonblocking automaton whose marked language is the supremal C-

observable sublanguage of K with respect to G and P,.

Step 1: Compute Hy, := H||Obs(H,%,) = (Xgp, 2, fop, Usps Tos, > Ximay) s

Step 2: Set Hy = Hyp;

Step 3: Compute verifier automaton V = (X,, X U Xg, fo, [y, 2o,, Xm,), by using
Algorithm [3.1] with inputs G, A and Hg;

Step 4: If V is not an empty automaton, then form the following set:

XY = {(xy,0) € Xy XX (fo(zy,0) € Xin,) A
((0 € Xo) V((0 &Xo) A (R(0) € Tu(x))))}-

Step 5: If XX # 0, then:

o 5.1: For all (z,,0) € X3, exclude from Hj transition (x,0, fs(x,0)), where

x 1is the state of Hy equal to the first component of x,;
0 5.2: Hy < Trim(Hy);
o 5.3: Return to Step 3;

Step 6: Hgyp < H.

Notice that in Algorithm [3.2] after the computation of the state partition au-
tomaton H,,, we execute Steps 3 to 5 iteratively. For each iteration, we compute
the verifier automaton V' in Step 3 by using Algorithm with the inputs G, A
and H,. In Step 4, we form set XX, which represents all pairs (x,,0), x, € X, and
o € X, responsible for the loss of relative observability according to Theorem [3.1}
Notice that, when XY = ), language L,,(H,) is C-observable with respect to G and
P,. If XY # (), then, according to Lemma for each (z,,0) € XX, there exists
a string s that reaches state z, equal to the first component of z,, and is continued
by o such that so € L(H,) violates C-observability; in Step 5.1, we remove tran-
sition (x,0, fs(x,0)) of Hy and, in order to remove possible non-accessible and/or

non-coaccessible states, we apply Trim() operator in Step 5.2. When we remove
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transitions in Step 5.1, it is necessary to verify if the language marked by the new H,
is C-observable, therefore, after carrying out Step 5.2 we return to Step 3. Notice
also that, at each iteration of Algorithm [3.2] we remove at least one transition from
automaton Hy; C H,y,, which implies that the number of iterations is at most equal
to the number of transitions of automaton H,. Therefore, Algorithm terminates

in finite steps.

Theorem 3.2 Consider automaton G and nonblocking automata A and H such
that L,(A) = C, Ly, (H) = K and K C C C L,,,(G), and assume that automata
G, A and H satisfy Assumptions A1 and A2. Then, automaton H,, obtained by
Algom'thm with inputs G, A and H marks the supremal C-observable sublanguage
of K with respect to G and P,.

Proof:  Let K, denote the supremal C-observable sublanguage of K with re-
spect to G and P,. Algorithm finishes when XX = (). Therefore, according to
Theorem , L (Hgyp) is C-observable with respect to G and P,, which implies

that Ly,(Hy,) C K/

sup*

Then, we only need to prove that K., C L,,(Hg,). The

sup
proof will be done using mathematical induction over the (finite) set of iterations in
Algorithm

Basis step. At the beginning of the first iteration, H, = Hy,. Therefore, K, C
L (H,) = K;

Induction hypothesis. Suppose that K, C Ly,(Hs), up to the beginning of the
i-th iteration;

Inductive step. Let us now consider the (i41)-st iteration. Notice that in the
i-th iteration, we have removed transitions from H, in Steps 5.1 and 5.2. Since Trim
operator applied in Step 5.2 does not modify the marked language of an automaton,
strings are only removed from L,,(Hy) in Step 5.1. Thus we need only to analyze
Step 5.1.

By using Lemma, , it can be concluded that for each string s,,, € L,,(Hy) that is
removed from L,,(H,) in Step 5.1, there exist s € {s,,}, & € C and ¢ € ¥ such that
50 € {Sm}, s'o € L(G)\ L(H,) and P,(s) = P,(s'), i.e., so violates C-observability.
In accordance with the induction hypothesis, K, C L,,(H,) at the beginning of the
i-th iteration, and thus, at the beginning of the i-th, (L(G)\ L(H,)) C (L(G)\KL,,),
which implies that s'c € L(G) \ K,

up and thus, since K, is C-observable, so ¢

sup
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K! ., we conclude that s, ¢ K

fups Therefore, all string s, removed from L,,(Hy)

up
does not belong to K, ,,which implies that K7, C L, (H,) at the beginning of the
(i+1)-st iteration.

Finally, since Hy,, is equal to the Hy obtained in the last iteration of Algo-
rithm then K7, C L,,(Hsyp), which concludes the proof. [

sup =

We will now illustrate the application of Algorithm [3.2]

Example 3.3 Let us consider automata G, A and H of Example shown in
Figures (a,b,c). When we apply Algorithm with inputs G, A and H, we
obtain, in Step 1, automaton Hgy,, which is depicted in Figure and, in the first
iteration, we obtain the verifier automaton V' depicted in Figure (a). Therefore,
according to Step 4, we obtain XY = {((1,0),a)} # 0. This implies that Steps 5.1 to
5.3 must be performed: in Step 5.1 we remove transition (1', «,2) of Hs (Hs = Hyp),
because this transition is associated with string pa that violates C-observability. In
Step 5.3(a), we exclude state 1" of Hg by applying the CoAc operation, because this
state becomes a blocking one after the exclusion of transition (1',«,2). Finally, at
the end of the first iteration, we obtain automaton Hy depicted in Figure (b)
In the second iteration, we obtain XX = 0. Therefore automaton Hg,, is equal
to automaton Hg, shown in Figure (b), and marks the supremal C-observable
sublanguage of K with respect to G and P,.

oo o e “e-0O-0=—0)
(a) (b)

Figure 3.4: Automata obtained in the first iteration of Algorithm V (a) and Hj
(b).

Remark 3.3 [t could be argued that instead of using Cy = KX%, NC, we could use
C to compute V in order to identify the transitions that must be removed. However,
in doing so, we could eliminate strings that do not violate C-observability. In order
to illustrate this fact consider verifier V., shown in Figure computed by using,
in Algorithm C' in the place of Cs. Notice that, transition ((2,1),0,(3,2)) of
V. satisfies condition (a) in Step 8 of Algorithm since string s = po € K is
such that so € K wviolates the C-observability, because s' = a € C, s'a € L(G) \ K
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(0, 0) (1, )2, D3, 2)

Figure 3.5: Verifier obtained with Algorithm by using C' instead of C.

and P,(s) = P,(s'). However, if we remove transition (2,0,3) from Hg, (depicted
in Figure , we also eliminate string Pac, which must remain. On the other
hand, if we use the reduced ambient language Cs, string so does not violate C,-
observability, but its prefic s does, which leads to the exclusion of transition (1', «, 2),

and consequently the removal of string so from K, as expected from the proof of

Lemmal31.

3.4 Computation of Controllable and Observable
Sublanguages by Using Relative Observabil-
ity Property

Consider a system modeled by an automaton G whose set of events is 3 = X UX,,. =
YUy, and let K be a language such that K C L,,(G). In this section, we will
present an algorithm for the computation of a controllable and observable sublan-
guage of K by using the concept of relative observability. This algorithm follows
the procedure presented in Subsection for the computation of the supremal
controllable and C-observable sublanguage of K with respect to a previously de-
fined ambient language C. However, in the algorithm we will propose here, we
iteratively shrink the ambient language, as done in [15], with a view to obtaining a
more permissive controllable and observable sublanguage. The difference between
the algorithm proposed by CAI et al. [15] and our algorithm is that the former only
shrink the ambient language at the beginning of each computation of a relatively ob-
servable sublanguage, whereas in our algorithm, we shrink the ambient language at

the beginning and during each computation of a relatively observable sublanguage.

Algorithm 3.3 (Computation of KT¢FO)
Inputs:
o G = (X5, f4,Ty, 20, Xom,): automaton whose marked language is Lp,(G);
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o H=(Xy,%, fn,I'n,x0,,Xm,): nonblocking automaton whose marked language
s K.
Output:

e Horo: monblocking automaton whose marked language is a controllable (with
respect to L(G) and ¥,.) and observable (with respect to G and P,) sublanguage of
K.

Step 1: Compute Hy, = H||Obs(H, %,);
Step 2 S@t HST = Hsp X G — (XST7 27 fS’f'? FS’I‘J IOSTJ Xms'r);
Step 3: Form the following set of states:

KXeont = {((xlw xobé’>7x9) € X Fg(mg) N Xye € Fsr(((xh7x0b8)7xg>)}'

Step 4: If (X \ Xeont) # 0, then:

o 4.1: Define X, = Xeont, frr = for

sr
X, conts

F, - F5T|Xcont and XT{TLST» - Xms'r‘ m

Xcont ) sr

o 4.2: Set Hy = Trim(X],, %, fl.. I, xo,,, X,, ), and, if zo,, is deleted in

ST

the previous calculation, then make Hogro be equal to an empty automaton and

STOP the algorithm;
o 4.3: Return to Step 3;

Step 5: Compute verifier automaton V = (X,, X U Xg, fu, [y, 2o,, Xm,), by using
Algorithm [3.1] with inputs G, Hg,. and Hg,.;
Step 6: If V' is not an empty automaton, then form the following set:
XY = {(xy,0) € Xy x X (folzy,0) € Xipy) A
((0 € Xo) V((0 € Xo) A (R(0) € T'u(2))))}-
Step 7: If XX # (), then:

o 7.1: For all (z,,0) € XX, exclude from Hg, transition (z, o, fs(x,0)), where

x s the state of Hy,. equal to the first component of x,;
o 7.2: Hy < Trim(Hy,);

o 7.3: Return to Step 3;
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Step 8: HCRO — Hsr-

In Step 1 of Algorithm [3.3] we compute the state partition automaton Hj, from
H, and, in Step 2, we compute automaton H, = H,, x G that refines G, i.e.,
Vsi1,82 € L(H,), when fo.(20,,,51) = fo(To,,,52), then fy(xo,,s1) = fy(z0,,52). It
can be checked that Lemma still holds when we replace H,, with H,, = H, X G.
Steps 3 and 4 of Algorithm correspond to the procedure proposed by [87] for
the computation of the supremal controllable sublanguage of a regular language.
Finally, Steps 5 to 7 are similar to Steps 3 to 5 of Algorithm [3.2] except for the

following difference:

e When we remove some transition in Step 5 of Algorithm we return to
Step 3 with a view to checking if the new L,,(H;) has strings that violate the

relative observability with respect to ambient language L,,(A);

e When we remove some transition in Step 7 of Algorithm [3.3] we return to
Step 3 in order to compute the supremal controllable sublanguage of the new
L,,(Hy), which agrees with the fact that, since we only seek controllable sub-
languages, we can reduce the ambient language to the supremal controllable
sublanguage computed in Steps 3 and 4, and, thus, to achieve a more permis-

sive sublanguage by applying this smaller ambient language in Step 5.

The following proposition demonstrates the correctness of Algorithm [3.3] and
the improvement achieved by it in the language permissiveness. To this end, let
supCRO(K, K) denote the supremal controllable and K-observable sublanguage of
K, which can be obtained by applying Algorithm in the procedure described in
Subsection 2.5.3

Proposition 3.1 Consider automaton G with set of events ¥ = .U, = X,Ud0,,
P, : ¥* — 3% and nonblocking automaton H such that L,,(H) = K and K C
L. (G), and let Horo denote the automaton obtained by Algom'thm with inputs
G and H. Then, (i) Ly, (Hcro) is controllable with respect to L(G) and ¥,. and
observable with respect to L(G) and P,, and (ii) supC RO(K,K) C L,,(Hcro).

Proof: (i) Algorithm [3.3] finishes when ((X; \ Xeont) = 0) A (XX = (). Then,
according to [87, Proposition 6.1, L,,(Hcgro) is controllable with respect to L(G)
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and %, since (X5 \ Xeone) = 0. In addition, according to Theorem XY =10
implies that L,,(Hego) iS Lm(Hero)-observable with respect to G and P,, and,
consequently, it is also observable with respect to L(G) and P,.

(ii) The proof will be done using mathematical induction over the (finite) set of
iterations in Algorithm

Basis step. At the beginning of the first iteration, H,, = Hy, x G. Therefore,
supCRO(K,K) C L,,(H,,) = K;

Induction hypothesis. Suppose that supCRO(K, K) C L,,(H,,), up to the be-
ginning of the i-th iteration;

Inductive step. Let us now consider the (i+1)-st iteration. Notice that in the
i-th iteration, we have removed states and/or transitions from Hy, either in Step 4
or in Step 7. According to [87, Proposition 6.1], every string s,, removed from
L (Hy,) in Step 4 violates the controllability condition, that is, 3s € {s,,} such

that {s}X.. N L(G) ¢ L,,(Hs). Thus, in accordance with the induction hypoth-
esis, {s}¥u. N L(G) ¢ supCRO(K, K), which implies that s,, € supCRO(K, K)

since supCRO(K, K) is controllable. In addition, it can be concluded, by using
Lemma that for each string s,, removed from L,,(H,.) in Step 7 of Algo-
rithm there exists s € {s,,} that violates Ly, (H,, )-observability, that is, there
exist s € Ly (H,) and 0 € ¥ such that so € {s,}, s0 € L(G)\ Lm(H,,) and
P,(s) = P,(s'). As a consequence, s’ € K since L,,(H,.) C K and, in accordance
with the induction hypothesis, s'c € L(G) \ supCRO(K, K), which implies that
5m & supCRO(K, K) since supCRO(K, K) is K-observable.

Finally, since Heogro is equal to the H,. obtained in the last iteration of Algo-

rithm then supCRO(K, K) C L,,(Hcro), which concludes the proof. |

3.5 Computational Complexity Analysis of The
Proposed Algorithms

3.5.1 Computational Complexity of Algorithm

Steps 1 to 5 of Algorithm are employed to construct automaton H. by the
product composition of N, M and G,, that have (|X,| + 2), (| Xa| + 1) and |X,|
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states, respectively. Then, H. has (|X,| + 2) - (| X, + 1) - |X,| states at most.
Since V = HZE||H. and HE has |X},| states, then V has, at most, |X| - (| X5| +
2) - (| Xa| + 1) - | X,| states. The search for transitions of V' executed in Step 8 of
Algorithm can be done with linear complexity with respect to the number of
transitions of V', therefore, the computational complexity of Algorithm is equal
to [ Xn| - (1Xnl +2) - (IXal +1) - | Xl - [Z], dce.; O(Xn[* - [ Xa] - [Xg] - [2)).

Consider now the following proposition.

Proposition 3.2 Let G; = (X1, %1, f1, 1, 20,, Xy ) and Gy = (X2, Xa, fo, T's, x0,,
Xomy) such that L(Gy) C L(Gs), Lyn(G1) C Ly (Ge). In addition, assume that for
every s,s' € L(Gy) such that fi(xo,,s) = fi(zo,,s), then fa(xo,,s) = folzo,,s).
Construct two automata G and G% from Gi and G5 by adding ny and ny new
states, respectively, and only adding new transitions from the states of G1 and Gy to
the new states and between the new states. Then, automaton Gy X Gb has at most

| X1] 4+ ni (| Xo| +n2) states.

Proof: ~ In accordance with the construction of G} and G, we conclude that
(G x G9) C (G} x GY) and every state of G| x G} outside G; X Go has the first
component equal to one of the new states added to Gy. Therefore, G} x G} has,
at most, |Xixa| + n1(|Xa| + n2) states, where X2 denotes the set of states of au-
tomaton G X Gy. Define function © : X;,2 — X; as the mapping O((z1, z2)) = 1,
V(z1,x2) € Xix2. Function © is bijective since, for every s,s" € L(Gy), fi(zo,,s) =
fi(zo,, 8') = fa(xoy, s) = fa(wo,,s') and L(G1) C L(G3). Therefore, | Xix2| = | X1,
which concludes the proof. [ |

In the verification of observability, H = A and, thus, applying Proposition (3.2
with Gy = H, G, = A= H, G| = N and G, = M, we conclude that automaton
N x M has at most 3| Xj,| + 2 states, and, consequently, automaton V = HE| (N x
M x Gy,) has | Xp|- (3| X5|+2) | X,| states, at most. Therefore, the complexity of the
verification of language observability by applying Algorithm [3.1)is O(|.X,|*-| X,|-|Z]),
which is equal to the complexity of the algorithm for the verification of observability

proposed by [78].
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3.5.2 Computational Complexity of Algorithm

In the first step of Algorithm [3.2, we compute automaton H,p, that has, at most,
21Xnl | X, | states and 21%#l . |X,| - || transitions. Since we execute Steps 3 to
5 iteratively, and, for each iteration, at least one transition is removed from au-
tomaton H,, then, the number of iterations is at most equal to the number of
transitions of Hy,. In addition, at each iteration, we compute verifier V' using Al-
gorithm [3.1| with inputs H, (subautomaton of Hy,), A and G. Since Hy and A
satisfy Assumption A1, by applying Proposition with G; = H,, Gy =G, = A
and G| = N, we conclude that automaton N x A has at most | X,| + 2| X,| states,
where |X,| < 2%l .|X},|. Moreover, since A and G satisfy Assumption A2, by
using Proposition with G, = N x A, Gy = Gy = G,, and G} = N x M, we
conclude that automaton H, = N x M x G,, has at most |X,| + 2(|X,| + |X,])
states and, consequently, automaton V' has, at most, | X* + | X| - 2(]Xa| + | X,])
states and, thus, the computational complexity of one iteration of Algorithm is
O([|Xs|* + |Xs| - (|1 Xa| 4+ |Xy])] - |Z]). Therefore, the complexity of Algorithm [3.2]is
O ([227 - X3P + 22500 X2 - (| X + 1)) - [5)7).

When Algorithm is applied for the computation of the supremal K-observable
sublanguage of K with respect to G and P,, then A = H, and, thus, the complex-
ity of Algorithm [3.2]becomes O ([28X¢] - | X, [> + 22¥nl - | X2 - | X, |] - |S/?), which is
smaller than those complexities of the algorithms proposed in [15] and [20], which are

O (21X DX +Xal) X, |- |2]) and O (231Xl Xnl | X [0 | X, |7 - |]), respectively.

Remark 3.4 [t is important to remark that, when H 1is already a state parti-
tion automaton, i.e. when Hy, = H, the complexity of Algorithm becomes
O (| Xn|> + | X0l? - | Xl) - |Z]?), being therefore polynomial. Notice that the state
partition assumption was made in [15], but the complexity of the algorithm pro-
posed in [15)] is still exponential, being O(2UXr+VIXel .| X, |- |S|). Therefore, even in

this situation, the algorithm proposed here performs better.

3.5.3 Computational Complexity of Algorithm

In Step 2 of Algorithm we compute automaton H,., that has, at most,

21Xnl | X5 | - |X,| states and 2%l .| X| - |X,| - |S] transitions. Since we execute
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Steps 3 to 7 iteratively, and, for each iteration, at least either one state (and its
associated transitions) or one transition of Hy, is removed from automaton Hg,,
then, the number of iterations is at most equal to the number of transitions of H,.
Steps 3 and 4 are computed with linear complexity with respect to the number
of transitions of Hy.. In Step 5, we compute verifier V' using Algorithm with
inputs G, H,,, and H,,.. Notice that, since A = H,,., we conclude that automa-
ton M x N has |X,,.| + 2 states, where the new states are (zq4,xq1) and (x4, Za2).
Moreover, in accordance with the construction of Hg,. in Step 2, Vsy,s2 € L(Hg,),
if for(wo,,,51) = for(wo,,,52), then fy(zo,,51) = fy(wo,,s2). Thus, by using Propo-
sition with G, = H,,., Gy = Gy = G,,, and G} = M x N, we conclude that
automaton H, = N x M x G,, has at most | X,,| + 2|X,| states and, consequently,
automaton V has, at most, | Xy |? +2| X |- | X,]| states and (| X |? +2| X5 |- | X,1) - |2
transitions, which implies that the computational complexities of Steps 5 to 7 of
Algorithm are O ((| Xsr|* + | Xs| - | X]) - |2]). From the computational com-
plexities of Steps 3 to 7, we can conclude that each iteration of Algorithm [3.3
is O((|Xsr|* + | Xsr| - | X)) - 12[).  Therefore the complexity of Algorithm is
O (2501 X, - X, 7 - [SP).

3.6 Concluding Remarks

In this chapter, we presented a new property of relative observability which was
leveraged in order to derive three new algorithms: the first one for the verification
of relative observability and the second one for the computation of the supremal rela-
tively observable sublanguage; the former has polynomial time complexity, whereas
the latter, although, in general, has exponential complexity, it will have polyno-
mial complexity when the automaton that marks the specification language is state
partition. The third algorithm, which is based on the second one, can be used to
compute a controllable and observable sublanguage of a regular language by using

the concept of relative observability.
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Chapter 4

Supervisory Control of Networked
Discrete Event Systems With

Timing Structure

In the standard supervisory control problem described in Section [23, 24], it was
assumed that supervisors observe the occurrence of an event immediately after it
has been executed by the plant and without loss of observation. In [I] and [53], we
have weakened this assumption by assuming loss of observations caused by either
intermittent sensor malfunction (when a sensor fails intermittently to issue a signal
associated with an event occurrence) or intermittent communication problems (a
signal issued by a sensor sometimes does not reach the supervisor). As a conse-
quence, the event occurrence is not observed by the supervisor. Nevertheless, we
still assumed, in [53] and [1], that the supervisor instantaneously observes the occur-
rences of observable events. When the plant and supervisors are either far from each
other or a more complex network is used to connect them, communication delays
are unavoidable and must be taken into account. Such a control problem is referred,
in the literature, to as supervisory control of networked discrete event systems [14].

In this chapter, we consider the supervisory control problem of Networked Dis-
crete Event Systems With Timing Structure (NDESWTS) subject to bounded com-
munication delays and intermittent loss of observations. We assume that the com-
munication between the plant and the supervisor is carried out through a network

that can have several channels, so that communication delays can cause changes in
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the order of the observations. Preliminary versions of the results presented in this
chapter have been published in [88] 89]. In addition, the model for NDESWTS pro-
posed here has also been used to address the codiagnosability of NDESW'T'S subject
to event communication delays and loss of observations [66), [67].

It is worth remarking that, in this chapter, we will not address the blocking
properties of supervisory control, which is equivalent to assuming only prefix-closed
admissible languages. Therefore, the sets of marked states will be, from this point
onwards, omitted in the automaton definition.

The remainder of this chapter is structured as follows. In Section [4.1] we for-
mally define NDESWTS, and present a motivating example, and propose a new
model for NDESWTS in Section In section [£.3, we formulate the supervisory
control problem for NDESWTS (Subsection , present some new results, such
as, a necessary and sufficient condition for the existence of networked supervisors
(Subsection , and combine these results to present a systematic way to de-
sign networked supervisors (Subsection . We present some final comments in
Section [4.4]

4.1 Networked Discrete Event Systems With
Timing Structure

We will consider the system structure depicted in Figure [4.1], where the plant is
modeled by an automaton G = (X,3, f,T", z9) which communicates with the su-
pervisory control system through a communication network; the information flow is
indicated by dashed lines. The occurrence of observable events are communicated
to the supervisor through m different communication channels (referred here to as
observation channels), and the supervisor control action is transmitted to the low
level controllers through n different communication channels (referred here to as
control channels).

We make the following assumptions.
A1. No event can be transmitted through two different observation channels.

A2. Each observation channel och;, i = 1,...,m, is modeled by a first-in first-out
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Figure 4.1: Networked supervisory control architecture.

(FIFO) queue, and the events whose occurrences are transmitted through och;
are subject to observation delaysﬂ whose upper bound is known a priori to be

equal to T}, where Tj is a finite positive real number different from zero.

A3. The set of observable events is partitioned, with respect to loss of observations,
as X, = ¥;,UX,,, where ¥y, (resp. X,5,) is the set of observable events that

are subject (resp. not subject) to loss of observations.

A4. The control actions corresponding to controllable events transmitted through

control channels are not subject to transmission delays or losses.

According to Assumption A1, the set of observable events is partitioned as Y, =
U:;Zo,i, where ¥,;, 7 =1,...,m, is the set of observable events whose occurrences
are transmitted through observation channel och;. Assumption A2 implies that the
maximal observation delays must be different from zero for all observable events and
are determined in accordance with their associated observation channels. According
to Assumption A3, the events that belong to ¥, are subject to losses of observa-
tions caused either by package losses in the observation channels or malfunctioning
sensors. Finally, according to Assumption A4, we will not consider delays and losses
of control actions.

In order to model the effects of the dynamic behavior of real systems, we define
the partial function ¢,,;,, : X x ¥ — R, (R, denotes the set of non-negative real

numbers) where t,,;,(x,0) = 7, for o € I'(x), means that event o can only occur at

IThe observation delay of an event corresponds to the time interval elapsed between its occur-
rence in the plant and its successful observation by the supervisor, that is, the observation delay
includes the time intervals taken to record and to transmit the event occurrence.
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state x if the time elapsed from the last transition is greater than (but not equal
to) 7. In addition, we assume that, for all z € X and o € I'(x), tpn(z,0) > 0.
The need for excluding 7 = 0 is imposed by a technical constraint to allow the
NDESWTS to be converted into an untimed finite-state automaton. With a slight
abuse of language, we will refer to t,,:, (s, o) as the minimal activation time. Partial
function t,,;, is extended to domain X x ¥* in the following recursive manner: for
all z € X, tn(z,e) = 0, and tin(x, 50) = tpin(, 8) + tmin(f(x, s),0) for s € ¥*
and o € 2.

Example 4.1 Consider the NDESWTS whose communication network is depicted
in Figure [{.9(a). The plant is modeled by automaton G = (X, %, f, T, zo) depicted
in Figure [4.9(b), where & = {a,B,7v, 1,0}, o = {a, 8,7}, T = {7, 1, n} and
Yo = 0. In Figure[{.(b), the time value attached to each transition (z,o, f(x,0))
of G represents the minimal activation time ty,(x,0). According to Figure[{.9(a),

the occurrences of events in ¥,1 = {a} are transmitted through observation channel

Supervisor
T 1
r-r———————-=-= _I'___ _________ 1
V I 1
channel cchi channel ochy channel ochs
Y1 = {a, 7, 1y} Yo,1 = {a} o2 = {B,7}
I T = 0.9s To = 0.3s

|
. f t
I ——— Plant ¢ [————-—

(a)
G 7o 0.25s/c @ 0.8s/u @ 0.2s/~ @

3

0.24s/n 0.5s/8

0.01s/c
T4

Zs

0.1s/~
(b)

Figure 4.2: Networked discrete event system: communication network (a) and au-
tomaton G (b).
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ochy and their mazimal observation delay is Ty = 0.9s, and the occurrences of events
inXo0 = {B,7} are transmitted through observation channel ochy and their mazimal
observation delay s Ty = 0.3s.

Let us assume that plant G generates string s; = naf~y, formed with a single
unobservable event (n). As illustrated in Figure the occurrence of event o is
transmatted through channel ochy, and, thus, its maximal observation delay is T\ =
0.9s, whereas the occurrence of events B and vy are transmitted through channel ochs,
and, thus, their maximal observation delay is To = 0.3s. As a consequence, event «
may be observed by the supervisor in the following ways: (i) before the occurrence of
v, when the delay of the observation of a is smaller than the time elapsed between
the occurrences of o and ~y; (ii) between the occurrence and observation of event -y,
since the observation of a can be delayed by at most 0.9s and the plant can generate
By after 0.7s has elapsed since the occurrence of event «; (iii) after the observation
of v, since, as shown before, o can be observed after the occurrence of v and the
occurrences of a and vy are transmitted through different channels. The supervisor
may also observe event B after the occurrence of event v, since Ty = 0.3s and v may
occur after 0.2s has elapsed since the execution of event 8. However, regardless of
the interval of observation of 5 overlaps the interval of observation of v (red interval
m Figure , the supervisor cannot observe ~ before observing B, since 5 and vy
are transmitted through the same channel, which, according to Assumption A2, is
modeled by a FIFO queue.

Let us now assume that plant G generates string s, = auy. As illustrated in

Figure [{.4), in this case, although event o may be observed after the occurrence of

n a B8 Y
| } ! {
I } } } t
et 0249t leas 00T T ~ Tidast05s T P aiieasi0s "7 T 77"

at most 0.3s

transmission of (3

at most 0.3s

transmission of «

at most 0.9s

Figure 4.3: Possible cases of observation of string s; = na 7.
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Figure 4.4: Possible cases of observation of string s, = auy.

event p (which is unobservable), it cannot be observed after the occurrence of =,
since the plant can only generate string uy at least 1s after executing event o, whose
observation can be delayed by at most 0.9s.

Therefore, although both strings s; = nafBy and sy = auy have one event be-
tween « and vy, event « can be observed by the supervisor after the occurrence (or
observation) of v when the plant generates string sy, but it cannot be observed after

the occurrence (or observation) of v when the plant generates string ss.

Based on the previous example we may draw the following conclusions:

1. When several communication channels are used to transmit event occurrences
to the supervisor, changes in the order of the received observations are likely
to occur. Such a possibility does not arises in the previous approaches [14] 30~
37, B9-47], since they assume that the observations are always received in the

same order as the event occurrences.

2. The concept of step [14l, [32H36], [39-46], 149, 50, 54556, 59, [60] cannot be used to
correctly model the system presented in the example. This is so because string
s1 = nafy requires two steps to model all possible delays in the observation of
event o, whereas string s, = auy requires only one step to model all possible
delays in the observation of event «. Therefore, if we assume T} = 2 steps,
then the supervisory control problem may become more restrictive, since we
are considering that a can be observed after the occurrence (or observation)
of v when the plant executes string ss, which cannot occur in practice. On
the other hand, assuming 77 = 1 step may lead to wrong control actions when
« is observed after either the occurrence or the observation of + during the

execution of string s;.
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3. If we use the model based on the TDES framework proposed in [38], which is
used in [37, [47, 58], the state dimension of the corresponding untimed model
would be huge; for example, as we can see in Figure [L2(b), tyi (21, ) =
80 X tyin(x4, a), which implies that, in the automaton model proposed in [3§],
transition (1, i, z2) becomes a path with at least 80 states connected by
transitions labeled by the tick event since t,,;, (x4, ) = 0.01s forces the tick

event to be smaller than 0.01s.

4.2 An Untimed Discrete Event System Charac-
terization of NDESWTS

In this section, we will propose a new model formalism for NDESWTS subject
to delays and losses of observations that allows us to represent distributed systems
with heterogeneous temporal behavior and a multi-channel communication network.
We will improve the observation delay model proposed in [49] to directly apply time
information instead of using the concept of step. The modeling of loss of observations
will be carried out by using the Dilation operation approach proposed in [62] to
model intermittent loss of observations in the context of codiagnosability of DES.

We will model the behavior of a NDESWTS by means of an automaton G, =
(Xe, X, fe, e, xp,) whose generated language is defined over the extended set of
events,

Y =X UXSUS (4.1)

where the added event sets Y3 and 3! are used to model, respectively, the successful

observation and the loss of observation of observable events, being defined as follows:
Y i={o,:0€%,}and ¥ :={o;: 0 € 5} (4.2)

As shown in the motivating example presented in Subsection a given string
executed by the plant can generate a set of different observations. As a consequence,
every string s € L(G) can be represented by a set of extended strings in 3% defined in
accordance with ¥,; and 7}, ¢ = 1,...,m, t,,;, and X, as illustrated in the following

example.
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Example 4.2 Consider the NDESWTS presented in Example and depicted in

Figures [{.4(a,b), where © = {a, 8,7, p,n} and &, = {a, B,~7}. Assume that event
B is subject to loss of observations, i.e., ¥, = {f}. Let us suppose that the plant

generates string s = naf. Then, due to delays and loss of observations, the following

extended strings can be generated:

® 5.1 = naosfPs, that models the case when the delay of the observation of «

is smaller than the time interval between the occurrences of o and (3 (inside

Time Interval 1 of Figure ;

Se2 = nafasfs, that models the case when the supervisor observes o between

the occurrence of 5 and its observation (inside Time Interval 2 of Figure ;

Se3 = nafBsas, that models the case when the supervisor firstly observes event

B and only observes event « after observing B (inside Time Interval 3 of

Figure ;

naos B0, nafagf; and nafPias that model the cases when the observation of
B is lost. Notice that these strings have been obtained from the previous ones

by replacing Bs with G;.

e Faxtended strings naasf, nafB, nafas, nafBs and naf B model the cases when
some observations have not reached the supervisor yet, being, therefore, prefizes
of the aforementioned extended strings.

Interval 1 : Interval 2 : Interval 3
« is observed | «isobserved between |« is observed
before the | the occurrence of 3 : after the
: occurrence of 3 . and its observation y observation of 8
I ] ]
n (67 B /883 ﬂl
' ' ' '
Mot 00l ~ Talmstons T T T T T T oo o oo T
at most 0.3s
———————— «
at most 0.9s
F---------"=-" "= - - - === - «

Figure 4.5: Possible cases of observation of string s = na/8 modeled by extended
strings over ..
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Let us now define the following functions:

o ) X — X

o )

where (e) = ¢, ¥(0) = oy, for all ¢ € %,, and P(so) =
»(s)Y(o), for all s € Xf and o € ¥,. Function v is extended to languages by
applying it to all strings in the language.

o 1 : ¥ — 3* which is the inverse function of 1.

In addition, let us define the following projections: P, : X7 — X* and P, : X} —
¥

Example 4.3 Consider the NDESWTS presented in Example[{.1], which is depicted
in Figures [{.9(a,b), where © = {a,B,7, 1,1}, o = {a, 8,7} and Ey, = {8}, and
assume again that string s = naf has been generated by the plant.

Firstly, notice that, all extended strings presented in the previous example have
the same projection over ¥*, being equal to s.

Now, observe that an extended string s. € X models the case when the plant
generates string P.(s.), and the supervisor observes string V' (P.s(s.)); for ex-
ample, extended strings s.q1 = naasBBs and s.o = nofosBs represent the case
when the supervisor observes af since V(P s(se1)) = v HPos(se2)) = af,
whereas extended string s.s = nafBsas models the case when the supervisor ob-
serves Y (P.s(Se3)) = Ba. On the other hand, extended string s.., = nafSfios
models a case when the supervisor makes its decision based on the observation of

VY (P.s(se)) = a, since the observation of 3 is lost.

In order to characterize the set of extended strings associated with a string, or
a sublanguage, of L(G), we will first introduce a function that models the effects of
possible observation delays. To this end, let us define projections P ; : ¥} — 337,
and P, @ X% — [¢(2,,)]*. In addition, for o € (XU %) and w € (X U X3)*, let
o0\ € w denote that there are, at least, j occurrences of event ¢ in string w, being
o9 the j-th occurrence of ¢ in w. In addition, let w,¢) be the prefix of w that

finishes at the j-th occurrence of o in w, if ¢¥) € w, or w, if ¢ & w.

Definition 4.1 (delay extension function) The Delay extension function is the

mapping
Dy: L(G) — 23V%)

s = Dy(s)
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where w € Dy(s) if w satisfies the following conditions:
1. P.(w) =s.

2. Forallo €Y,y i=1,...,m, and o) € w:
tmin(T0, Pe(w,»)) = tmin (20, Pe(w,)) < Ti. (4.3)
3. Forallos € Y(X,;), i=1,...,m, and o) € w:
o) € w g (4.4)

and

[Pei(wom) | = [[Pesi(w,0)l- (4.5)
The extension of Dy to domain 2M9 is defined as Dy(L) := J,; Da(s).

Condition 1 of Definition ensures that w is obtained from s by inserting events
only from ¥?. Condition 2 enforces that the delay between the occurrence of an event
o € ¥,; and its observation o, = (o) is not larger than the delay upper bound
T; (Equation (4.3). Finally, Condition 3 ensures that the observation of an event
o, € X2 can only occur after event o = ¢~!(0,) has occurred in w (Equation (4.4)),
and that observations of events transmitted through the same observation channel
must be in the same order of their occurrences in s (Equation (4.5])).

We now redefine dilation operation [Il 62] in domain (XU X2%)*, which is denoted
by D; and models the effects of loss of observations in extended languages, i.e., when

an event o € ¥, occurs, either o, or o; will occur.

Definition 4.2 (dilation function [62]) The Dilation function D;: (¥ UX3)* —

2% s recursively defined as:

Die) = {e},
Di(o) = {o},Vo X,
{05}7 Zf Os € Ef) \ 2ﬂ(zlo)a

{0370l}; ifgs S w(zlo>7
Di(wo) = Dy(w)D(o), Vw € (BUX))*, Vo € (XUL).

Dy(os) =
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The extension of Dy to domain 25Y%2)" is defined as Dy(L) :=J,,., Di(w).

weL

Finally, in order to characterize the joint effects of delays and losses of observa-
tions, we define the extension operation as the composition of the delay extension

function with the dilation function, as follows.

Definition 4.3 (extension function) The Extension function is the mapping

E: 2MG) — 9%
L~ E(L):= Dy(Dy(L)).

According to Definition , for a given string s € L(G), extended language
E({s}) (hereafter, denoted simply by E(s)) is formed by those extended strings
that can be generated when s is executed by the plant in the presence of delays and

loss of observations. The following example illustrates operations Dy, D; and E.

Example 4.4 Consider again the NDESWTS depicted in Figures (a,b), where
S=Ao, 8,7, mn}, o =A{a, 8,7} and Ty, = {8}

In order to highlight how Definition works, consider string s, = auy € L(Q)
and extended strings w = naag, v = apyasys and u = aoguyBsys. Notice that these
strings cannot be generated when string s, is executed by the plant since: (i) string w
cannot be generated when sy is executed since P,(w) = na, which implies, according
to Condition 1 of Definition that it corresponds to the execution of string no;
(i1) regarding string v, notice that, although the delay upper bound of the observa-
tion of o is 0.9s, its observation, modeled by event g in v, accounts for a delay of,
at least, 1s. This is so because, according to Condition 2 of Definition (Equa-
tion ), tmin(Zo, P6<Uagl))) — timin(T0, Pe(Vo)) = tmin(xo, apy) — timin(To, @) =
1.25—-0.25 =1 > 0.9, and; (iii) finally, u has one occurrence of event 35 which is not
possible since, although B is an observable event, there has not been any occurrence
of event [ in string si, which is captured by Condition 3 of Definition (Equa-
tion ([(.4)), since BV ¢ Ug) = aasuyfBs. Consider now string ss = nafy € L(G)
and extended string z = naasByvsPs. Notice that this extended string cannot be
generated when the plant executes string s, since the observations of events 5 and

v (Bs and s, respectively) are incorrect, since these events are transmitted through
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the same observation channel and event v has occurred after event 8 in sq, which is
also captured by Condition 3 of Definition [4.1] (Equation (4.5])).

Finally, consider that string s = naf has been generated by the plant. By apply-
ing Definition[{.1], we obtain, as shown in Example[{.3, the following set of extended
strings in (XU X3)* that can be generated when the plant executes s and only delays

of observations are taken into account:

Dd(s) = {770567 77040435, 770450437 7704555, naasﬁﬁm naﬁasﬁm 7704553045}-

Notice that all strings in Dg(s) satisfy Conditions 1, 2 and 3 of Definition . By
applying Dilation operation to D4(s), we obtain, according to Deﬁmtions and
the following set that is formed with all extended strings in X} that can be generated

when the plant executes s in the presence of delays and loss of observations:

E(s) = Di(Dq(s)) = Da(s) U {na BBy, naasB B, naBasfy, naB o}

We will now propose an algorithm to construct, recursively, automaton G, such
that L(Ge) = E(L(G)). In order to do so, each state of this automaton will have
two components, as follows: the first component will account for the corresponding
state x of plant G, and the second component will account for the observable events
that were generated by G in order to reach state x and whose observations are being
transmitted to the supervisor together with the minimum time elapsed between the
occurrences of these observable events. For example, as illustrated in Figure [4.6]
state (x3,@0.550.2y) of G, corresponds to the case when the plant has reached
state x3 after the execution of a string s € L(G) that contains, in that order, the
observable events «, § and v whose observations are still being transmitted to the
supervisor, and the times elapsed between the occurrences of o and 8 (resp. [ and
~y) are, at least, equal to 0.5 (resp. 0.2) time units. Finally, it is important to remark
that state (x3,«0.550.27) is viable since it is possible, as shown in Example , for
string nafy to occur before « is observed.

The definition of the second components of the states of G, is carried out by
manipulating observable events and non-negative real numbers. To this end, let

Q:={q9=qq q:Vie{l,2,. 0}, (g € %) V(g € Ry} be a set whose
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Associated plant state Observable events whose occurrences
are still being transmitted

' J ' Order of occurrence in the plant:

a— 3=y
(73, 0.5 50.27)

I— Minimal time elapsed between

the occurrences of B and ~y

Minimal time elapsed between
the occurrences of a and (8

Figure 4.6: Example of a possible state of automaton Ge..

elements are strings formed by observable events and non-negative real numbers.
In the following definition, we propose some operations over Q, and a function
that relates an observable event with the observation channel used to transmit its

occurrence to the supervisor.

Definition 4.4
e The function link : @ x Q@ — Q s a mapping where, for every pair ¢ = q1 - - - qx
and p = p1 - P, belonging to Q,
@ @1 (qe +p1) P2 o, if o1 € Ry

link(q,p) ==
q1---qQrP1- - Po, Otherwise.

e The function cut : Q@ — Q is a mapping where, for all g = q1q2- - q. € O,

Gy dy1-qrs if Gy <K)[(gy € Bo) A (¢ € Ry, V) € {1,y — 1})]

cut(q) =
0, ifq € Ry, Vy e {1,2,....k}.

e The function add : Q@ x X x X — Q is a mapping where, for allg € Q, x € X

and o € X,

cut(link(q, tmin(x,0)0)), if (0 € 3,) A (0 € I'(z))
add(q,z,0) == cut(link(q, tmmn(z,0))), if (0 € Lu) A (0 € T(z))
undefined, otherwise.

e The function removal, rem : Q x N — Q is a mapping where, for all ¢ =
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G2 qr € Q,

cut(qa - qr), if (y = 1)
link(qr - Qy—1, Qy+1- - @), if (1 <y < k)
cut(qr -+ qr—1), if (y =k)

undefined, otherwise.

rem(q,y) =

\

e The observation channel index function is the mapping och : 3, — {1,...,m}

defined as och(o) =1, for all o € ¥,; and i € {1,...,n}.

According to Definition [£.4] string link(q, p) is obtained by concatenating strings
q and p in the usual manner except when the last element of ¢ and the first element
of p are numbers; in this case, these elements are added. String cut(q) is formed
from ¢ either by removing the largest prefix that is composed with numbers only,
or is set as 0, when ¢ is solely formed by numbers. Function add() will be used
to define the second component of the state reached from a state (z,q) of G, by a
transition that is labeled by an event o € ¥, and, thus, string add(q, x, o) is formed
by concatenating ¢ with the minimal activation time t,,;,(z,0) and, in the case
when o € ¥,, by also concatenating with o. Function rem() will be used to define
the second component of the state reached by a transition labeled by an event in
(35U (d.e., a transition that represents either a successful observation or a loss
of observation), and, consequently, string rem(q, y) is formed from ¢ by removing its
y-th element, which corresponds to the event whose observation has been finished or
lost. Finally, och(o) is equal to the index i associated with the observation channel
used to transmit the occurrences of event o.

We now present an algorithm for the construction of automaton G.. The reader

may find useful to follow the algorithm with the help of Example [4.5

Algorithm 4.1 (Construction of automaton G.)
Inputs:

e G =(X,X, f,[",z9): automaton that models the plant of the NDESWTS;

o X, and Ty, for all i € {1,....,m}: sets of observable events and delay upper
bounds of each observation channel;

e X, set of events subject to losses of observations;
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o tyin(z,0), Vo € X and Vo € I'(x): minimal activation times.
Output:
o G. = (Xe, %, fe, Te, 20,).
Step 1: Define the initial state xo, = (x,0) and X, = 0;
Step 2: Define event sets ¥3, YL and 3. according to Equations and ;
Step 3: Create a FIFO queue F = [xo,];
Step 4: While F # ) do:

o 4.1: (x,q) < head(F) and dequeue(F).
0 4.2: Xe = XeU{(2,9)};

0 4.3: Let ¢ = q1 q2- - - qi. Define the set of indexes I, = {j € {1,...,k} :q; €
Yo}s

o 4.4: If I, # 0, then, Yy € I,, set ming(y) as the sum of the real numbers on
the right of q, in q;

o 4.5: Forall o € I'(x):
(a) Te = fe((va)’U) =

(f(z,0),add(q,v,0)), if (I, = 0) V [(min(y)+
Fmin(2,0)) < Toch(q,), Yy € Lo);

undefined, otherwise.

(b) If &, is defined and (T, & X.) N (T € F), then enqueue(F, &),

o 4.6: For each observation channel och;, i = 1,...,m, form setY; ={j € I, :
qj €Yo} IfYi #0, then:

(a) Compute y = min(Y;);

(b) Define e = fe((2,9),¥(qy)) = (x,rem(q, y));

(¢c) If q, € 3o, then define f.((z,q),qy1) = Te;

(4) If (&0 & X) A (20 & F), then engueue(F, 2.);
Step 5: Define Ue(x.) = {0 € X¢ : fe(we, 0) is defined}, for all x. € X,.

Example 4.5 Consider the NDESWTS depicted in Figures (a,b), where ¥ =
{a, B,v,11,m}, 2o = {a, 5,7} and ¥y, = {B}. Using Algorithm with inputs G,
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Yor1 = {a}, oo = {87}, Th = 0.9s, Ty, = 0.3s, ¥, = {B}, and t,n, defined
according to Figure (b), we obtain automaton G. depicted in Figure whose

construction can be explained as follows.

Figure 4.7:  Automaton G, obtained by using Algorithm 4.1 in Example [4.5]

In Step 1, we define the initial state of automaton G. as xo, = (x0,0),
where the second component indicates that no observation is being transmitted to
the supervisor at state (xo,0). In Step 2, we create the sets of events 3, =
{a, B, 1y, s, B, Vs, Bi}, X5 = {ag, Bs, st and XL = {B}. In Step 3, we cre-
ate a queue of states F' = [(x0,0)], and, in the sequence, we repeat Step 4 until F
becomes empty.

In Steps 4.1 and 4.2, we set (x,q) = (x0,0), F =[] and X, = {(x0,0)}. In
Step 4.3, we create the set of indexes I, that records the indexes of the events be-
longing to X, inside q. Thus, I, = (), since ¢ = 0. The next step, Step 4.4, should
be skipped since 1, = (0. In Step 4.5 (resp. Step 4.6), we define the transitions from
state (x,q), labeled by events in X (resp. X5 or X!) associated with the occurrences of
events in the plant (resp. successful or lost observations). Since I'(xo) = {a,n} and
q = 0, we define, in Step 4.5, two transitions from state (xg,0) labeled by events «
and 1, which define new states (x1,«) and (x4,0); thus F' = [(z1, ), (x4,0)]. Notice
that, event a (resp. n) is added (resp. not added) to the second component of the
reached state because it is an observable (resp. unobservable) event. Finally, since
I, =10, then sets Y;, to be formed in Step 4.6 for each observation channel och;, are
also empty. Therefore, no transition will be defined in Step 4.6.

Assume that after some iterations of Step 4, state (x,q) = (x5,«) is the first
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state of queue F'. Then, in Steps 4.3 and 4.4, we obtain I, = {1} and min.(1) = 0.
In Step 4.5, we define a unique transition labeled by B, because I'(x5) = {5}, and
since mine (1) + tpin(xs, ) = 0.5 < Ty = 0.9, B can occur before the observation of
a. Thus the state reached through this transition will be (f(xs, 8),add(c, x5, B)) =
(x9,0.58). Finally, in step 4.0, we define the transition labeled by oy to state
(x5,0), that represents the successful observation of «.

Let us now assume that (x,q) = (x2,0.8) at the beginning of Step 4. Notice that
although v € T'(x3), a transition labeled by v from state (x9,0.8) cannot be defined
since the time elapsed between the occurrences of o and ~y is larger than the delay of
the observation of .

To conclude the example, let us consider state (x,q) = (x3,20.580.27). Notice
that although v 1s in q, its observation cannot be recorded by the supervisor since
event 8 has occurred before v, B has not been observed yet and both 5 and v are

transmitted through the same observation channel.

The following results concern automaton G, obtained by Algorithm [4.1]

Lemma 4.1 Let w € L(G.) and define (x,q) = fe(zo,,w). Then:

() &= [f(wo, Pe(w));

(b) ¢ = 0 if, and only if, every event o in w that belongs to 3, has its oc-
currence either successfully transmitted (o) or lost (o) in w. Otherwise,
¢ = qQ1q2...qx € Q, where ¢1 € X, and every q, € X,, y € {1,2,...,k},
corresponds to one occurrence of event q, in w whose occurrence is still being
transmitted, with mineg(y) (stated in Step 4.4 of Algorithm equal to the

minimal time interval elapsed since the occurrence of g, in the plant.

Proof: The proof is done by induction in the length of the strings w € L(G.).
Basis step. According to Step 1 of Algorithm [4.1] the initial state of G. is equal
to o, = (29,0). Thus, for w = ¢, fe(xo,,w) = (x0,0), which agrees with the facts
that: (a) f(xo, P.(€)) = x¢, and (b) there is no event in w whose occurrence has not
been transmitted.
Induction hypothesis. For all w € L(G.), such that ||w| < p, fe(zo,,w) =

(f(xo, P.(w)),q), where ¢ = 0 if, and only if, every event ¢ in w that belongs to ¥,
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has its occurrence either successfully transmitted (o) or lost (o;) in w. Otherwise,
=G -..q € Q where ¢; € 3, and every ¢, € ¥,, y € {1,2,...,k}, corresponds
to one occurrence of event ¢, in w that has not been observed yet, with min.(y)
being equal to the minimal time interval elapsed since the occurrence of g, in the
plant.

Inductive step. Consider a string wo € L(G.) such that |w| = p and o € %..
We will prove initially item (a) and, after that, item (b).

(a) Notice that, according to the induction hypothesis, the first component of
state fe(zo,,w) is equal to f(xg, P.(w)). Let us first consider the case when o € 3.
Then, according to Step 4.5 of Algorithm 1.1 ¢ € I'(f(z, P.(w))) and the first
component of the reached state is equal to f(f(zo, Pe(w)),0) = f(xo, P.(w)o) =
f(xo, P.(wo)). Let us now consider the case when o € (35U X!). Since, according
to Steps 4.6(b) and 4.6(c) of Algorithm [4.1] the transitions of G, labeled by events
in (33 UX!) do not modify the first component of the state, the first component of
fe(zo,,wo) is equal to f(xg, P.(w)), which is equal to f(zo, P.(wo)) since P.(w) =
P.(wo).

(b) Let g denote the second component of state f.(xq,,w). Then, according to
the induction hypothesis, ¢ satisfies part (b) of the lemma statement with respect
to string w. According to Algorithm the second component of the state reached
from state fe(zo,,w) by a transition labeled by an event o € 3, is determined as

follows:

(1) If 0 € ¥, then, according to Step 4.5(a), the second component of the reached
state is add(q, x, o), where, according to Definition , function add links, to
the right of g, either string t,,;,(z,0)0, if 0 € 3,, or tyin(z, 0), if 0 € X,,, and
also removes the largest prefix formed only with non-negative real numbers.
In this case, the second component of the state reached from f.(zq,,w) by
the transition labeled by o will be as follows: t,,,(x,0) must be added to
the right of ¢ after the occurrence of ¢ in the plant with a view to enforcing
that ming(y), defined according Step 4.4 of Algorithm , be equal to the
minimal time interval elapsed since the occurrence of the y-th event of the
second component of the reached state; in addition, ¢ has to be added to ¢

when o € 3, since its occurrence has not been observed in wo, whereas, in
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the case when o € ¥, nothing else has to be added to q.

(ii) If o € X% or 0 € XL, then, according to Steps 4.6(b) and 4.6(c), respectively,
the second component of the reached state is rem(q,y), where y, computed
in Step 4.6(a), is the index of the first occurrence of event ¢y~!(o) in ¢ and,
according to Definition @, function rem removes g, from ¢, and also removes
the largest prefix formed only with non-negative real numbers. Thus, the
occurrence of an event o belonging to either ¥ or ¥ represents, respectively,
either the successful or the loss of the observation of an event in w, namely, it
models either the successful or the loss of the observation of event g, stored in
q. Thus, it is straightforward to conclude that we must remove g, from ¢ to
obtain the second component of the reached state, as done by using function
rem in Algorithm [£.1} In addition, notice that, functions add and rem are
defined using function cut, which removes, from ¢ € Q, the largest prefix

formed only with non-negative real numbers.

Finally, notice that, in both cases, (i) and (ii), functions add and rem guarantee
that the first element of the second component of the reached state belongs to >,
if the second component of the reached state has at least one element belonging to
>, or that the second component of the reached state is equal to 0, otherwise. In

both cases, the lemma statement holds true, and the proof is complete. [ |
Lemma 4.2 L(G.) = E(L(G)).

Proof: Let us initially consider the case when Y;, = (), that is, there is no event
subject to loss of observations. Thus, ¥} = () and, according to Definitions and
4.3, E(L(G)) = D4(L(G)). The proof that L(G.) = Dq(L(G)), in the case when
Yo = 0, is done by induction in the length of strings w € 3.

Basis step. Let w = ¢. Then, w € Dy(L(G)) since P.(¢) = ¢ € L(G) and ¢
satisfies Conditions 2 and 3 of Definition .1} In addition, we can also conclude that
w € L(G.) since the initial state of G, is defined (which is equal to (g, 0)).

Induction hypothesis. For all extended string w € ¥} such that ||w| < p, w €
L(G.) & w € Dy(L(G)).

Inductive step. Let wo € X! be such that ||w| = p and ¢ € .. It can be
seen, from Definition [1.1] that if w & Dy(L(G)), then wo & Dy(L(G)). In addition,
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since L(G.) is, by definition, prefix-closed, if w ¢ L(G.), then wo ¢ L(G.). As a

consequence of the induction hypothesis, we can only consider the case when w €

L(G.) and w € Dy(L(G)). The last statement implies, according to Definition [4.1]

that there exists s € L(G) such that s = P.(w) and that w satisfies Conditions 2
and 3 of Definition We will first consider the case when o € X, and, in the

sequel, the case when o € 2.

(i)

(i)

o € Y. In this case, Condition 3 of Definition is satisfied for wo since
it is satisfied for w. Regarding Condition 1 of Definition notice that
transitions from state f.(xq,,w) labeled by events in 3 are defined, in Step 4.5
of Algorithm 1, for those events that belong to I'(f(xo, s)) since, according to
statement (a) of Lemma the first component of state f.(xo,,w) is equal
to f(xg,s). This agrees with the fact that, since P.(wo) = so, wo satisfies
Condition 1 of Definition [4.1] only for string so, which implies that so must be
in L(G) for wo to be in Dy(L(G)), or equivalently, o must be in I'( (¢, s)). In
order to verify if wo satisfies Condition 2, let ¢ denote the second component
of state f.(xo,,w), and consider the problem of evaluating the possibility of
occurrence of event o € X before the observation of one of the events belonging
to ¥, that form ¢g. According to Step 4.5(a), this evaluation is made by
checking if ¢ = 0 or, when ¢ # 0, by comparing, for every ¢, € 3, that forms
¢, the minimal time elapsed since the occurrence of g, with the delay bound
of the channel that transmits the occurrences of g, to the supervisor. Thus,
the transition labeled with an event o € I'(f(zo,s)) from state fe(xo,,w) is
defined if, and only if, either ¢ = 0 or, for every ¢, € ¥, that forms ¢, the
delay bound Tiep(g,) is bigger than mine(y) + tmin(f (2o, Pe(w)), o). Notice
that, in accordance with statement (b) of Lemma verifying this condition
is equivalent to checking if every event in ¥,, that has occurred in wo and
whose observation has not occurred, satisfies Equation (4.3). In addition,
since w satisfies Condition 2, every event in w whose occurrence has been
observed in w also satisfies Equation (4.3]). Therefore, we can conclude that,

when o € 3, wo € L(G,) < wo € Dy(L(G)).

o € 5. In this case, P.(wo) = P.(w), which implies that wo satisfies Condi-
tion 1 of Definition [4.1| for s € L(G). Moreover, wo also satisfies Condition 2
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of Definition since it is satisfied for w. Thus, it remains to check if Con-
dition 3 holds true for string wo. In order to do so, consider the possibility
of creating a transition from state f.(zo,,w), labeled by event o € (3,,),
carried out in Step 4.6, which is repeated for each observation channel och;,
t=1,...,m. In Step 4.6, the set of indexes Y is computed with respect to the
second component of state f.(xg,,w), denoted by ¢, and set ¥, ;. Notice that,
in accordance with Lemma wo satisfies Equation if, and only if, there
exists ¥ 7!(0) in ¢. Thus, when Y is nonempty, index y = min(Y’), computed
in Step 4.6(a), determines event ¢, that corresponds to the first event in ¢
whose occurrence is transmitted through channel och;. Consequently, 1(g,)
is the unique event in (X, ;) such that wi(q,) satisfies Equations (4.4) and
([A.5)), and, according to Step 4.6(b), it is also the unique event in 1(3,;) that
is used to create a new transition from state f.(zq,,w). Therefore, it can be

concluded that, when o € ¥, wo € L(G.) < wo € Dy(L(G)).

Let us now consider the case when ¥, # 0. As stated in [62], in this case, an au-
tomaton that generates the dilation of Dy(L(G)), that is E(L(G)) = Di(Dq4(L(G))),
can be constructed from an automaton that generates Dy(L(G)) by adding to all
transitions labeled with events in X2 N (X, ), parallel transitions labeled with the
corresponding events in X!. Notice that, according to Step 4.6(c), a parallel tran-
sition labeled by o; € X! is defined whenever a transition labeled by an event

0s € X5 N1Y(X,) is defined in Step 4.6(b), which completes the proof. |
Theorem 4.1 Let L C L(G). Then, E(L) = P;Y(L)NL(G,), where P, : 3% — %*.

Proof:
(C) Let us consider a string w € E(L). Then, w € E(L(G)) since, according
to Definitions and 1.3 E(L) C E(L(G)). Thus, using Lemma we can
conclude that w € L(G.). In addition, because E(L) = D;(D4(L)) is formed from
D4(L) by adding new strings obtained, from the strings in D4(L), by replacing some
events in 5 N 1)(3;,) with events in 3!

0

(ii) there exists t € Dy(L) such that w € (D;(t) \ {t}) and P.(w) = P.(t). As a

we can see that either (i) w € Dgy(L) or

consequence w € P (L) since, according to Condition 1 of Definition there
exists s € L such that, in case (i) s = P.(w) and, in case (i), s = P.(t) = P.(w).
Therefore, w € P, Y (L) N L(G).
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(D) Consider now a string w € P;Y(L) N L(G,), and define string s = P.(w).
Thus, w € L(G.) and w € P;!(L), where the last inclusion relation implies that
s € L. Let us now analyzing w € L(G.). In this case, according to Lemma ,
w € E(L(G)), which implies, according to Definitions[t.2|and [4.3] that either (1) w €
D4(L(@G)), and, in this case, w € Dy(s) € E(L), or (ii) there exists t € Dy(L(G))
such that w € (Dy(t) \ {t}) and P.(w) = P.(t), and thus, t € Dy(s), which also
implies that w € E(s) C E(L). Therefore, in both cases, (i) and (i), w € E(L). m

Remark 4.1 (size of the state space of G.) Let us define the following vari-
ables: T =maz{T; :i € {1,...,m}}, t = min{tin(z,0) : (z,0) € X x X) A (0 €
[(z))}, and T = maz{z € Z : z < T/t}, where Z is the set of integer numbers.

In order to compute the maximal number of states of G., let us assume that
link(q,p) only concatenates q and p, i.e., it does not add the last element of q
with the first element of p when they are real numbers. In this case, every state
of G. has either (i) the form (z,qy) where x € X, and qo € X, U {0}, or (ii) the
form (z,qoeres...ex) where v € X, qo € X, and, for j = 1,2,... k, either e;
is a real number (which is the minimal activation time that corresponds to either
an event in X, or an event in X, whose transmission has been finished), or e; is
a real number concatenated with an event belonging to X, (which corresponds to a
manimal activation time and its associated event in X, whose occurrence is still being
transmitted). In the worst case, G will have | X,|- (|S,]+1) states with the form (i),
and | Xy |Zo] - (|2] 4 |Z0|)¥ states with the form (ii). In addition, by assuming that
all minimal activation times are equal to t and all maximal observation delays are
equal to T, it can be seen that k < T since, if k > T, then the maximal observation

delay of event qq is violated. Thus, we can conclude that, in the worst case,

\"

[Xel = 11 (1Dl + 1) + 1X 2+ [S6] - D (1] + [Z])*.

k=1

Therefore, |X.| is O (| Xg|* - |So| - (18] +|%6])7). Finally, notice that the number
of states in the worst case may only decrease if we compute link(q,p) as stated by
Definition[{.4), i.e., by adding the last element of q with the first element of p when

they are real numbers.
In the design of networked supervisors for a given admissible language K C L(G),
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we will use the extended language F(K) in order to model the execution of the
strings belonging to K in the general case, i.e., when we assume that delays or loss
of observations may occur. Besides considering the performance of the compensated
system in the general case, we also intend to take into account the performance
of the compensated system under nominal operating conditions, i.e., assuming no
observation loss and only negligible delays, which, in practice, corresponds to the
case when all delays of observations are smaller than the time intervals between
the event occurrences. To this end, we characterize, in the following definition,
the sublanguage of E(K') that models the execution of the strings belonging to a

language K under nominal operating conditions.

Definition 4.5 (null extension function) The null extension function is the

mapping E, : L(G) — 2P«E@) defined as:
(i) En(e) = {e};

(i) En(s) == {o1...01 € Da(s) : (Bj € {1,....k —1})[(0; € 5,) A (011 #
P(o))}, Vs € L(G) \ {e}-

The extension of E, to domain 249 is defined as E,(L) := J,p En(s).

According to Definition [A.5] for a string s € L(G), E,(s) is formed by those
extended strings in Dy(s) in which every occurrence of an event o € ¥, is followed by
the occurrence of event o, € X}, where the latter models the successful observation

of the former. The following example illustrates the null extension function.

Example 4.6 Consider the NDESWTS depicted in Figures [4.9(a,b), where ¥ =
{a, B,7,p,m}, 2o = {a, 8,7} and ¥y, = {B}. Figure (a) shows the subautomaton
of G. (which was constructed in Example that generates those extended strings
that form E({opn}). It can be seen, with the help of Figure (a), that the strings
in {apoyys} correspond to those strings in E({oun}) that violate Condition (ii)
of Definition [{.5, since event p occurs before the observation of event a, which is
denoted by o,. Thus, we can conclude that the null extended language E,({apy})
18 equal to the language generated by the automaton depicted in Figure (b)
Notice that, for every string s € L(G), E,(s) will have just one element if the last

event of s belongs to ¥,,, for instance, E,(ap) = {aasu}, whereas E,(s) will have
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Figure 4.8: Automata whose generated languages are E({au7v}) (a) and

En({apr}) (b).

just two elements in the case when the last event of s belongs to ¥,, for example,

En(apy) = {aaspy, aospyyst

The following algorithm can be used to construct automata whose generate lan-

guages are the extension and the null extension of a given prefix-closed sublanguage

of L(G).

Algorithm 4.2 (Construction of automata H, and H,)
Inputs:
o G. = (X¢, 2, fe, e, xo,): automaton whose generated language is E(L(G));
o H= (XX, fn,In,x0,): automaton whose generated language is K C L(G);
e >, and X,,: sets of observable and unobservable events of automaton G, re-
spectively.
Outputs:
e H.: automaton whose generated language is E(K).
e H,: automaton whose generated language is E,(K).
Step 1: Compute H, := H||G.
Step 2: Define automaton A = ({yo, 1}, Xe, fas Las o), where: (i) To(yo) = X and
Co(yr) = 22, and; (i) fo(yo,0) = Yo, if 0 € Yuo, fa(yo,0) = y1, if 0 € Xy, and
falyr,0) = yo, if 0 € X5,
Step 8: Compute H, := Al H..
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Example 4.7 Consider the NDESWTS depicted in Figures [4.9(a,b), where ¥ =
{a, 8,7, 1,m}, X0 = {o, 8,7} and ¥, = {B}, and the language K generated by
automaton H, depicted in Figure (a). Consider also automaton G. computed in
Ezample[4.5, which is depicted in Figure[4.7. Automaton H., computed in Step 1 of
Algorithm |4.2, is depicted in Figure (b) Notice that, automaton A computed in
Step 2 of Algorithm[4.3 has always the state transition diagram, which is presented
in Figure (c) Finally, automaton H,, computed in Step 3 of Algorithm 15

depicted in Figure [{.9(d).
The following proposition asserts the correctness of Algorithm

Proposition 4.1 Let K C L(G), and let H and G. be automata such that
L(H) = K and L(G.) = E(L(Q)). Consider automata H., and H, computed by
using Algorithm[{.4 with inputs G., H, ¥, and Sy,. Then, (a) L(H.) = E(K), and
(b) L(Hy) = En(K).

Proof: (a) L(H,) = L(H|G.) = P;Y(L(H)) N L(G,), which implies, according to
Theorem [4.1], that L(H.) = E(K).

(b) Since L(H.) = FE(K) and H, = A|H., it is straightforward to see that, if
K = 0, then L(H,) = E,(K) = (), and, otherwise, ¢ € L(H,) and ¢ € E,(K).
In addition, notice that E(K) can be partitioned as E(K) = Dy(K)JU(E(K) \
Dy(K)), where (E(K) \ Dy(K)) is formed with those extended strings that have at
least one event belonging to ¥ i.e., those extended strings that model the cases
when loss of observations occurs. Thus, since automaton A does not allow the
occurrence of events in X! and L(H,,) = L(A) N L(H,), we can infer that L(H,) C
Dy(K). Therefore, it remains to be verified if, Vo ... 0, € Dy(K) with k > 1, string

o1...0, € L(H,) if, and only if, it satisfies the following condition

(B € {L,.... k= 1})[(0; € Xo) A (0541 # P(07))] (4.6)

To do so, let us first consider a string oy ...0y € Dy(K) that satisfies . Notice
that oy...0, € L(H,.) since L(H,) = E(K) 2 Dy(K). In addition, according to
Condition 3 of Definition [4.1] (Equation (4.4))), the first event of every string in Dy(K)
belongs to Y, which implies that either oy € 3, or o1 € X,,, and, additionally,

according to (4.6)), all event in oy...0,_; that belongs to X, is followed by an
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Figure 4.9: Automaton whose generated language is K (a), and automata H, (b),
A (c) and H,, (d) computed using Algorithm [4.2] in Example [1.7

event belonging to 2. Thus, we can conclude, from Step 2 of Algorithm that
01...0, € L(A), and, consequently, oy ...0y € L(H,).
Let us now suppose a string oy ...o0x € L(H,) that does not satisfy (4.6)), and
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let j denote the smaller index for which (¢; € X,) A (0,41 # 9¥(0;)). Thus, since all
transitions that are active in A after the occurrence of an event in 3, are labeled by
events in X3, we can infer that 0,1 € 33\ {¢(0;)}. However, since j is the smaller
index for which (o; € X,) A (0,41 # ¥(0;)), all events in 0y ...0,_1 that belong to
>, were observed in o ...0;_;, and, consequently, extended string o; . .. o}, does not
satisfy Condition 3 of Definition 4.1 (Equation (4.4))), which implies that o ... 0% &
Dy(K) and, thus, oy...0r ¢ L(H,), which is a contradiction and completes the

proof. [

4.3 Supervisory Control of NDESWTS

4.3.1 Networked Supervisory Control Problem

Because of the presence of delays and loss of observations, the feedback structure
for networked supervisory control is no longer that presented in Figure (Subsec-
tion [2.5.2)) for supervisory control under partial observation. As seen in Figure [4.10]

so € Y1 (Pe,s(E(s))) sy € Pe s(E(s))
Snet w—l
Snet(so) Pe,s
BN g N o i
I S I sc € E(s)
| Ge |

Figure 4.10: Feedback structure for the networked supervisory control problem
under delays and loss of observations.

the observed language is no longer P,(L(G)) but ¢~ (P,. 4(E(L(G)))), namely, when
a string s is generated by the plant, the networked supervisor S,,; makes its decision
based on one of the strings in ¢~ !'(P. 5(F(s))). Thus, there may exist ambiguities
regarding the control action, which requires that three languages associated with

the compensated system S,,.;/G be taken into consideration.
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Definition 4.6 (languages associated with S,.;/G)

(a)

(b)

(¢)

FExtended language Le(Spet/G), which is formed solely by those extended strings
belonging to E(L(G)) that can be generated by the compensated system Syer/G
with or without the occurrence of delays and loss of observations, is recursively

defined as:

(Z) € € Le(Snet/G);

(ii) Vs, € X and Yo € Y., S0 € Le(Snet/G) < Se € Le(Snet/G) N se0 €
E(L(G)) Ao € [(Be\ ) U Sper(¥ ™ (Pes(se)))]-

Language Ly (Spet/G), which corresponds to the language generated by the com-
pensated system under nominal operating conditions (i.e., assuming no loss of

observation and only negligible delays), is defined as:

Ln(Snet/G) = {5 € L(G) : En(5) C Lo(Snet/G)}.

Language L*(S,et/G), which is the language upper bound formed solely by those
strings belonging to L(G) that can be generated by the compensated system
Snet/G with or without the occurrence of delays and loss of observations, is

characterized as:

LH(Set/G) = {5 € L(G) : E(5) N Lo(Sner/G) # 0}

Based on these language definitions, we may consider the supervisory control

problem where, for a given nonempty prefix-closed language K such that K C L(G),
we intend to find a networked supervisor S, : ¥ P.(E(L(G)))) — 2* that
satisfies the following requirements: (i) L,(Snet/G) = K, and (i) L*(S,e/G) C

K. The first requirement ensures that, under nominal operating conditions, the

compensated system S,.;/G must be able to achieve K, and requirement (ii) ensures

that S, /G must stay inside K when there are non-negligible delays and/or loss of

observations. The following proposition makes possible to combine requirements (i)

and (1) to form a single condition.
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Proposition 4.2 A networked supervisor Sye @ v H(P.(E(L(G)))) — 2% satis-
fies requirements (i) Ly(Snet/G) = K and (i) L¥(Snet/G) C K, if, and only if,
Ln(Set/G) = LH(Snet /) = K.

Proof: 1t is straightforward to see that, if L, (Spet/G) = L*(Snet/G) = K, then S,
satisfies requirements (i) and (7). In order to prove that the reverse statement also
holds true, suppose a networked supervisor S, that satisfies requirements (i) and
(ii). Then, K = L,(Spet/G) and L¥(S,et/G) C K. Thus, we only need to prove that
Ly(Spet/G) C L¥(Spet/G). To this end, suppose a string s € L,(Spe;/G). Then,
according to Definition [1.6(b), E,(s) C L¢(Snet/G), and, according to the null ex-
tension definition (Definition [4.5]), E,(s) C E(s). Therefore, we can conclude, from
Definition [4.6]c), that s € L¥(S,et/G), which implies that L, (Sne/G) € L*(Snet/G).
|

In accordance with Proposition 4.2] we can formulate the following supervisory

control problem.

Problem 4.1 Given a NDESW'TS that satisfies Assumptions A1 to A4 and whose
plant is modeled by an automaton G, and a nonempty prefix-closed language K such
that K C L(G), find a networked supervisor Sye : v (P.o(E(L(GQ)))) — 2% that

satisfies the following condition:
Ln(Spet/G) = L*(Spet/G) = K. (4.7)

It is worth remarking that, although the extended language L.(S,.:/G) was not
directly used to propose the previous networked supervisory control problem, it
has a key role in the characterization of the language permissiveness of networked

SUpervisors.

4.3.2 Existence and Design of Networked Supervisors

In order to tackle the design of networked supervisors, let >.,. denote the extended
set of uncontrollable events Y.,. = 3,.,US3UX.. Notice that, for every prefix-closed
extended language K, C F(L(G)), controllable with respect to E(L(G)) and Y.y
and observable with respect to E(L(G)) and P.,, we are able to compute a P-
supervisor S, : P, (E(L(G))) — 2% such that L(S./G.) = K. by following the
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standard supervisory control theory [68, [77], considering plant G, and assuming
sets Yeue and X7 as the sets of uncontrollable and observable events, respectively.

In addition, we can also obtain, from S, the following networked supervisor:

Snet : VY P.L(E(L(G)))) — 2%
So > Snet(80) = Se(1(s,)) N 2.

(4.8)

The languages achieved by the NDESW'TS under the action of the networked su-
pervisor defined in Expression (4.8)) are stated by the following result.

Lemma 4.3 Let K. C E(L(G)) be a prefiz-closed extended language that is control-
lable with respect to E(L(G)) and 3¢, and observable with respect to E(L(G)) and
P. ., and consider a P-supervisor S, : P, (E(L(G))) — 2% such that L(S./G.) =
K., and the networked supervisor Spe; defined from S, in accordance with Ezxpres-

sion (&8). Then, the following statements hold true:
(0) Le(Snet/G) = K.
(b) Li(Snet/G) = P.(K. N E,(L(G))).
(¢) L*(Sner/G) = Pe(Ke).

Proof:
(a) The proof that L.(S,./G) = K. is done by induction in the length of strings
w € E(L(G)).

Basis step. Let w = . Then, by definition, w € L.(Sne/G), and w € K, since
K. =K..

Induction hypothesis. For all w € FE(L(G)) such that ||w| < p, w €
Le(Snet/G) & w € K.

Inductive step. Consider a string wo € L(G.) such that ||w|] =p and o € X..

Suppose that wo € L.(Spe/G). Then, according to Definition [4.6(a), w €
Le(Spet/G) and o € [(Ze \ Be) U Spet (¥ (P.s(w)))]. Thus, in accordance with the
induction hypothesis, w € K. In addition, it can be seen that (i) if o € (X.\ X,) =
Yeue, then wo € K, since K, is controllable with respect to L(G.) and X.,., and;
(i1) if 0 € Sper(p (P s(w))), then, according to Expression [4.8)), o € S(P.s(w)),
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which implies, according to Definition 2.7} that wo € L(S./Ge) = K.. Therefore,
in both cases, (1) and (ii), wo € K..

Suppose now that wo € K,. Then, according to Definition 2.7, w € K,
and 0 € S.(P.s(w)). Thus, in accordance with the induction hypothesis, w €
Le(Snet/G), and, additionally, we can conclude, from Expression , that o €
Snet (¥ (Pe,s(w))). Therefore, according to Definition .6(a), wo € Le(Spet/G).

(b) Suppose s € P.(K.N E,(L(G))). Then, there exists w € P, '(s) such that
w € (K. N E,(L(G))), which implies, according to Definition [4.5] that:

(Jw € E,(s))[w € K.]. (4.9)

We will first consider (i) the case when the last event of s belongs to ¥,,, and, in
the sequence, (ii) the case when the last event of s belongs to ¥,. In case (i), it can
be seen, from Definition [{.5], that E,(s) = {w}. Thus, according to statement ([£.9),
E,(s) C K.. Therefore, according to Definition [4.6|(b), in this case, s € Ly,(Snet/G)-
In case (it), it can be seen, from Definition [1.5] that E,(s) = {w,v} with either
v = wiy(o) or w = vip(o) where o is the last event of s. Thus, since (0) € Zeye
and K, is controllable with respect to L(G.) and Y., statement (4.9)) implies that
E,(s) C K.. Therefore, in this case, s € L,(Snet/G).

Suppose now s € L, (Spet/G). Then, according to Definition [4.6(b), E,(s) C
Lo(Spet/G) = K. Since, by definition, E,(s) C E,(L(G)), we can conclude that
E,.(s) C K. N E,(L(G)), and, thus, s € P.(K. N E,(L(Q))).

(c¢) Notice that, for all s € L(G),

5 € LM Spnet/G) & E(8) N Lo(Snet/G) # 0 (Defition [1.6c))
& EBE(s)NK,#0 (Since Le(Snet/G) = Ke)
& (Jw e K)[P.(w) = s],

where the last equivalence relation is a consequence that, in accordance with Theo-
rem , E(s) = P71(s)NL(G,). Therefore, we can conclude, by using the definition
of natural projection, that s € L¥(S,/G) & s € P.(K.). ]

In order to obtain networked supervisors that solve Problem (i.e.,

Ly (Snet/G) = L¥(Spet/G) = K), we define, by taking into account the previous
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result, the following class of extended languages:

Keo(K) = {K., C ¥ : (E.(K) C K, = K, C E(K))
A (K, is controllable wrt E(L(G)) and Y.,.)
A (K, is observable wrt E(L(G)) and P, )}.

Notice that, every extended language K, € Koo (K) satisfies the inclusion relation
illustrated by the Venn diagram depicted in Figure [£.11] In addition, K, is con-
trollable with respect to F(L(G)) and X, and observable with respect to E(L(G))
and P, ,, and, thus, we can design a P-supervisor S, : P, (E(L(G))) — 2% such
that L(S./G.) = K., and also define a networked supervisor S, as stated by Ex-
pression (4.8). The following results concern the use of the extended languages in

Kco(K) to design networked supervisors.

— 1@

/Ke:E

Figure 4.11: The Venn diagram that illustrates the inclusion relations between

K, € Keo(K), E(K), E,(K) and L(G,).

Lemma 4.4 Let K. € Kco(K), and consider a P-supervisor S, : P. s(E(L(G))) —
2% such that L(S./G.) = K., and the networked supervisor Sy defined from S,
in accordance with Expression . Then, Le(Snet/G) = K. and L,(Spet/G) =
L¥H(Spet/G) = K.

Proof: Let us consider extended language K. € Kco(K). Then, accord-
ing to Lemma Le(Snet/G) = Koy Ly(Snet/G) = P.(K. N E,(L(G))) and
L¥(Spet/G) = P.(K.). Thus, it remains to be verified if (i) P.(K.) = K and (ii)
P.(K.NE,(L(G))) =K.

(1) Notice that, according to the definition of Kco(K), E,(K) C K. C E(K),
which implies that P,(E,(K)) C P.(K.) C P.(E(K)). Moreover, according to
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Definition 4.5, P.(E,(K)) = K and, according to Definition 1.3} P.(E(K)) =
K. Therefore, P.(K.) = K.

(ii) Notice that, P.(K. N E,(L(G))) C P.(K.) N P.(E,.(L(G))) = KN L(G) = K.
On the other hand, E,,(K) C K, implies that P.(K.NE, (L(GQ))) 2 P.(E.(K)N
E,.(L(G))) = P.(E,(K)) = K. Therefore, P.(K. N E,(L(G))) = K.

)
(

Lemma 4.5 Let S, @ v (P.o(E(L(G)))) — 2% be a networked supervisor such
that Ly (Snet/G) = LH(Spet/G) = K. Then, L.(Syet/G) € Kco(K).

Proof:  Let us consider a networked supervisor S, such that L,(S,e/G) =
L¥(Spet/G) = K. In addition, assume, without loss of generality, that L.(S.:/G) =
K! where K. C E(L(G)). Notice that, according to Definition 4.6(a), K is prefix-
closed. Moreover, according to Definition [4.6(b), E,(K) C K since L, (Spet/G) =
K, and, according to Definition [4.6{c), K. C E(K) since L*(S,/G) = K. There-
fore, E,(K) C K/ = K! C E(K). Thus, it remains to be verified if K/ is (i) con-
trollable with respect to L(G.) and X.,. and (ii) observable with respect to L(G,)
and P,s. Let us first recover that X.,. = (X, \ X.) and, according Theorem ,
L(Ge) = E(L(G)).

(1) Suppose that K is not controllable with respect to L(G.) and ... Then,
there exist w € K. and 0 € X, such that wo € L(G.) \ K., which is a
contradiction since, according to Definition [4.6{a),

(we K) N (wo € L(Ge)) A (0 € Xewe) = (wo € K)).

(ii) Suppose that K is not observable with respect to L(G.) and P, . Then,
there exist w,w’ € K, and ¢ € ¥, such that wo € L(G.) \ K., w'o € K|
and P, (w) = P, (w'), where the last equality implies that ¢! (P, (w)) =
(P, s(w')). As a consequence, the control actions of S, for the extended
strings w and w’ are the same, and, thus, w'c € K. implies that wo € K.,

which is a contradiction.
Therefore, we can conclude that K. € Kco(K). |
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We now present a necessary and sufficient condition for the existence of a net-

worked supervisor S,,.; that solves Problem .

Theorem 4.2 Consider a NDESWTS that satisfies Assumptions A1 to A4, and
whose plant is modeled by an automaton G. Let K be a prefiz-closed language such
that K C L(G). Then, there exists a supervisor Spe : Y1 (P.o(E(L(GQ)))) — 2%
such that Ly, (Snet/G) = L¥(Spet/G) = K if, and only if, Kco(K) # 0.

Proof:

(<) If Koo(K) # (0, then we can use a K, € Koo(K) to design a networked su-
pervisor S, as stated by Expression , and, consequently, the obtained S,
achieves, in accordance with Lemma , Le(Snet/G) = K. and L, (Spet/G) =
LH(Snet/G) = K.

(=) Suppose that there exists a networked supervisor S, such that
L(Snet/G) = LH(Snet/G) = K. According to Lemma 4.5, Lo(S,ei/G) € Keoo(K),
which implies that Koo (K) # 0. |

Notice that, since the class of prefix-closed observable and controllable superlan-
guages of F, (K) is closed under intersection, the infimal prefix-closed controllable
(with respect to E(L(G)) and ¥.,.) and observable (with respect to E(L(G)) and
P. ) superlanguage of E,(K), denoted here by E,(K)¥©, always exists. Such a
language can be used to check the existence of networked supervisors, and, addi-
tionally, it can be applied to design a networked supervisor S, when there exists

one, such that L, (S,e/G) = L*(Snet/G) = K, as shown by the following result.

Proposition 4.3 Let K be a prefiz-closed language such that K C L(G). Then,
En(K)ico - E(K) = En(K)ico € Kco(K) = Kco(K) 7é 0.

Proof:  (a) = (b). Since E,(K)*© is the infimal prefix-closed controllable and
observable superlanguage of E,(K'), we can conclude, by using the definition of the
class Kco(K), that E,(K)*9C € Keo(K) if E,(K)¥° C E(K).

(b) = (c¢). This implication relation holds true by definition.

(¢) = (a). Suppose that (i) Kco(K) # 0 and (i) E,(K)¥*“° ¢ E(K). Notice that,

according to the definition of class Koo (K), statement (i) implies that there exists
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a prefix-closed controllable and observable language K. such that E,(K) C K. C
E(K). On the other hand, since E,(K)¥¢© is the infimal prefix-closed controllable
and observable superlanguage of E,(K), statement (i7) implies that every prefix-
closed controllable and observable superlanguage of E,,(K) is not a sublanguage of

E(K), which is a contradiction. |

Example 4.8 Consider the NDESWTS presented in Example whose commu-
nication network and plant are depicted again in Figures (a, b), respectively, and
suppose that ¥ = {a, 8,7, 1u,n}, Lo = {a, 5,7}, Lo = {8} and X, = {a, v, 1, n}.
Automaton G, that generates E(L(G)) is depicted again in Figure[f.19(c). Consider
also the same language K assumed in Example[4.7, which is generated by automaton
H depicted in Figure (d) Automata H, and H,., whose generated languages are
E,(K) and E(K) are depicted again in Figures (e,f), respectively.

We want to design a networked supervisor Sy that satisfies the admissible lan-
guage K, i.e. Ly(Snet/G) = L¥(Spet/G) = K. In other words, Spet/G must be able
to execute all string in K = W under nominal operating conditions, but
Snet must prevent the occurrence of the forbidden string s’ = ny even when delays or
loss of observations occur. Therefore, since n € ¥,,, the networked supervisor must

wmatially disable event ~y, and enable it only after observing some event occurrence.

Automaton H., that generates E,(K)¥C is depicted in Figure . By com-
paring Figures[{.19(f) and[4.18, we can see that E,(K)*“© C E(K), which implies,
according to Proposition that Koo(K) # 0.

Since Kco(K) # 0, according to Theorem there exists a networked su-
pervisor Sper.  Moreover, according to Proposition E.(K)*° € Keoo(K).
Thus, in order to compute Spe, we can first compute a P-supervisor S, assum-
ing plant G, K, = E,(K)*°C, Yo = {as, B, Bs, 81,75} and 35 = {as, Bs, Vs -
The P-supervisor S, obtained, whose realization is depicted in Figure 15 de-
fined as: Se(e) = Xe \ {p, 7,7}, Selas) = Xe \ {a,aq,m}, Se(Be) = {ad},
Se(asBs) = {17}, and So(Beay) = S.lawys) = S(awBys) = 0. Then, the
networked supervisor Spe computed from S. as stated by Fxpression 18 de-
fined as follows: Spe(e) = {a,8,n}, Snet(@) = {B,7, 1}, Snet(aB) = {7} and
Snet(B) = Snet(Ba) = Sner(ay) = Sper(afy) = 0.

(

According to Lemma Le(Snet/G) = E,(K)¥©. Thus, with the help of Fig-
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Figure 4.12: Network (a) and plant G (b) of the NDESWTS, automata G. (c), H
(d), H, (e) and H, (f) considered in Example [4.8|

ure[4.15, we can check the following facts regarding the performance of the networked
supervisor Spe; computed by using extended language K, = E,(K)*“9:
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Figure 4.13: Automaton that generates E, (K)*“© computed in Example .

a?BaTLBl B)M;fya/Bl

R a

Bs s
C——C) 0~

Figure 4.14: Realization of P-supervisor S, used to define networked supervisor
Shet in Example 4.8

e Networked supervisor Spe; prevents the execution of the forbidden string s’ =

N7y since E(Sl) N Le<Snet/G> = Q)z where E(S/) = {77% 77778}7

e The strings in K can be generated by Sye/G under nominal operating

conditions since E,(K) = {aasuy, aospuyys, naasfBsy, naasBBsyyst  C
Le(Snet/G).

The comments presented above agree with Lemma [{.4), which determines that
Ly (Snet/G) = L*(Spet/G) = K. The following comments concern the language per-
missiveness of the networked supervisor Spe; computed by using extended language

K, = E,(K)¥©, in the presence of delays and/or loss of observations:

o The compensated system is able to generate string s; = nafy € K in the
cases: (i) when the occurrence of event o is observed before the observation
of B, and (ii) when the observation of  is lost. On the other hand, since

nafPsasy € Le(Snet/G), the compensated system is not able to execute string
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s1 in the case when the occurrence of event a is observed after the observation

of B;

e In some cases, the networked supervisor S,e; computed using extended language
K, = E,(K)*“C may unnecessarily postpone the permission for some events
to take place. For example, during the execution of string s, = auy € K,
networked supervisor Sye postpones the permission for event u to take place

until it observes the occurrence of a since ap & Le(Snet/G).

Based on this comments, we can conclude that, the networked supervisor Sye; com-
puted by using extended language K, = E,(K)*°© achieves the control specification
Ly (Snet/G) = LH(Snet/G) = K, but nevertheless the achieved language permissive-
ness in the presence of non-negligible delays and loss of observations can be increased
by allowing the occurrences of extended strings that were unnecessarily prevented,

such as, nafPsasy and .

Improving Language Permissiveness by Using Relative Observability

In accordance with Lemma [4.4] and Proposition [£.3] we can compute a networked

+€0 and synthesizing

supervisor, when there exists one, by setting K. = E,(K)
Snet as determined by Expression . By following this procedure, the designed
networked supervisor will be such that L.(S,e/G) = E,(K)¥¢©. Nonetheless, the
permissiveness of the extended language L.(S,.:/G) may be improved by search-

ing for extended languages belonging to Kco(K) that are more permissive than

E,(K)*“9 as illustrated by the Venn diagram depicted in Figure m However,

Y 7 (e

E(K). -~ —

|~ Isitin /CCO(K)?

| — En(K)¥0

Figure 4.15: The Venn diagram that illustrates the search for extended languages
belonging to Kco(K) that are more permissive than E,, (K )*“©.
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since the observability is not preserved under set unions, the class of extended lan-
guages Kcoo(K) does not have a supremal in general.

In order to circumvent this drawback, we will apply the relative observability
property [15, R4] with a view to searching for controllable and relatively observable
extended languages in Koo (K) that are more permissive than E,(K)¥¢©. To this
end, let E(K)'RO denote the controllable and observable sublanguage of E(K)
computed by using Algorithm [3.3] presented in Section [3.4] with inputs G. and
H. (by assuming fully marked automata, i.e., L,,(G.) = L(G.) = E(L(G)) and
Ln(H.) = L(H.) = E(K)). The following proposition determines the case when
+CRO

extended language E(K)
Problem [.1]

can be used to design a networked supervisor S,,; for

Proposition 4.4 Let K be a prefiz-closed language such that K C L(G). Then,
there exists a networked supervisor Sne; such that L.(Sne/G) = E(K)TYFO and
LSt/ G) = L4(Sut/G) = K if, and only if, E(K)'CR0 3 B, (K).

Proof: According to Lemmas and , there exists Sper such that Le(Spe/G) =
E(K)'YR0 and L,,(Spet/G) = L*(Snet/G) = K if, and only if, E(K)T“F € Kgo(K).
By definition, F(K)'“R° C E(K) and, according to Proposition E(K)TCRO
is controllable with respect to E(L(G)) and X.,. and observable with respect to
E(L(G)) and P, ,. Moreover, it can be checked that E(K) and E(K )R are prefix-
closed since K is prefix-closed. Therefore, we can conclude, from the definition of
class Koo(K), that E(K)'EC € Koo(K) if, and only if, E(K)'“?° D E,(K),

which concludes the proof. [

Example 4.9 Consider the same networked supervisory control problem ad-

dressed in Example [[.8, where the communication network and the plant of the

NDESWTS are depicted in Figures (a,b), respectively, and we suppose that
L =Aa, Byt o = {a, 8,79}, Yo = {B} and o = {o, 7y, p,n}. Consider,

also, the same admissible language K generated by automaton H depicted in Fig-

ure [4.13(d).
Automaton Hopo that generates E(K)'CEO is depicted in Figure . By com-
paring this automaton with that depicted in Figure ( e), which generates language

E.(K), we can see that E(K)'“FO D E,(K). As a consequence, E(K)'CFO ¢
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Figure 4.16: Automaton that generates E(K)T“FO computed in Example .

Keoo(K), and, in accordance with Pmposz'tion there exists a networked superuvi-
sor Spet that solves Problem and such that Lo(Sne:/G) = E(K)TCEO,

Since E(K)'YEC € Keoo(K), in accordance with Lemma we can use
K., = E(K)'YRO to design a P-supervisor S, by assuming plant G, Yeye =
{as, B, Bs, Bi,7vs} and X5 = {as, Bs,vs}. The realization of the obtained P-supervisor
is depicted in Figure and it is defined as: S.(e) = 3¢ \ {7,7s}, Selas) =
Se\{a, a5, mt, Se(Bs) = {as, 7, %5} SelasBs) = Se(Bsas) = {7, 75}, Se(Bsvs) = {as}
and Se(Bsoisys) = Se(Bsystts) = Seasys) = Se(asBsys) = 0.

The networked supervisor, obtained from S, in accordance with Expression ,

04,5,/%77,51 Y

Re ’Y
20 Bs 29 > 24

Figure 4.17: Realization of P-supervisor S, used to define networked supervisor
Shet in Example 4.9
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is defined as follows: Sper(€) = X\ {7}, Snet() = {8, 7, 1}, Snet(af) = Spet(far) =
{7} Sna(B) = {7} and Spet(Ba) = Sper(ay) = Spal(aBy) = Swa(Bfye) =
Snet(Bay) = 0.

Since E(K)'CEC € Kco(K), in accordance with Lemma Ly (Spet/G) =
L¥(Spet/G) = K. In addition, by comparing Figures |4.15 and |4.16, we can see
that, for the case of this example, E,(K)*°C C E(K)'“RO  and the following cases

illustrate some situations where the language permissiveness has been improved by

designing Spet setting extended language K. as E(K)'9FO instead of E, (K)¥©:

o Under the action of the networked supervisor designed from K, = E(K)TCRO,

the compensated system is able to generate string s, = nafy € K regardless
of the order of the observations of a and [, as opposed with the networked
supervisor computed from K, = E, (K)¥C that prevent the occurrence of 7 in

the case when « is observed after the observation of 3;

e During the execution of string sy = auy € K, the networked supervisor de-
signed from Le(Spet/G) = E(K)'CEC allows the occurrence of event p be-
fore the observation of «, whereas the networked supervisor designed from

Le(Snet/G) = E (K)¥C only allows the occurrence of y after the observa-

tion of .

Remark 4.2 Notice that, in the extended model G., the set of controllable events
stays being . whereas the set of observable events becomes ¥, and, thus, ¥.NX5 =
0, i.e., all controllable events of G. are unobservable. Then, in accordance with
Remark [2.1}, it can be checked that, for all K C L(G) with K # L(G), there is no
normal language belonging to Koo (K). As a consequence, the property of normality,
in contrast to the property of relative observability, cannot be used to increase the

achieved language permissiveness in the networked supervisory control problem.

Realization of Networked Supervisors

In Examples 4.8 and [£.9, we present the obtained networked supervisor by listing
the control action S,(s,), for each s, € ™1 (P.4(K.)), where K, = L.(Spet/G). In
order to make possible the definition of a networked supervisor in a more convenient

manner, we propose the following realization.
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Definition 4.7 (realization of networked supervisors) A realization of a net-
worked supervisor Sper is a pair Rpee = (R,)), where the first element is an
automaton R = (Xpet, 2oy fnets Lnets To,,,) and the second element is a function

Q: Xpet — 2%, which are defined in order to ensure that,

Snet(80) = QU fret(T0,01, 50)), V50 € ¢_1(P678<Le(5net/G)))~

For a given networked supervisor S, a realization R, = (R,{2) that agrees
with Definition can be obtained from a realization R, = (X, X, fe, e, zo,) of
a P-supervisor S, such that L(S./G.) = Le(Spet/G), which can be computed using
Algorithm presented in Subsection . To do 50, Ryuet = (R, Q) is defined from

R, as follows:

R = (Xnet7 20; fnety Fneh x0n6t>7 (41())
where:

Xoat = X, (4.11)
frt(@,0) = o, 0(0)), Y(@,0) € Xpet x T, (4.12)
Lpet() = ¢ 1 (To(z) ML), Vo € Xy, (4.13)
xonet = :L‘Oe7 (414)

and, additionally,
Qz) =Te(2) NS, Yz € Xper. (4.15)

This procedure for obtaining a realization of S,,.; directly emerges from Lemma |4.3|
The following example illustrates the construction of a networked supervisor real-

1zation.

Example 4.10 Consider the same networked supervisory control problem ad-
dressed in Example [4.9, where the communication network and the plant of the
NDESWTS are depicted in Figures (a,b), respectively, and we suppose that
S=Ao, 8,7, mn}, o ={a, 8,7}, Bio = {8} and Zc = {a, v, n}.

In Example we computed a networked supervisor Spe such that Le(Spet/G) =
E(K)'YRO and L,(Spet/G) = LY (Snet/G) = K, where K is the language generated
by automaton H depicted in Figure (d) This networked supervisor was obtained
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by applying Expression (4.8)) with P-supervisor S, such that L(S./G.) = E(K )R
and whose realization, R., is depicted again in Figure (a). Then, wn oder to

obtain a realization Ry = (R,Q) from R, for networked supervisor Spe, we con-

struct automaton R as stated by Equations (4.10) to (4.14), which is depicted in
Figure (b); the values of €2 for each state of R are defined in accordance with
Equation (4.15)) and are presented in Figure (b) inside of its corresponding state
of R.

O‘)Balu’anaﬁl Y

- 67 «

Z3

{8, 1,7}

(b)

Figure 4.18: Realizations of P-supervisor S, (a) and networked supervisor S,¢; (b)
computed using extended language E(K)T¢RO,

4.3.3 Procedure for Designing Networked Supervisors

In this subsection, we propose a systematic way to design networked supervisors for
Problem based on the results presented in Subsection [4.3.2]

The networked supervisor design should be carried out by following the flow
chart shown in Figure [4.19] According to Figure [£.19] the design procedure starts
by checking if B(K)T“FY € Koo(K). In order to do so, we compute an automaton
that generates extended language E(K)'“FC by using Algorithm proposed in
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1

Is E(KYICRO in Ko (K7 Yes Le(Snet/G) = E(K)TCRO
S ( ) 1n CO( ) Ln(‘snet/G) — Li(Snet/G) =K

No

Yes Le(Snet/G) = E, (K)¥C©

)
Is Koo (K) nonempty? Ly (Snet/G) = L (Snet/G) = K

No

Leo(Snet/G) = E(K)TCRO
L (Snet/G) = P.(E(L(G)) N E(K)TCR9) ¢ K
LUP(Snet/G) = Pe(E(K)TCRO) CK

Figure 4.19: Flow chart for the design of networked supervisors.

Section 3.4 If E(K)'FO € Kco(K), then we compute a P-supervisor S, for ex-
tended plant G. assuming Y., as the set of uncontrollable events, X7 as the set of
observable events and E(K)'“F9 as the admissible language, and, in the sequence,
we compute Sy as stated by Expression ([£.8). According to Proposition [4.4] the

compensated system achieves the following behavior:
Le(Snet/G) = E(K)TR9 and L,(Spet/G) = L*(Snet/G) = K.

It is worth noting that, as presented in Subsection[2.5.3] when E(K) is observable
with respect to E(L(G)) and P, 4, it is also E(K)-observable. As a consequence of
this fact, if E(K) is controllable with respect to E(L(G)) and X.,. and observable
with respect to E(L(G)) and P, 4, then E(K)'“R9 = E(K). Therefore, in this case,
the designed networked supervisor achieves the maximal language permissiveness,
i.€., Le(Snet/G) = E(K).

When E(K)"YEC & Koo (K), the design procedure continues, in accordance with
Figure , by checking if Kco(K) # (. This can be done, according to Proposi-
tion[d.3} by computing E,,(K)*©, the infimal prefix-closed controllable (with respect
to L(G,) and ¥,.) and observable (with respect to L(G,) and P, s) superlanguage of
E,(K), and checking if E,(K)*“© C E(K). If the answer is yes, then a P-supervisor

S for G, can be computed assuming ., and X7 as the sets of uncontrollable and
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observable events, respectively, and E,(K)*“© as the admissible language. In the
sequence, the networked supervisor S, is computed as stated by Expression (4.8]).
According to Lemma [4.4] the resulting compensated system achieves the following

behayvior:
Le(Snet/G) = E,(K)*YY9 and Ly,(Spet/G) = L*(Spet/G) = K.

Finally, if Kco(K) is empty, then, according to Theorem , there does not
exist a networked supervisor Sye; such that L,(Spe:/G) = L¥(Spet/G) = K, i.e., the
admissible language K cannot be achieved. In order to circumvent this problem,
the supervisor S, will be computed as in the case when E(K)'“FC € Koo(K),
making, according to Lemma [£.3] the compensated system to achieve the following

behavior:

Le(Spt/G) = E(K)Y0RO
Ln(Snet/G) = Pu(E,(L(G))NE(K)“"°) c K
LH(Set/G) = P.(E(K)™H9) C K.

4.4 Concluding Remarks

In this chapter, we have introduced an architecture of supervisory control of Dis-
crete Event System, in which, a network that may have several channels performs
the communication between the plant and the supervisor, and a timing structure
provides time information about the behaviors of the plant and the communication
network. We proposed a methodology to construct an equivalent untimed model
for a NDESWTS that represents all possible implications of delays and losses of
observations, and, based on this model, we have formulated a supervisory control
problem of NDESWTS, where the networked supervisor ensures that, when there
is neither non-negligible delays nor loss of observations, the compensated system
achieves a given admissible language, and, when delays and loss of observations are
present, it ensures that the compensated system behavior stays inside the admissible
language. We have presented a necessary and sufficient condition for the existence of

networked supervisors, and also a systematic way to design networked supervisors,
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where the relative observability property is used to increase the achieved language

permissiveness.
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Chapter 5

Conclusions and Future Works

The main goal of this work was to study the supervisory control problem of net-
worked discrete event systems with timing structure (NDESWTS) in the presence
of delays and loss of observations. In this regard, the main contributions of this

work are described below:

1. The introduction of an architecture of supervisory control of Discrete Event
System, in which, a network that may have several channels performs the
communication between the plant and the supervisor, together with a timing
structure composed of the minimal activation time of the plant transitions and

the upper bounds on the delays of the communication channels.

2. A methodology to construct an equivalent untimed model for NDESW'TS. This
methodology provides a complete characterization of all possible implications
of delays and losses of observations by means of extended languages, and
algorithms for the computation of untimed deterministic finite-state automata
that generate the extended languages associated with the plant and the control
specification. It is worth remarking that the model for NDESWTS proposed
here is general enough to allow its application in other NDESW'TS problems,
for instance, it has also been used to study the codiagnosability of NDESWTS

subject to event communication delays and loss of observations in [66, [67].

3. The formulation of a supervisory control problem of NDESWTS where the
networked supervisor ensures that, when there is neither non-negligible de-

lays nor loss of observations, the compensated system achieves the admissible
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language, and, when delays and /or loss of observations are present, it ensures
that the compensated system behavior stays inside the admissible language. In
order to tackle this problem, we presented a necessary and sufficient condition
for the existence of networked supervisors, and, additionally, a systematic way
to design networked supervisors. To this end, we used relative observability

property with a view to increasing the achieved language permissiveness.

A preliminary version of the results obtained here was published in [88] [89].
Another research topic addressed in this work was the concept of relative ob-

servability. In this context, the main contributions are:

1. An algorithm for the verification of relative observability that has polynomial

computational complexity.

2. An algorithm for the computation of the supremal relatively observable sub-
language of a regular language, whose computational complexity is, in general,
exponential, but decreases to polynomial when the automaton that marks the

specification language is state partition.

3. An algorithm for the computation of a controllable and observable sublanguage
of a given regular language, which applies the concept of relative observability
and iteratively shrinks the ambient language in order to increase the achieved

language permissiveness.

The results on relative observability have been published in [82-84].

Possible future research directions are listed below:

1. Supervisory control of NDESWTS subject to delays and loss of control actions.
In this topic, the purpose is to remove Assumption A4, imposed in Chapter [4]
and to consider communication delays and packet losses in observation and

control channels.

2. Extension to other problems in supervisory control of NDESWTS, so as to
address blocking properties of networked supervisory control or to extend the

approach proposed here to modular and decentralized control architectures.
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3. The study of other NDESWTS problems by using the modeling proposed in
this work, for example, state estimation, prognosis, detectability and opacity

of NDESWTS.

4. Networked discrete event systems with different timing structures. In this
topic, the idea is to consider a timing structure, where, instead of assuming
minimal activation times of the plant transitions and maximal communication
delays, we could assume a priori knowledge of the time intervals in which the
plant transitions can occur and the lower and upper bounds on the transmis-

sion delays, without relying on automata with guards.
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